OEJNEPAJIBHOE ATEHTCTBO I10 PEIBOJIOBCTBY
OEJEPAJIBHOE I'OCYOAPCTBEHHOE BHO/IDKETHOE OBPA30OBATEJIBHOE
YUPEXXIEHWE BBICIIEI'O OBPA3OBAHUA
«KAMYATCKUM I'OCYZIAPCTBEHHBIN TEXHUUECKU YHUBEPCUTET»
(®T'BOY BO «Kamuatl'TY»)

®akybTeT UHPOPMAI[MOHHBIX TeXHOIOT UM, SKOHOMUKU U yTIpaBaeHUs

Kadenpa «CrcreMsl yripaBieHUs»

YTBEPXKIIAIO
Tlekan ®UTIY

2 BYE2 A -Poraxa/

«-29-»-aHBapa-2025-T.

PABOYASA ITPOTPAMMA ANCIHUIT/INHBI
«CeTH M1 T€JIEKOMMYHHUKaALIUN»
HaripaBJ/ieHre TTOArOTOBKU:

09.03.01 «MHpopMaTHKa U BLIUUCIUTEIbHAs TeXHUKa»

(ypoBeHb OakasaBpHara)

HarpaB/eHHOCTb (1po¢ub): «[IporpaMmmHOe obecrieueHre Cpe/ICTB BIYUCIUTETbHON TeXHUKU U aBTO-
MaTU3HMPOBAHHBIX CUCTEM»

[TeTpomnaBnoBcK-KamuaTckuit
2025



Pabouasi mporpamMmMa AuCLUIIMHBI pa3pabotaHa B coorBeTcTBUU ¢ PI'OC BO 1o HarpaB/ieHUIO Mo/ro-
ToBKM 09.03.01 «MHbOpMaTHKa U BBIUMC/IMTE/IbHAS TeXHUKa» CTYZeHTOB OYHOM U 3a04HOI opm 0Oyue-
Hust, ipodub «IIporpaMMHoe obecrieueHre CpeJiCTB BHIUMCIUTETLHON TeXHUKU U aBTOMAaTU3UPOBAHHBIX
cuctem» U yuebHoro riaHa PI'BOY BO «Kamuatl ' TY ».

CocraBurenb paboueii MporpaMmabi:

cTapluvii npernogasarens Kadeapsl CY E.A. JlyTieBa
Pabouasi-nporpamma-paccMoTpeHa-Ha-3acelaHuu-Kade pbl-« CHCTeMBbI-
yrnpasieHUs»-I1poToko/1-Ne-6-0T-«-24-»-auBapa-2025-roza.

2 3apenyiomuii kadeapoit

'|—\-.

«CHCTeMBI YIPABIEHHS»
«-24-»-ssuBapsi-2025-T. /\/\ A A, Mapuerko



1. IIEJIM M 3AJJAYN YYEBHOH AVCIIUTLINHBI

Ilenbio ocBOeHUs AMCLHMIUIMHBI SB/seTCsS (POPMUPOBaHKE Yy CTYZEHTOB 3HAaHWI M0 OCHOBHBIM
TIPUHLUTIAM TIPOEKTHUPOBaHUsI, TTIOCTPOEHUsI, apXUTEKTYPHBIM 0COOEHHOCTSIM M OpraHu3alyy (GyHKLMOHU-
poBaHus ceTell U TeJIEKOMMYHHUKALIMOHHBIX TeXHOJIOTHH, UX TIPOrPAMMHOI0 0becrieueHusi, a TakKe 03Ha-
KOMJIeHWe CTYJeHTOB C OCHOBaMH IMPOEKTUPOBAHUS JIOKA/TbHBIX U T/I00aIbHBIX CeTel, aMUHUCTPUPOBa-
HUSI CeTEeBBIX C/Ty>KO M KOMITOHEHTOB 1 TeXHOJIOTUSIMU JIOKA/IbHBIX U T/I00aIbHBIX CeTel.

3aiauu 0CBOEHUSA AUCI{UILTHHBI:

H3ydyeHre apXUTEeKTYPHBIX 0COOEHHOCTEeM BBIUMCIUTELHBIX CeTeH, UX arrapaTHoro, uHdop
MAaI[MOHHOTO ¥ TIPOTpaMMHOr0 o0ecrieueHusi, TUITOBbIX CTPYKTYp U OpraHU3al[iu (yHKIHO-
HHPOBaHUSI;

v3yueHre CTPYKTYpPbl U XapaKTePUCTHUK CHUCTeM TeJleKOMMYHMKaLU, MeTO/I0B KOMMYTal[1H,
MapIIpyTHU3alldd ¥ 3al[UThl OT OIIMOOK, OpraHu3alyy [U(POBBIX CETeH CBA3M U 3/I€KTPOH-
HOM MOYTEI;

V3ydyeHUe OCHOBHBIX MPUHIIMIIOB epe/iaud aHa/JoroBOM M JUCKpeTHOW MHbOpMAaI[UH 10 CU
cTeMaM TeJleKOMMYHUKaLIU;

W3yueHue TIPUHIUIOB (YHKIIMOHUPOBAHUS JIOKA/ILHBIX U TJI00A/TbHBIX KOMIBIOTEPHBIX CE
Teu;

M3yueHre OCHOB a/[MUHMCTPUPOBAHUST KOMITBIOTEPHBIX CeTel U CeTEeBBIX CITYKO.

2. TPEBOBAHMUSA K PE3YJ/IBTATAM OCBOEHUSA JUCHIAIL/IMHBI

B pe3sysnbraTe M3yueHus] JUCLIMIUIMHBI y CTYZEHTA JOJDKHBI ObITh C()OPMHPOBAHBI C/leflytolime 00-
iernpodeccroHanbHble KOMIEeTeHLIH:

— cnocobeH pa3pabaTbiBaTh iporpammMHbie uHTepdeiicer (TTK-3).

HanmeHOBaHHe KOMIETEHLIMMIIPYA W3yUeHUM AWCLUTUIMHBI, COOTHECEHHbIE C IMJIAHUPYEMbIMHU pe
3yJIbTaTaMy OCBOeHHs 00pa3oBaTelbHOM MPOrpaMMBl, TIpe/iCTaB/eHbl B Taburie 1.

Tabnura 1 — [Mnanupyemble pe3yabTaThl 00yueHus 10 JUCLUIIMHE, COOTHeCEHHbIe C yCTaHOB/IEH-

HBIMHM B ITporpaMMe OakKasaBpvaTa MHAWKATOPAMHM JIOCTHKEHHUS] KOMIIeTeHIIH

Kop HaumenoBanue Kop v HanMeHOBaHMe HMHAM- IliaHupyeMblii pe3y/bTar 00y- Kop nokasa-
KoMIIe- KOMIIeTeHI{UH Karopa gocrmwxenus ITK YeHu TesIf 0CBOEHHS
TeHIUH 10 JUCLUIIINHE

IMK-3 | criocoben paspa- | UI-1pk.3 3HaeT MeToAbl U 3HaTh:
GaTblBaTL  IIPO- cpezicTBa COOPKYM MOAy/el n | . APXMTEKTYPbl U CTPYKTypbl HH 3(IIK-3)1
TPaAMMHBIE  HH- | goM10HEHT IPOrPaAMMHOTO (OPMALOHHEIX CETe;
Tepdeicsl — TIPUHLMIBI PabOoTHI anmapaTHOTO 3(I1K-3)2
obecrieueHust; 3HaeT METOAbI | obecrieueHrss — MH(OPMAIHOHHBIX
Y CpeCTBa pa3spabOTKU Mpo- | CeTew;
Le/1yp /151 pa3BepTHIBAHHS — NpUHLMILL paGoThl MPOrpamMm 3(IIK-3)3
Horo obecrieueHust WH(OpPMAIOH-
NPOrPaMMHOI0 00eCTeYeHUs | 111+ coTeii.
Ymertn:
W-1nk s YMeer nucathb — M0/b30BaThCsl CPEeICTBAMU U pe Y(IIK-3)1
MpOrpamMMHbINA KOJ, mpolLje- cypcamy MH(OpMaL{MOHHBIX CeTel;
Jlyp MHTErpaLyy IpOrpamMm- | — pa3pabatbiBaTh U 00OC/Iy)KMBaTh Y(IIK-3)2
o KOpIIOpaTHBHbIE MH(OPMALIOHHbIE
HBIX MOZYyJ/Ien ceTi:
— paspabaTbiBaTh U OBC/TYKUBAThH Y(IIK-3)3
W[-3nk 3 BriagieetT HaBbIKAMM | nokanbHble M TI06a/MbHBIe HHOP-
WCMO/Mb30BaHUsA  BbIOPAHHOM | MAL{IOHHbIE CETH.
Baapgern:
CPEABL  HIPOTPAMMMPOBARHA | - HaBbIKAMU TOKMCKA, 00paboTKU U B(ITK-3)1
Ans paspaboTku  mpouesyp XpaHeHUs MH(OPMAaLK U3 JIOKa/Ib
UHTerpalji  IPOrpaMMHBIX | HO, perMoHaJbHOW, KOPIOpaTHB
Moy el HOIEI U ryiobanpHOM MH(OpMaLOH
HOM ceTH;
— HaBBIKAMY PaCIIMPEHHs arrapar B(ITK-3)2
HOTO W TporpaMMHoro obecreye-
HMS  JIOKQJIbHOM, peruoHa/IbHOM,




(hopmalioHHOM CeTH.

KOPITOPAaTUBHOM U TJI00a/IbHOW WH-

3. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30BATE/ILHOH ITPOI'PAMMBI

Kypc «CeTHu U TeJleKOMMYHHKALUM» OPUEHTUPOBAH Ha TIOATOTOBKY OakKasiaBpOB IO HarpaB/IeHUIO
09.03.01 «MHdopMaTHKa ¥ BEIUMCIUTEIbHAS TeXHUKa». [JaHHas JUCLIUTIIMHA OTHOCUTCS K 010Ky B1.B —

JVICLIUTUTHBI YaCTH, (OPMHUPYEMOU yuaCTHUKaMH 00pa30BaTe/TbHbIX OTHOILIEHUH.

4. COAEPXAHHUE JUCHUII/IMHBI

4.1. TemamuuecKuti n1aH OUCYUN/IUHbI 07151 CIMy0eHMo8 0UHOU (hopMbl 00yueHust

KonrakTHas padora mo ,
BH/IaM y4eOHbBIX 3aHATHI Q ¥
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] = = P = o Dopmbl § 2
HaumeHoBaHHe pa3/ie/ioB H TeM z = = g = E3 | = s & | Tekymero |,z =
g < S| g5 | e85 |& |§ KoHTpoIa | 2 8
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1 2 3 4 5 6 7 8 9 10
7 cemecTp
Tema 1. OcHOBBI ceTeli Tiepeilauil JaHHbBIX KoHTposbs
18 | 14 | 6 4 4 0 | 4 | CPG samm-
Ta yjabopa-
TOPHBIX pa-
Tema 2. Crek nipotokosioB TCP/IP 6OT. BO-
16 12 4 4 4 0 4 ’
TIPOCHI, BbI-
Tema 3. TexHosioruu GU3NIECKOTO YPOBHS HOCHMMBIE Ha
24 17 5 6 6 0 7 | PaccMotpe-
HUe, MpakK-
Tema 4. MapiupyTrsanys THHecKne
pripyTH3ai 14 8 2 3 3 0 6 F——
3auer Omnpoc
Bcero | 72 510 [ 17 [ 17 | 17 | 0 21
8 cemecTp
Tema 5. CeTeBble CTyKObI KoHTposbs
18 4 2 0 2 0 14 CPC, zamu-
Ta jabopa-
Tema 6. becnnpoBoiHasd nepesava JaHHbBIX TOPHBIX pa-
23 7 4 0 3 0 16 60T, BO-
TIPOCHI, BbI-
Tema 7. CereBast 6e3011aCHOCTh HOCHMBbIE Ha
31 11 5 0 6 0 20 paccmoTtpe-
HUe
JK3aMeH Omnpoc
Bcero | 108 22 11 0 11 0 50 36




4.2. TemamuuecKutl naaH OUCYUN/AUHbI 0/11 CMy0eHMOo8 3d0UYHOU (hopMbl 00yUeHUs1

KoHTakTHas padoTa mo ,
BHU/IaM y4eOHbIX 3aHATHH o v
S ) g 2 £
3 = & o &2
g g 5 a g =
(%] o] -7} = =T
< = . U = I Dopmbl g e
HauveHoBaHHe pa3je/ioB U TeM z g £ g = £33 | = s B | Tekymero |,z =
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1 2 3 4 5 6 7 8 9 10
Tema 1. OCHOBBI ceTeli Tlepe/ilauk JaHHbIX
23 6 2 2 2 0 17
Tema 2. Crek nipotokosioB TCP/IP
22 6 2 0 4 0 16 Kourposn
CPC, 3zamu-
Tema 3. TexHonoruu GhU3NUECKOro ypPOBHS Ta abopa-
34 | 6 2 2 2 0 | 28 | TopHbIx pa-
60T, BO-
Tema 4. MappyTtu3anus 14 4 ) 0 D) 0 10 | TPpocsl, BeI-
HOCHMBIE Ha
Tema 5. CeTeBble CJTYKOBI paccmoTpe-
18 0 0 0 0 0 | 18 | FME Tpak-
THUYeCKue
3a/laHUA
Tema 6. becnnpoBo/iHas nepeiaua JaHHbIX
30 0 0 0 0 0 30
Tema 7. CereBast 6e3011aCHOCTh 30 2 2 0 0 0 78
JK3aMeH Omnpoc
Bcero | 180 24 10 4 10 0 147 9
4.3. CodepicaHue oucyun/auHbl
7 cemecCTp
Tema 1. OcHOBBI ceTell mepefayu AaHHbBIX.
Jlekyus

BeruncnurentHass ¥ Te/leKOMMYHHMKALMOHHas TexHojoruu. CHcTeMbl MakeTHOM o6pabortku. IlepBbie
KOMITbIoTepHble ceTH. COMmbKeHue I0KaIbHBIX U I7100ambHbIX ceTeil. OOIye MPUHLIUIBI TTIOCTPOEHUS Ce-
Teil. COBMeCTHOe UCI10/Ib30BaHKe peCypcoB KOMITbIOTepoB. CeTeBble orepaljioHHble chcTeMbl. CeTeBble
cnyx6b1. CeteBble ripuiokeHust. CeteBble HHTepdeNChI: HU3NUeCcKUii U Joruyeckuil. dusnyeckast repe-
Jlaya JIaHHbIX T10 JIMHUAM CBsI3U. TOMNOJOrWsi JIOKaJbHBIX BBIYMC/IUTENbHBIX ceTell. IIpobsiembl CBsi3u
HEeCKOJIbKMX KOMITbIOTepOB: IpobsieMa Toro/ioruy, npobsema ajpecanyy, npobsema kommyrauyu. Kom-
MyTalys KaHanoB. [IoCTOMHCTBA U HeJOCTaTKU KOMMYTalL[My KaHasoB. [lepesiaua KOMIIbIOTEPHOrO Tpa-
¢vKa B ceTsiX C KOMMyTalLyel KaHanoB. KommyTarus naketoB. [ToHsiTue nakera. JlocTOMHCTBa M HeJ0-
CTaTKM KOMMYTAL|MM MaKeTOB. Pe>XMbI Mepeiauu JaHHBIX: JedTarpaMMHBINM, C YyCTaHOBJIEHUEM JIOTHYe-
CKOT0 COeJJMHEeHMs], C UCMO/Ib30BaHMEM BUPTYya/lbHbIX KaHanoB. CTaHJapTv3auys U Kiaaccudukanus ce-
Tei. [lonsiTne otkpeiTor cucrembl. Mogens OSI. CerteBble xapakrepuctuku.lEEE 802.x. TexHnonorus
Ethernet.

OCHOBHble NOHSIMUSI meMbl: CeTeBasi TEXHOJIOTHs], JIOKa/lbHasl CeTh, r100abHast CeTb, TOTIOJIOTHS, CeTeBOU
aZipec, KOMMyTaL1sl KaHa/lI0B, KOMMYyTaLus naketos, OSI.

Bonpocbl 015 camokoHmpons:

[TepeunicivTe 3Tarnbl 3BOJOLMY KOMIIBIOTEPHBIX CETEM.

CdopmynupyiiTe 3akoH I'poiiia.

Uem si0KanbHasi CeTb OT/IMYAETCS OT T7I00aTbHON?

Yro Takoe ceteBasi ciayxba?

Uro Takoe ceTeBas OInepaljMOHHas cucrema?

[TepeunicnvTe CylleCTBYOLME TONOIOTUH.

Uk W=




7. TlepeunciuTe TUIMBI CETEBBIX MPUIOXKEHUM.
8. Uto Takoe AynieKCcHas repejava JaHHbIX?
9. Yem Jjioruueckuii ceTeBo UHTep(eiic OTIMYaeTcs OT (hU3nyeckoro uHTepderica?
10. Yto Takoe 37emMeHTapHbIA KaHal?
11. TepeuncnuTe JOCTOMHCTBA U HEIOCTATKU CETU C KOMMYyTallell KaHasloB.
12. TlepeuncnuTe JOCTOMHCTBA U HEJOCTATKU CETU C KOMMYTaLlel MakeToB.
13. V3 Kakux COCTaBHbIX UaCTeld COCTOUT CeTeBOM MaKeT?
14. Yro Takoe melTarpaMMHBIM peXXUM Iepesiaun?
15. Ilepeuncnure ypoBHu Mogenu OSI.
JlabopamopHble pabombl
JlabopatopHasi pabota Ne 1. OTajoHHasi MO/ie/Tb B3aUMO/IeHCTBHS OTKPBITBIX CCTEM.
JIaboparophasi paborta Ne 2. Torosorvst KOMIbIOTEPHBIX CETel.

CamocmosmenbHas paboma cmydeHma

V3yueHue UTEPATyPhI, TTOIOTOBKA TEOPETUUECKOT0 MaTepHrasia U JaHHBIX [Ijisl BBITIOJTHEHUS 7abopaTop-
HBIX U MPAaKTUUECKHX paboT, MOATr0TOBKA J0K/Ia/1a.

Jlumepamypa: [3], [4], [6]

Tema 2. Ctexk nporokosios TCP/IP

Jlekyus
ITonatne creka npoTtokosoB. Crek npotokosnoB TCP/IP. YpoBHM CTeka: NPUK/IaJHOU, TPAHCIIOPTHBIN,
CeTeBOM, YPOBeHb ZI0CTyMa K cpefie nepeaaun. Tumbl agpecoB cteka TCP/IP. @opmat IP aapeca. [Pv4 u
IPv6. Knaccer cetu. Azipecauusi ¢ TIoMolb0 Macok. I[Topsimok HasHauenus [P agpecos. @opwmart IP ma-
KeTa.
OcHoegHble noHsimusi membl: cTeK npotokooB TCP/IP, IP agpec, Knacc ceTy, Macka Io/[CeTH.
Bonpocbl 015 camokoHmpoas:
[Tepeuncivte ypoBHU cTeka poTokosoB TCP/IP. OnuiiiiTe, yeM 3aHUMAaeTCs KaXK/Ibli YpOBeHb.
Yewm IPv4 otynuaercs ot IPv6.
M3 Kakux cOCTaBHBIX yacTeit coctouT IP agpec?
[Tepeunciure Kiaccol IP ceTeii.
UTo Takoe IIMPOKOBellaTeIbHbIN aipec?
[TpuBesnuTe popMyny A5 MOJCUETa KOJIMYECTBA XOCTOB B CETH.
Uro Takoe Macka nozcetu? Kakve nmpaBusia UCHO/b3YHOTCS NPpY (POPMHUPOBAHUN MacKU?
IIpakmuueckue 3aHsimus
[IpakTHyeckue 3aHATHS Ha TEMBI:

1. ®opmar IP agpeca.

2. Pabora c ceTeBbIMU yTUIUTaMUA KOMaH/THON CTPOKH.
JlabopamopHble pabombl
Jlabopatophasi pabota Ne 3. IP-azpecarusi. Knaccosast mogens IP agpecoB. Macka mo/ceTy.
Jlabopatophasi pabota Ne 4. OCHOBBI IUaTHOCTUKU CETU KOHCOJTbHBIMU CPeZICTBaMHU.
CamocmosimenbHas paboma cmyoeHma
M3yueHue MTepaTyphbl, MOArOTOBKA TEOPETUUECKOT0 MaTeprasa v JaHHBIX [Jis1 BBITIOJTHEHUs 1abopaTop-
HBIX pabOT M MPaKTUUECKUX 3a/JaHHH.
Jlumepamypa: [1], [3], [4], [6]

Nouhkwhe

Tema 3. Texnosnoruu (pu3NYeCcKOro ypoBHs
Jlekyus
JIvauu cBsi3v. XapaKTepUCTUKY JTMHUH CBsi3u. Turbl kKabenelt 1 ux knaccudukanys. KoakcuanbHbii Ka-
Oenb. TOHKMIA U TOJCTBIA KOAKCHalbHBINA Kabesb. BuTast mapa. DKpaHHpOBaHHasi M HeIKpaHMPOBaHHAsI
BUTast rapa. ONTOBOJIOKOHHBIN Kabenb. OJHOMOZOBOe ¥ MHOTOMO/IOBO€E OITOBOJIOKHO. BUzbI ceTeBOro
obopyzoBanusi. OTIMYMs KOMMYTaTOPOB OT KOHLIEHTpaTopoB. MapuipytusaTtopsl. KoavpoBaHnue faaH-
HbIx. KoupoBaHue yMCKpeTHOW MH(OPMaL[MM aHa/IOTOBLIMU U AUCKPETHBIMU CUrHasiaMu. KogupoBaHu-
e aHajioroBoii MHGOpMalLMK aHaJ0rOBbIMU M JUCKPETHbIMU CUTHarnaMy. My/bTUIIZIEKCUPOBaHUE [laH-
HbIX. YaCTOTHOe, BOTHOBOE Y BpeMEeHHOe MYJIbTUIIEKCUPOBaHUe.
OcHO8Hble noHAMUS Membl: KOMMYTaTop, MapLIpyTHU3aTop, BUTas Mapa, ONTOBOJIOKHO, KOJAWPOBaHUe,
MYJIbTUIITIEKCUPOBaHUe.
Bonpocbl 015 camokoHmpons:



Yro Ttakoe hub?
Uro Takoe switch?
Yem KOMMYTaTOp OT/IMYAETCS OT KOHLIeHTpaTropa?
Yro cofiep)KUTcs B Tabuiie KOMMYTaLAU?
OrnuiuTe Ha3HaYeHWe MaplIpyTHU3aTopa.
[Tepeunciute TUTIBI Kabesieit.
Yem 0HOMO/ZI0BOE ONTOBOJIOKHO OT/IMYaeTCss OT MHOTOMOZ,0BOI'0?
[Tepeunicnute MeTO/bI JUCKPETHOTO KOJUPOBaHUS JUCKPeTHON UH(OPMAaLUH.
. UTo Takoe jioruyeckoe KoAupoBaHue?
10. Uto Takoe ckpeMO/MpOBaHMe?
11. Yto Takoe My/IbTUIIEKCUPOBaHKe?
12. Yto Takoe geMy/IbTUIIEKCUPOBaHUE?
13. YUem oT/iM4aroTCs BOJTHOBOE, YaCTOTHOE Y BpeMEeHHOe MYJIbTUII/IEKCUPOBaHue?
Ilpakmuueckue 3aHamus
[IpakTHueckue 3aHATHS Ha TEMBI:
1. XapakTepuCTHKY JIMHWAY CBSI3U.
2. CeteBoe 060pyI0BaHuE.
3. Meto/bl 11MGPOBOro KOAUPOBAHKS.
JlabopamopHble pabombil
JlaboparopHast pabota Ne 5. O6KUM BHUTOM Taphl.
JlaboparopHast pabota Ne 6. Jlornueckrie MeTO/ bl KOAHUPOBaHUS.
JlaboparopHast pabota Ne 7. Mozie/TMpoBaHie CETEBOr0 B3aUMO/EMCTBUSI C UCIIOb30BaHUEM TIPOTPaMMBbI
Net Emul.
CamocmosmenbHas paboma cmydeHma
M3yueHue UTEpaTyphbl, MOrOTOBKA TEOPETUUECKOT0 MaTepHrasia U JaHHbIX [Ijisl BBITIOJTHEeHUs laboparTop-
HBIX paboT ¥ MpaKTUUeCKUX 3a/JaHU.
Jlumepamypa: [3], [4], [6]

LONUTAWN

Tema 4. MapuipyTusauus

Jlekyus
[MoHsiTHe MmapiipyTusanuu. Tabsuija mapmpyTtusaiuu. Cxema MapiipyTu3anuu. Ilpumepsl Tabsuig
MapuIpyTH3aluu. VICTOUHUKY 3amucy B Tabyuilax MapiipyTu3aiuu. [IpoToKo/bl AUHaUMUeCcKOW Mapii-
pyTusanuu. Bpems xxu3nu Mapuipyta. Metpuka. Texnosnorust CIDR.
OCHOBHble NOHSIMUsl MeMbl: MapLIPyTU3aTop, Tab/Mija MaplIpyTU3aLUH.
Bonpocbl 015 camokoHmpoas:

1. Yro Takoe mMapiipyTHU3aTOp?

2. W3 Kakux moJjieit cocTouT Tab/mija MporpaMMHOT0 MapiipyTH3aTopa?

3. U3 kakux rosieit cocTouT Tabsuiia anmapaTHOr0 MapilpyTh3aTopa?

4. Kakoe KO/IMYeCTBO ceTel BO3MOXXHO COeZJMHUTb, UCII0/Ib3ys B KaueCTBe MapLIpyTU3aTopa Mepco
HaJTbHBIN KOMITbIOTEp?
UTo Takoe MeTpuKa?
Kakwue Turmbl 3anvceid MOTyT Ionazath B IoJie «Aipec Ha3HauUeHUsI» ?
Kakomy Tumy cereBoro azpeca B Ta0siuile MapIIPyTH3alMHd COOTBETCTBYeT Macka
255.255.255.2557

8. TlepeumnciTe NCTOYHMKY 3aMycel B Tab/UIle MapIIPyTH3aL[n?

9. IlepeunciuTe NpOTOKO/BI AUHAMAYECKOU MapIIPyTU3ALUHN.

10. Yro Takoe CIDR?
Ilpakmuueckue 3aHamus
[IpakTHueckue 3aHATHSA Ha TeMy «MapLipyTu3aLus».
JlabopamopHble 3aHsimus
JIaboparopHas pabota Ne 8. V3yueHne Tab/MLIbI MapIIPyTU3aLIMH.
CamocmosmenbHas paboma cmydeHma
M3yueHue UTEpATypPhI, TIOrOTOBKA TEOPETUUECKOTO MaTepHrasia U JaHHbBIX [I/isl BBITIOJTHEeHUSs labopaTop-
HBIX pabOT M MPaKTUUeCKUX 3a/laHUM, TIOATOTOBKA K C/laye 3aueTa.
Jlumepamypa: [1], [2]

Noo



8 cemecTp
Tema 5. CeTeBbIe CTy)KObI
Jlekyus
Wndopmanyionnsie ciyx0ul IP ceteid. Beb-ciyxba. ITouroBasi cnysk6a. Crctema foMeHHbIX uMeH. [Ipo-
tokos1 DHCP. Cny»x6a yripaBieHusi CETbIO.
OcHoseHble noussmus membl: WWW, HTTP(S), DNS, DHCP, SNMP.
Bonpocbl 0151 CAMOKOHMPOS:
Yro Takoe ceTeBast Cy»x0a?
[TepeuniciiTe OCHOBHBIE TIPUHIUTIBI OPTaHU3aAIMU CETEBBIX CITYKO.
Uto Takoe URL-aapec?
YeM iiHaMHUeCKHe BeO-CTPAHHUI[bI OTJIMUAFOTCS OT CTaTUUECKUX?
OcHOBHBIE TIPUHIIUTIBEI PaOOTHI TTIOUTOBOM CTYKObI 110 TIpoTOKOTy SMTP.
Yro Takoe ciy>x0a JOMEHHBIX UMeH?
[TepeuricnuTe JOMeHBI TEPBOTO YPOBHSI.
Hnst yero ny>keH DHCP cepBep?
YTO TaKoe CUCTeMa yTIpaBJIeHHUs CEThIO?
ﬂa6opamopr1e pabombil
JlaboparopHasi pabota Ne 9. DHCP cepgep.
JIabopatopHasi pabota Ne 10. DNS cepgep.
CamocmosimenbHas paboma cmyoeHma
M3yueHue UTEpaTyphI, MOArOTOBKA TEOPETUUECKOT0 MaTeprasa W JaHHBIX [jisl BBITIOJTHEHUs labopaTop-
HBIX paboT.
Jlumepamypa: [3], [4], [6]

LN~ WN

Tema 6. bectipoBoaHas cpeja nepejayu
Jlekyus
BecripoBogHble MMHUK CB351U. PacnipocTpaHeHye 3/1eKTPOMarHUTHBIX BOJIH. YacTOTHBIe fuanmna3oHsl. JIu-
LleH31pOoBaHMe 4acToT. [IpreM U nepefiaua JaHHBIX C UCMOIb30BaHUEM HECKOJIbKMX aHTeHH. becripoBoj-
Hble jIoKa/ibHble ceTu. TexHonorus Wi-Fi. Metog gocrtyna CSMA/CA. IlepcoHanbHble cetu. TexHoJ10-
rust Bluetooth. BecipoBoziHbie cetn Macitadba ropoza. TexHonorus Wi-Max. MoOubHbIE TeJIEKOMMY-
HUKaI[UOHHbBIe ceTH. [IpUHIIMITEI MOOM/IbHOM CBsI3U. [T0KO/IeHUS] MOOU/TBHBIX CeTel.
OCHOBHble NOHSIMUs! meMbl: BblJje/IeHHbIe KaHasl, TEXHOJIOTHH TJI00a/TbHBIX CeTel.
Bonpocbl 015 camokoHmpons:
B KakoM /inara3oHe paboTaroT 6ecrpoBOJHbIE JTOKATbHbIE CETH?
UTo Takoe ULIeH3UPOBaHUE YaCTOT?
UTo Takoe nepcoHanbHas CeThb?
OcHoBel MeToza fgoctyria CSMA/CA.
Otmuuus cetert Wi-Fi u Wi-MAX.
Kakoi1 cTek mpOTOKO0JIOB UCIIO/Ib3yeTcsl B TexHonoruv Bluetooth?
[MepeunicnvTe MOKOIEHUST MOOUTBHBIX CETEH.
ﬂa6opamopr1e pabombl
JlabopatopHasi pabota Ne 11. OpraHu3aiysi ¥ pe>KUMbI Tiepeiaul JaHHbIX B Wi-Fi ceTsix.
CamocmosimenbHas paboma cmydeHma
M3yueHue UTEpATyPhI, TIOIOTOBKA TEOPETUUECKOT0 MaTepHrasia U JaHHBIX [Ijisl BBITIOJTHEeHUSs labopaTop-
HBIX paboT, TIOATOTOBKA AOK/Ia/a.
Jlumepamypa: [4], [5], [6]

Nk wWh e

Tema 7. CeTeBasi 0€301aCHOCTh
Jlekyus
[MTonsiTrie MHGOpPMaIMOHHON Oe3omacHocTy. TwIbl ¥ TIpUMephI atak. Kiaccudukaiys MeToJ0oB 3allyThbl.
AyTteHTudukanys, uaeHTAGUKaLus, aBTopr3anys. MeTobl JOCTyIa: JUCKPELMOHHBIN, MaHAATHBIN, po-
neBo. TexHuueckre cpefctBa obecrieueHusi ceteBoii Oe3omacHocTH. [lIndpoBanre. AHTUBUpPYCHas 3a-
umTa. TexHomoruy 6e30MacHOCTH Ha OCHOBe (UIBTPAI[Md U MOHUTOpPHHTA TpaduKa. CeTeBbie SKpaHbI.
ITpokcu cepsepsl. [IpOTOKOJIBI 3aIMILEHHOTO KaHasa.
OcHo8Hble noHsiMusi membl: ceTeBast 0€30TIaCHOCTh, METO/bI CeTeBOM 3allUThI, IH(MPOBaHNE, CEeTeBbie
9KpaHbl, MPOKCH CepBepkl, TIPOTOKOJIbI CETEBOM 6€30TacHOCTH.
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Bonpocbl 0151 CAMOKOHMPOAA:
Yro Takoe ceTeBasi 0€30MacHOCTh?
[Tepeunciure Mozie/y CeTeBOil Ge30MacCHOCTH.
Uto Takoe aBTOpH3aLYs, ayTeHTU(YKALYSA, UAEeHTU(DUKALUS?
[Tepeuncivte MeTOAbl ayTEHTH(UKALIUN.
Yro Takoe AByX(aKTOpHast ayTeHTU(PUKaLs?
[TepeunciuTte Mepapxuro CpeJCTB ceTeBOM 0e30MacHOCTH.
UeM 0T/IMYAIOTCS JPYT OT Apyra MaH/aTHbIN, AUCKPELIMOHHbIM U POJIEBOM METO/bI 0CTymna?
ITepeuric/iuTe OCHOBHBIE 3aKOHO/jaTe/IbHbIe CpeficTBa obecrieueHusi ceTeBoi 6e30MacHOCTH.
UYro Takoe opaH)keBast KHUra?
10 [TepeunciviTe OCHOBHBIE TEXHIUECKHE CPe/ICTBA 00OecIieueHust ceTeBoi 6e30macHOCTH
11. Yro Takoe ceTeBOM 3KpaH?
12. TlepeuniciTe IPOTOKOJIBI CETEBOM O€30MacHOCTH.
JlabopamopHoe 3aHsimue
JIaboparophasi pabota Ne 12. CereBasi 6e301acHOCTb.
CamocmosimenbHas paboma cmyoeHma
M3yueHue UTepaTyphbl, MOATOTOBKA TEOPETUUECKOT0 MaTeprasa U JaHHBIX [Jisl BBINIOJHEeHHs 1abopartop-
HBIX PaboT, IOATOTOBKA K C/laue SK3aMeHa.
Jlumepamypa: [6]

LONUTTAWN

5. YYEBHO-METOJNYECKOE OBECIIEUEHUE [IJI1 CAMOCTOSATE/ILHON PA-
BOTBI OBYUAROIIINXCHA

CamocrosiTenbHasi paboTta CTyZeHTOB 1o gucuyiuiiHe «CeTH Y TeJIeKOMMYHUKAL[AW» SIBJISIETCST
B&)KHOM COCTAaBJISIFOLEN YaCTbi0 MOJATOTOBKM CTYJ€HTOB MO HaripapsjeHHt0 noArotoBku 09.03.01 «Un-
(opMaTrKa 1M BLIUMC/IUTE/IbHAS T€XHUWKa» W BBITMIOJHSIETCS B COOTBETCTBUU C PezepanbHbIM TOCyAap-
CTBeHHBIM 0Opa30BaTe/IbHBIM CTaH1apTOM Bbiciiero oopazoBanus (PI'OC BO) u yue6HbIM TyiaHOM Kam-
yatl'TY.

CamocTosiTenibHast paboTa CTy/IeHTOB CTaBUT CBOEH I1eJIbIO:

1. Pa3BuTHE HABBIKOB Be/IeHHSI CAMOCTOSITE/IbHOM pabOThI;

2. TlpuobpeTeHue OMbITa CUCTeMaTU3aLMK TIOJyUYeHHBbIX pe3y/bTaTOB MCC/IeloBaHUH, (HOopMyJTH-
POBKY HOBBIX BBIBO/IOB U TIPe/IJIO’KEHUM KaK pe3y/IbTaTOB BBINOHEHUsT Pa0OTHI;

3. Pa3BuTtHe ymMeHUs HCII0/Ib30BaTh HAYUYHO-TEXHUUECKYIO JIMTEPATypy ¥ HOPMaTUBHO-MeTOye-
CKHie MaTepurasbl B IPAKTUUECKOM /leTe/TbHOCTH;

4. TlpuobpeTteHue onbITa MyOIMYHOMN 3alIMThI Pe3y/IbTaTOB CAMOCTOSITEIbHOU PabOTHI.

BHeayuTopHasi camocTosiTesibHasi paboTa Tpyd M3yueHMM Kypca BK/IHOUaeT B cebsi ciefyrolue
BU/IbI paboT:

°  mpopaboTKa (M3yuyeHHe) MaTeprasoB JIeKLHii;

yTeHHe ¥ popaboTKa peKOMeH/I0BaHHOM OCHOBHOM U /IOTIO/THUTE/IbHOM JIMTEPATYPBhI;
TIOATOTOBKA K TIPAaKTHUECKUM 3aHSATHSIM U JTabopaTopHBIM paboTam;

TIOMCK U TIpopab0TKa MaTepuasoB U3 VIHTepHeT-pecypCoB, IepUOIUUeCKOl TevaTy;
MO/IFOTOBKA K TeKylleMy W UTOrOBOMY (ITPOMeXYTOYHas aTTecTaljisi) KOHTPOJIIO 3HaHUU
T10 AUCLIUIIIAHE.

o
o

o

6. ®OH/J OLIEHOYHBIX CPE/ICTB

DOH/, OLIEHOUHBIX CPE/ICTB [IJisl TIPOBE/IeHHs TIPOMEXKYTOUHOM aTTeCcTaliy 00yYaroluxcs Mo JuC-
1uriiHe «CeTH U TeJIeKOMMYHUKAIUK» TIPe/ICTaB/IeH B MPUIOXKEHUU K paboueli porpaMme JUCLIUIIIN-
HBI 1 BK/TFOUAeT B ce0st:
riepeyeHb KOMIIETEHIMH, C YKa3aHWeM 3TaroB UX ()OPMHMPOBAHUS B TPOLECCE OCBOEHUS
oOpa3oBare/ibHO ITPOTrPaMMBbI;

OTMCaHKe TI0Ka3aTe/lel U KPUTEPUEB OLIEHUBAHUST KOMIIETEHIIMM Ha Pa3/IMuHbIX Tarax ux
(bopMUpOBaHUs, OMUCAHKE IIKA/T OL[eHUBAHUS;

TUTIOBbIE KOHTPOJIbHbIE 33JIaHUsI WIM MaTepuasbl, HeOOXOJUMbIe i1 OLEHKH 3HaHUH,
YMeHUI U HabIBKOB U (W/IM) OTBITA JeSTeIbHOCTH, XapaKTePU3YIOIIMX 3Tarlbl (POpMUPOBa-
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HUsI KOMIeTeHL1H;

MeToZMUeCcKre MaTepuasibl, Oompeje/stollyde MpoLeaypbl OLleHWBaHUsl 3HAHWW, YMEeHUU U
HaBBIKOB U (MJ/IM) OIbITa AesiTe/TlbHOCTU, XapaKTepU3YIOLLUX 3Tarbl ((OPMUPOBAHUS KOMITe-
TeHLUH.

ITepeueHb BONIPOCOB AJisl IPOBe/ieHNs IPOMEXXYTOUHOM aTTecTaluM Mo JUCLUIUIHHE (3aueT,
JK3aMeH)
ITepeyeHsb BONMpoCoOB Ha 3a4eT

1. Kakue ceTu oABUINUCH [1ePBbIMU?

2. KakoBa ocHOBHasi 1]eJib CO3Z,aHUsI MH(OPMALIMOHHO-BBIUNC/IUTE/TEHOU CeTH?

3. SIBnsieTcs /M cTipaBeJIUBBIM Crefytolee yTBep)KaeHue: "JIroboe MpUIo)KeHUe, BBITIOTHSIIO-
1eecsi B CeTH, SIBJISIETCS PaCIipe/ie/IeHHbIM MPUIOXKeHueM'"'?

4. Tlop ¢ur3nuecko TOMOJOTHeN BLIUNCIUTETbHOW CeTU MIOHUMAeTCsl. .

5. dopmanu3oBaHHbIe TIpaBWIIa, OTpeesistolie T0CIe0BaTelbHOCTE U (hopMaT COOOILeHHH,
KOTOPBIMH OOMEHUBAIOTCS CeTeBble KOMITOHEHTHI, JieXKalljie Ha OJJHOM YPOBHe, HO B pa3HbIX y3/aX, Ha-
3bIBAIOTCHL. ..

6. dopmanu3oBaHHbIe TIpaBW/IA, OTPe/eJIsole TM0C/aeJ0BaTe/IbHOCTh U (popMaTr cooOIIleHuH,
KOTOPBIMU OOMEHUBAIOTCSI KOMIIOHEHTHI, HaXO/sI1ecss B OJJHOM y3/le B COCe/JHUX YPOBHSIX, Ha3bIBalOT-
Col...

7. Kakue BU/IbI TOMOJIOTUH CYL[ECTBYIOT?

8. [elTarpaMMHBIMUA Ha3bIBAKOTCSI IPOTOKOJIBL. ..

9. Kakue Mozyny B cocTaBe OMepaljMOHHOM CUCTeMbl Ha3bIBalOTCS NIPOrPaMMHBIMU CepBepaMu
(server)?

10. Kakue mMosynu B cocTaBe OINepaljuOHHOU CHUCTEMbl Ha3bIBAKOTCS POrPaMMHBIMU KIMeHTaMuy
(client)?

11. Bpems peakiuu ceTH SIBJSIETCS UHTerpalbHON XapaKTePUCTUKOM ...

12. B ceTsix nof, 0TKa30yCTOMYUBOCTBIO IOHUMAETCH ...

13. Kakoe CBOMCTBO Ce€TH IM03BOJIsSIeT HAPALMBAaTh KOJIMUECTBO Y3/I0B U MPOTSPKEHHOCTDb CBSI3€M B
OueHb IIMPOKUX Tpeiesiax 6e3 yXy/IIeHus: MPOU3BOAUTETbHOCTH?

14. Yro sBnsieTcs onpeensitoiuM (HakTopoM B Jie/IeHHWH JIMHUI CBSI3M Ha LIU(POBbIE U aHAIOr0-
Bble?

15. Yto xapakTrepusyeT aMIUIUTYJHO-4YaCTOTHasl XapaKTepPUCTHKA JIMHUW CBSA3U?

16. TTonoca nponyckanus (bandwidth) — 3To HermpepbIBHBIN JHana3oH YacToT, [Jis KOTOPOro OT-
HOLLIEHVE aMIUIMTY/Ibl BbIXOJJHOTO CUT'Ha/la K BXO/JHOMY TIpeBbILIaeT rpe/ie/, paBHbIM. .

17. TlpomyckHasi crioCOOHOCTh JUHUW CBSI3M U KOMMYHHKAIL[MOHHOTO CeTeBOr0 000py/[0BaHMs
TPaJULIMOHHO U3MePSeTCs B ...

18. Bribop criocoba ripe/icTaB/ieHUst JUCKPeTHOW MH(POPMALIMU B BH/le CUTHAJIOB, 110/laBaeMbIX Ha
JIMHUIO CBSI3U, Ha3bIBaeTCs...

19. Tlpouecc npejcTaB/ieHysl aHAaJIOTOBOM UH(QOPMALUU B JUCKPETHOM (hopMe Ha3bIBaeTcs ...

20. B ceTsix c KOMMyTalMeli KaHa/IOB Tepe/ riepeZiaueil JaHHbIX TPeOyeTCs BBITIOJTHUTD TPOLeAY-
Py YCTaHOBJ/IEHHS COeJUHEHUS?

21. TexHMKa 4aCTOTHOIO MYJIbTUIIEKCUpOBaHUs KaHanoB (FDM) npumensieTcs [ nepefaum...

22. TexHuKa My/JbTUILJIEKCMPOBaHUS C pa3zesneHneM Bpemenu (TDM) npumensieTcs Ass nepefa-
UM...

23. MAC nozaypoBeHb KaHa/IbHOT'O YPOBHS OTBevaer 3a...

24. B cetsax Ethernet ncriosib3yeTcsi MeTo[, I0CTYTIA K Cpejie Tiepefjaud JaHHbIX...

25. Kakoii Buj KoiMpoBaHUsi IPUMeHseTCs B Kjlaccuueckux cetsix Ethernet?

26. YkaxuTe yCTPOUCTBa, KOTOpPbIe AiesisAT ceTh Ethernet Ha HECKOBKO 1OMEHOB KOJUTA3UM.

27. Kakas ¢u3nueckas Tonosiorus npumensiercs B cetsix Token Ring?

28. Kakas nornueckas Tornosorusi npuMensiercs B cetsix Token Ring?

29. Cetb FDDI obecnieurBaeT riepeiauy JaHHbIX C OUTOBOUW CKOPOCTHIO. ..

30. Certs Fast Ethernet obecrieuriBaeT repesiady JJaHHBIX C OUTOBOW CKOPOCTHIO...

31. Kakue CcTaHAAPTHI OTHOCATCS K O@CTIPOBO/IHBIM CETSIM?

32. Metopn goctyna CSMA/CD noagepsxuBaetcsi B cetsix Gigabit Ethernet?

33. MoryT 1 yCTpPOWCTBa, M3rOTOB/IEHHBIE TIO crielmduKaiuu becripoBogHol cBsisu 802.16e-
2005 (WiMax), obecrieunTh YBePEHHYHO CBsI3b BHE TIPeZieJioB MPSIMOM BUJUMOCTH?

34. CeTeBoii ajiariTep COBMECTHO C JpaliBePOM BbITTOMHSET QYHKIIUH. .
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35. CripaBe//IMBO JIK Clefyrolljee YTBepK/eHre: BIOOD CeTeBOro afiarrepa 3aBUCUT OT THUTIOBOU
CeTeBOW TeXHOIOTUU?

36. C noMmoLbI0 KaKOro YCTPONCTBA MOXKHO pa3fie/IuTh CeTh Ha OT/e/IbHble JIOTUYeCKue CerMeH-
ThI?

37. CrnocobeH /i MOCT WJT KOMMYTAaTOP 3allUTHThb CeTh OT IIMPOKOBEIaTeIbHOTO IIITOpMa

38. Appec, mpuMeHsieMbll Ha CeTeBOM YPOBHe, SIBJISI€TCS...

39. Kakue azipeca uMeeT KaXk/Iblii TIOPT MapIipyTHU3aTopa?

40. CKOJIbKO YpOBHe# orpefieieHO B ()MPMEHHOM CTeKe KOMMYHHKAlL[MOHHBIX MPOTOKOJIOB
TCP/1P?

IlepeyeHb BONIPOCOB Ha 3K3aMeH
OBOJTIOLIYS KOMITBIOTEPHBIX CeTeHu.
OO61ue npuHIMITEI TOcTpoeHust ceteli. CeTteBble uHTepdeticel. CeteBoe I10.
OOI1e MPUHIMITEI TOCTPOeHUs ceTel. [IpobieMbl CBSI3M HECKOTBKUX KOMITHIOTEPOB.
CeteBoe 000pyi0BaHUe.
JIviyu cBsi3u. Tunbl Kabese.
KommyTanys kaHamoB 1 NakeToB.
ApxureKkTypa 1 cTaHzapTusanus cereid. Mogens OSI.
Knaccudukaiysi KOMIIbIOTEPHBIX CETeM.
Crek nipotokosnos TCP/IP.
10. Appecauus B creke TCP/IP. Knaccer IP ceteld. Tunel agpecos creka TCP/IP.
11. Appecauus B creke TCP/IP ¢ nomoriubto Macku cetu. Tursl agpecos cteka TCP/IP.
12. TP mapupytusanus. HasHauenue. Tabmuipl MapiipyTusanyu. VicTouHMKY 3amnviceit B Tabiu-

LONUTAWN

Le.

13. MeTo/pl 1epeiauM JaHHBIX Ha (PU3MUeCKOM ypoBHE. MeTo/ibl MOAY/ISILIUU.

14. MeTto/pl NepejauM JaHHBIX Ha (PU3MUeCckoM ypoBHe. MeTobl LIM(pOBOro KOJUPOBaHUSI.

15. BecnipoBojgHasi cpena nepefaud. becnpoBoHbIe CUCTEMBI.

16. TexHosOruM NePBUYHBIX CETeM.

17. Crangapt IEEE 802.x. JIBC Ha pa3zensieMoii cpesie. TexHosorusiEthernet.

18. Crangapt IEEE 802.x. JIBC Ha pa3zensiemoii cpesie. Token Ring, FDDI.

19. Crangapt IEEE 802.x. JIBC Ha pa3gensiemoii cpesie. becnipoBofiHbie jiokanbHble ceTu IEEE
802.11. Wi-Max.

20. Kommytupyemsie cetu Ethernet. Fast Ethernet, Gigabit Ethernet, 10G.

21. TpaHcrnopTHBIe yciyTy ryiobanbHbIX ceTeil. Ycnyru goctyna B HTepHeT. CepBUC BUPTYasib-
HBIX YaCTHBIX ceTel. MHOroc/0iiHas CeTb OrepaTopoB CBS3M.

22. TexHosoruu rnobanbHbIX ceTelt. ['106ambHBIe CeTH C KOMMYyTalvei KaHamoB. xDSL.

23. TexHosioruu riob6anbHbIX ceTeid. I'1o6anbHBIE CeTH ¢ KoMMyTarueld naketoB. ATM, MPLS,
Carrier Ethernet.

24. VndopmaumonHble cayx0b1 IP-ceteit (Beb-cimyx0ba, mouTtoBasi ciayx0a, [P Tenedonus, cere-
Bas (paiinoBas ciyx0a).

25. Certb UnTepHET. CTpyKTypa cetu. CriocoObI MOJKIFOUEHUs K ceTH VIHTepHeT.

26. CeteBas 6e3omacHoCTh. VigeHTrduKarms, ayreHTHUKaMs U aBTopu3anus. Mogens uadop-
MaIMoHHOM 6e30macHOCTH. Mlepapxust Cpe/ICTB 3all[UThI OT UH(MOPMAIIMOHHBIX YTPO3.

27. CeteBasi 6e3omacHOCTb. TUMBI ¥ TIPUMepHI aTak. [IpUHIMITEI 3ayThl MHHOPMALIMOHHON CHU-
CTeMBI.

28. CereBasi 6e3oracHocTh. lIudpoanue, ayTeHTHU(UKAIVs, aHTUBUPYCHAsl 3allldTa, CeTeBble
5KpaHbl, MPOKCH-cepBepbl. [IpOTOKOJIBI 3aIUILIEHHOr0 KaHasa.

29. TIpotokon DHCP. Cxema paboThbl.

30. Cucrema gomeHHbIX MeH DNS. Cxema paboTbl. [loMeHbI, 30HbI.

7. PEKOMEHAYEMASA JINTEPATYPA

7.1. OcHo8Has numepamypa

1. Cetu u TeslekKoMMyHHUKalu. MapiipyTtu3sanusi B [P-ceTsix B 2 u. UacTte 1 : YueOHUK U MPaKTU-
KyM 7151 By30B / [JubpoB M. B. - Mockea : FOpaiit, 2022. - 333 c. - (Briciiee o6pa3oBaHue). -
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PexxuM fiocTyrmia: OneKTpoHHO-0MbmoTeuHas cuctema FOpaiiT, [ijis aBTOpH3. To/ib30BaTesei. -
URL: https://urait.ru/bcode/491319. - ISBN 978-5-9916-9956-3 .

2. CeTu ¥ TeJleKOMMYyHUKalu. Mapuipytu3saiws B IP-ceTsix B 2 u. YacTh 2 : YueOHUK U MPaKTU-
KyM zis1 By30B / [TubpoB M. B. - Mocksa : FOpaiit, 2022. - 351 c. - (Bbiciiee o6pa3oBaHue). -
Pexxum fjocTytia: D/1eKTpOHHO-0nboTeyHast cuctema FOpaidT, A1 aBTOpH3. TIO/Ib30BaTesiei. -
URL: https://urait.ru/bcode/491949. - ISBN 978-5-9916-9958-7

3. BelunciuTeNnbHbIE CUCTEMBI, CETH U TeJIeKOMMYHUKALMU. MojenupoBaHue ceteil : YueOHoe
nocobue zyist By3oB / 3amsatrHa O. M. - Mocksa : FOpaiit, 2022. - 159 c. - (Bbiciiee o6pa3oBa-
HUe). - Pexxum focTyna: DneKTpoHHO-0nbmoTeuHas cucteMa FOpaiit, i71st aBTOpU3. TI0/Tb30Ba-
tesieli. - URL: https://urait.ru/bcode/490257 (mara obpamienus: 11.01.2022). - ISBN 978-5-
534-00335-2

7.2. JlonosnHumenbHas aumepamypa

4. NH)OKOMMYHUKAIIMOHHBIE CUCTeMbI U ceTu [DyieKkTpoHHbIM pecypc] / Kyty3os O. ., Tartap-
HukoBa T. M., IlexaHoBckuii B. B. - 2-e u3g., crep. - Cankt-IletepOypr : Jlanb, 2021. - 244 c. -
ISBN 978-5-8114-8051-7.

5. OcHoBsI paboTs! ¢ TexHosoruel Bluetooth Low Energy [OnektponHsiii pecypc] : yuebHoe mo-
cobue / KanaueB A. B., Jlanun M. B., ITemuxoB M. E. - Cankr-IletepOypr : Jlanb, 2020. - 224
c. - ISBN 978-5-8114-4737-4.

6. Cetu OBM U TeneKOMMYHUKalMWA. APXWTeKTypa U OpraHv3alus [D/eKTpoHHbIM pecypc] :
yuebHoe 1iocobue / T'enbbyx C. C. - Cankr-Iletepbypr : Jlanb, 2019. - 208 c. - ISBN 978-5-
8114-3474-9.

8. IIEPEYEHb PECYPCOB I/IH(DOPMAHI/IOHHO-TEHEKOMMYHHKAHHOHHOﬁ
CETU (UHTEPHET»

1. OnekrpoHHO-OUO/MMOTeUHast cucteMa «eLibrary»: [DnekTpoHHbIii pecypc]. — Pexxum pocTyta:
http://www.elibrary.ru.

2. DnekTpoHHasi bubmoteuHast cuctema «IPRbooks» [DnekTpoHHBIN pecypc]. — DneKTpOHHBIe
JaHHble — PexxuM poctyma : http://www.iprbookshop.ru/.

3. OnekTpoHHas WH(OpMaIMoHHasi obpa3oBaTesnbHas cpesa LMS Moodle [OnekTpoHHBIN pe-

cypc]. — Pexxum gocryna: https://1k.kstu.su.

9. METO/IMYECKHUE YKA3AHUSA /I OBYYARKOIINUXCHA 110 OCBOEHHUIO JMC-
IV INHbBI

Merto/viKa npenofiaBaHus JaHHON JUCLIMIIIMHEI TIpe/riosaraeT yTeHe JIeKL{1ii, IpoBe/ieHue Tpak-
THUUECKUX U 1a00paTOPHBIX 3aHSTWM, TPYNIOBBIX M MHAVBUAYAIBHBIX KOHCY/bTAlUH IO OT/EeNIbHBIM
(Haubosiee COKHBIM) crieLudUUecKuM TpobseMaM AWCHUTUIMHBL. [IpegycMoTpeHa camocTosTe/bHast
paboTa CTy/]eHTOB, ITPOXOJK/IeHUe aTTeCTALMOHHBIX UCTIBITAHUM MPOMEKYTOYHOM aTTecTaliuy (3aueT, K-
3aMeH).

JIeK1{uu NpoBOJATCS, KaK MpPaBWIO, B MHTEPAaKTUBHON (JOpMe C 3/1leMeHTaMH JUCKYCCHM, U CIOop-
HBIX [TOCBUIOB U yTBepxKJeHUW. Ha nekuusxnpenogaBarenb 3HaKOMUT C1yllaTeslell C OCHOBHBIMM IOHS-
TUSIMU U TI0JIOXKEHUsSIMU TI0 TeKylei Teme. [Ipyu rpoBeieHNY JIeKLMH UCIIO/Ib3YHOTCSI COBPEMEHHbIe WH-
(opMariOHHbIe TeXHOJIOTUH, [JeMOHCTPaLlMOHHbIe MaTepyalbl

IIpakTHueckoe 3aHATHe — Lie/leHanpaB/ieHHas (hopMa OpraHu3alUy Iefaroruuyeckoro rnporecca,
HarpaB/ieHHasi Ha yriay0/ieHre HayuHO-TeopeTUYeCKUX 3HaHUM U OBJ/aJieHre omnpefie/ieHHbIMU MeTO/laMu
paboThl, B MpoLjecce KOTOPbIX BbIPA0ATHIBAIOTCS YMEHUS U HaBbIKU BBITIOJTHEHHUS TeX WM UHBIX yueOHBIX
JleViCTBUM B IaHHOU Cc(pepe HAYKHU.

[TpakTruecKue 3aHATHUS TpeAHa3HaueHbl [is YTIIy0/IeHHOTO U3y4YeHHUs] YUeOHBbIX JUCLUTUTIH U WT-
paloT Ba)XXHYIO POJib B BHIPAOOTKE y CTYJEHTOB YMEHHH M HaBLIKOB MPUMEHEHUs TOJyueHHBbIX 3HaHWH
J/1S1 pellieHys PaKTUYeCKUX 3a/jay COBMEeCTHO ¢ nejaroroM. Kpome Toro, oHM pa3BMBarOT HayYHOE MBILL-
JIeHWe U peub, TO3BOJISIOT TIPOBEPUTH 3HAHUSI CTYZEHTOB M BBLICTYTIAIOT KaK CPe/CTBAa OTIePaTUBHOM 00-
partHoii cBsi3u. Llesib MpakTUYeCKUX 3aHATHIA — yrIyOmsaTh, paclvpsTh, AeTaJTM3UPOBaTh 3HAHUS, TOJTY-
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yeHHbIE Ha JIEKLMH, B 00001ieHHON (opme U CofleliCTBOBaTh BhIPAaOOTKe HABBIKOB TPO(heCcCHOHATbLHOU
JlesiTeIbHOCTH.

JIabopaTropHas pa6oTa — 3TO BBINOJIHEHHE CTy/eHTaMH I10J] PYKOBO/ICTBOM TIperiofiaBaTesisi WK
10 UHCTPYKLIUU 3a/laHuii C MpUMeHeH!eM IepCoOHaTbHOT0 KOMITBIOTepa.

JIabopaTopHbie pabOThI COCTAB/ISIFOT Ba)KHYIO YaCTh TEOPETUUECKOW U TIpodeCcCOHaIbHOM MTPaKTH-
YyecKol MoJroTOBKM oOyuvaroiuxcsi. OHM Harpap/ieHbl Ha (OpMUpPOBaHKWE y4eOHBIX M MpodecCcHoHab-
HBIX MPAKTUUECKUX yMeHul. JTabopaTopHble 3aHATUS HOCAT CUCTeMaTUUECKUH XapaKTep, PEery/sipHO Cre-
Zlysl 3a JIeKIIMOHHBIMU 3aHATHSIMU. JlabopaTOpHbIe pabOThI BBITIOJHSIOTCS COTIACHO rpaduKy, IPH 3TOM
Co0JTI0/JaeTCS TIPUHIUI UHAUBUYATbHOTO BBITIOJTHEHHUST pa0oT (B HEKOTOPBIX C/TyuasiX — FPYIIIOBOrO).

HpOBe,ZLEHI/Ie nabopaTOPHBIX/TIPAKTUYECKUX pabOoT (3aHATHIA) BK/TFOUAET B Ce0sT CIeyIOIIre Tarbl:
MOCTAaHOBKY TeMbI 3aHATHS U OTIpe/ie/ieHre 3a/iau labopaTOPHOM/TIPaKTHUeCKOM paboThI;
oripe/ieieHue TTOPs/IKa 1abopaTOPHOM/TIPaKTHUeCKOl paboThI MJTH OT/IeTbHBIX ee JTarloB,;
HETIOCPe/ICTBEHHOE BBITTOJIHEHHWE J1ab0paTOPHOM/TIPAKTUYECKOW paboThl CTY/IEHTaMU C CO-
OJTI0IeHreM TeXHUKH 0e3011aCHOCTH;

Mo/[BeIeHre UTOTOB JIabOpaTOPHOM/TIPaKTUYeCKOM paboThl ¥ (hOPMY/IMPOBaHHE OCHOBHBIX
BBLIBO/IOB.

I[Tpu MoAroToBKe K 3aHATHUIO HeOOX0JUMO 00paTUTh BHMMaHHe Ha Lie/Tb 3aHSITHs], Ha OCHOBHBIE BO-
TIPOCHI [I7Is TIOATOTOBKY K 3aHSTHIO, Ha COJlepyKaHWe TeMbl 3aHSATHsL. DTarlbl TIOTOTOBKU K MPaKTUUeCKO-
MY 3aHSTHIO:

°  OCBEXWTH B MAMATH TEOPETUUECKHEe CBEJeHHsl, MTO/TyUeHHbIe Ha JIeKIUSIX U B MPoLecce ca-
MOCTOSITeTbHOM paboThI,
no06paTh He06X0JUMYI0 yuebHY0 U CTIPaBOUHYIO JTUTEPATypy.

B TeueHue n1abopaTOPHOM/MPAKTUUECKOW pPabOThI CTY[eHTY HEe0OXOJUMO BLITIOJHUTH UHIUBUY-
alibHble WM TPYMIOBLIe 3a/laHusl, BbiIaHHbIE TIperofiaBaTesieM, a 3aTeM O(QOPMUTH TOTyUHBIITHECS pe-
3y/IbTaThl B BUJIe OTUETA, KOTOPBIM BBITIOHSETCS B COOTBETCTBUN C HIDKEU3/TOXKeHHBIMHU YKa3aHUSIMU TI0
oopMI/IeHHIO TTHCBMEHHBIX OTUéTOB. [TIoMMMO 3TOrO, CTYJeHTYy HeoOXOAuUMO TOArOTOBUTL OTBETHI Ha
TIPUMEPHBIH NTepeueHb BOPOCOB 10 TeMe paboThl.

o

o

10. KYPCOBOM ITPOEKT (PABOTA)

B cooTBeTCTBHM C yueOHBIM TJIAHOM KyPCOBOM TpoekKT (pabora) o aucruruinHe «CeTH U TeJleKOM-
MYHHUKAaLMU» He Mpe/lyCMOTPEH.

11. IEPEYEHb MH®OPMAIIMOHHBIX TEXHOJIOTUM, WCIOJ/Ib3YEMBIX IIPU
OCYIIECTBJ/IEHUU OBPA3OBATEJ/IBHOI'O ITPOIIECCA I10 AMCHAIVINMHE

11.1 Ilepeuenb uHgpoOpMayuUOHHBIX MeXHOA02ULL, UCNO/Ab3yeMbIX NPU O0CyujecmeseHUU 00paso-

eamesibHO20 npoyecca:

— 2JIeKTPOHHBbIe 0Opa3oBaTe/bHbIe PeCypChl, TIPeICTaBIeHHbIe B 11.8 paboueli MpOrpaMMbI;

— WCIOJIb30BaHMe CJIak/-Tipe3eHTall1i;

— WHTepaKTUBHOe 00IleHre C 00yJarI[UMUICS U KOHCY/IbTUPOBaHNE B 3/IEKTPOHHOUM MH(OpMa-
I[MOHHOM obpa3oBarenbHOU cpefe PT'EOY BO «Kamuatl' TY ».

11.2 IlepeueHb npozpammHO20 obecneueHusl, UCNO/b3yeM020 Npu ocyujecmeneHuu o6pazoea-

me/IbHOZ0 Npoyecca:

— omnepaylyoHHbIe cucTeMbl Astra Linux (Wiv uHasi orepalOHHasi CUCTeMa, BKIFOUEHHasl B pe-
eCTp OTeueCTBEeHHOT'O ITPOTPaMMHOTO 00ecTieueHust);

— KOMIUIEKT opucHbIX TiporpamMMm P-7 Oduc (B cocTtaBe TeKCTOBOTO IpoLieccopa, MporpaMMbl
paboThI C 3/1eKTPOHHBIMU Tab/MilaMu, TPOrpaMMHbIE CPe/ICTBa pelaKTUPOBAHUS U JIEMOH-
CTpaLUM Mpe3eHTalui);

— nporpaMma IpOBepPKH TeKCTOB Ha MpeJMeT 3aUMCTBOBaHUS « AHTHUIIaruaT»;

—  komnmasTop st C++;

—  SMyJsiUs KoMIbioTepHbIX ceTelt NetEmul.

11.3 IlepeueHb uHGOPMAYUOHHO-CNPABOUYHDBIX CUCMEM:

— CIpaBOYHO-NpaBoBas cucrtema «I'apaHT»;
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— mnoptan ®efepanbHbIX rOCYJAPCTBEHHBIX 00pa30BaTe/IbHBIX CTAHAAPTOB BBICIIETO 00pa3oBa-
Hus (https:/fgosvo.ru).

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUWE JUCIHUIVINHbI

— IS TIPOBE/IEHUS 3aHATHH JIEKIMOHHOTO THUTIA, MPAKTUYECKUX (CeMUHAPCKUX) 3aHSTHH, /1abo-
PaTOPHBIX 3aHSTHH, TPYMIIOBBIX U WHAWBUAYATbHBIX KOHCY/bTAlMH, TEKYIIEro KOHTPOJS U
TIPOMEXXYTOUHOM aTTeCTaluy; /ISl CAMOCTOSITe/TbHOW paboThI 00yuaroIuxcsi — yueOHasi ayau-
Topust Ne 7-510 («JIabopaTopusi pa3paboTKK MPOrpaMMHOT0 00ecriedeHus] MUKPOITPOLIeCCOP-
HOW TeXHUKW», «KaOWHeT caMOCTOsTe/IbHOW paboThl CTYZEHTOB»), 00opyAoBaHHast 9 pabo-
YYMH CTaHLIMSIMU C IOCTYTIOM K ceTu «VIHTepHeT» U K 37IeKTPOHHOM MH(POPMAIMOHHOM 00pa-
30BaTe/IbHOM Cpejie, C KOMIIEKTOM yueOHo Mebesn Ha 12 TIoca/[OYHbIX MeCT;

— JlOCKa ay/UTOpHasi;

— WHTepaKTHUBHas [JOCKa;

— TIpe3eHTaluH Mo TeMaM Kypca «CeTH U TeJIeKOMMYHHUKALAN».
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