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1 Hean u 3an0a4m y4eOHO# JUCHTUNTIMHBI

Llenbio mpenoaBaHus AUCHUILUIMHBI SIBIIETCS (hOpMUpPOBaHKE Yy 00y4YaeMbIX 3HAHHUN B 00JacTu
TEOPETUYECKUX OCHOB HMH(MOPMAIIMOHHON O€30IacHOCTH W HAaBBIKOB IMPAKTHYECKOTO O0ecreueHUs
3alUThl UHPOPMALUU U OE30MacHOr0 HCHOJIB30BAHUS MPOTPAMMHBIX CPEJICTB B BBIYHUCIUTEIBHBIX
cucreMax. Llenn Kypca onpenenstoT CTpyKTypy, COJEpKaHHE M pallMOHaIbHbIE GOPMBI OpraHU3alnuu
00y4YeHHS: JCKIMH, CEMUHAPbI, MPAKTUYECKHUE 3aHATHSI, PA3INYHbIC BUIBI CAMOCTOSITEILHON paOOTHI.

3amauamMy M3yUYCHUS AUCIUTUTNHBI SBIISTFOTCS:

— W3YYCHHUE OCHOBHBIX TEOPETHUECKUX MOJIOKEHHUI M METOJIOB B 00J1aCTH 3aIIUTHI HHPOPMALINHY;

— O3HAKOMJICHHE C OCHOBHBIMH Yrpo3aMu HH(POPMALMOHHOW 0€30MacHOCTH, MpPaBUIAMHU HUX
BBISIBIICHHS, aHanmM3a ©  (QOpPMHpPOBaHUS TpeOOBaHWUI K pa3HBIM YPOBHSAM OOeCHeueHUs
nH(OPMAIIMOHHOK 0€30MaCHOCTH;

— O3HAKOMJICHHE C OCOOEHHOCTSIMH YyTPO3, CO3/aBaMbIM BPEIOHOCHBIM MPOTPAMMHBIM
o0ecrieyeHrEeM, XapaKTEPHBIMH YepTaMU BUPYCOB U CPEIICTB OOPHOBI C HUMU;

— (hopMupoBaHKEe yMEHWH W TNPUBUTHE HABBHIKOB MPHUMEHEHHS TCOPETUYCCKUX 3HAHUHM IS
peleHus NPUKIaIHbIX 337a4, a TAK)KE Pa3BUTHE HOBBIX MOAXO0I0B K 00ecreueHUI0 NHPOPMAIIMOHHOMI
0e30macHOCTH B chepe SIKOHOMHKH;

— y4€T 0COOCHHOCTEH peain3aluy TEXHOJIOTHiA 3aIUThI JJAHHBIX B CYIIECTBYIOLINE HHCTPYMEHTBI
MOJICP)KKH M Pa3BUTHs OW3HEC-TIPOLIECCOB B SKOHOMHYECKON cepe W MPUMEHEHHs] UX B CHCTEMax
yIpaBJICHUS] OpraHu3aIeH;

— pa3BUTHE HOBBIX IOJAXOJOB K oOecreueHH0 WHGOPMAIMOHHON Oe30macHocTH B cdepe
HKOHOMHKH.

B pesynbrare u3ydeHus mporpaMMbl Kypca CTYICHTBI JTOJDKHBI:

3HaTh: OCHOBHI HMH(OPMAIIMOHHOW OE30MacHOCTH M 3alIUThl HMH(GOPMAIMU, PUHIUITHI
Kpunrorpaguueckux mnpeoOpa3oBaHUil, THUIOBBIC MPOTrPAMMHO-ANIIAPATHBIC CPEICTBA M CHUCTEMBI
3aIUThl HHPOPMALIMK OT HECAaHKIIMOHWPOBAHHOTO JIOCTYNa B KOMITBIOTEPHYIO Cpelly; COBPEMEHHEIC
TEHJICHIIMH yTpo3 HHOOPMAIIMOHHON 0€30IMacHOCTH, HOPMATUBHBIC MPABOBBIC JOKYMEHTHI 10 3aIIUTE
uHpOpMALMK, a TakXKe COBPEMEHHBIE METOJbl M CpPEACTBa OOecredyeHus: HHGOPMAIIMOHHON
0€30I1aCHOCTH B YKOHOMHUYECKUX HH(POPMAIIMOHHBIX CHCTEMAX.

YMeTh: BBISBIATE YIpo3bl HH()OPMAIMOHHOW O€301acHOCTH, HCIIONB30BaTh HOPMATHBHBIC
MPaBOBBIE JIOKYMEHTBHl 1O 3alluTe HWHQPOpPMAIUU, HCCIEeN0BaTh, MHCIONb30BaTh U pPa3BUBATH
COBpPEMEHHBIE METOJBI M CpeAcTBa obecrieueHusi HH(YOPMAIMOHHONW OE30MacHOCTH; Pealn30BhIBATH
MEpONpHTH JUIis o0ecrieueHrs Ha MPEeANpPUSTHH (B OpraHU3alliN) IeSTEIbHOCTH B 00JaCTH 3alTUTHI
UH(OPMAIINH, TPOBOIUTH aHAIH3 CTENICHN 3allIMIIEHHOCTH HH()OPMAIH U OCYIIECTBISTH MMOBBIIICHNE
YPOBHS 3allUTBl C Y4YETOM pa3BUTUS MAaTEeMaTHUYeCKOro M IPOrpaMMHOI0 obOecredyeHus
BBIYUCITUTENFHBIX CUCTEM, pa3pabaThIBaTh CPEICTBA H CUCTEMBI 3alIUTHI HH(OpMAINH;

HNmeryr mnpeacraBjieHHe O THUIOBBIX pa3pabOTaHHBIX CPEACTBAX 3allUThl HH(POPMAIIHH,
BO3MOXKHOCTSIX MIX HCITOJb30BaHMS B PEAbHBIX 3a/layax CO3/aHUS M BHEAPEHUS MH(POPMAIIMOHHBIX
CUCTEM U HABBIKH BIIQJICHUS MpUEeMaMH pa3pabOTKU MOJUTUKUA OE30MaCHOCTH MPEATPUSTUS U HABBIKU
WCIIOJIb30BAaHUS METOJOB U CPENCTB obOecreueHus WHPOPMAIMOHHON O€30MacHOCTH B COIUAIBHO-
HYKOHOMUYECKUX UH(DOPMALIMOHHBIX CHCTEMAX.

2 TpeGoBaHus K pe3yJibTaTaM 0CBOEHHS THCIHUIJIHHBI

B pesynbrare m3ydeHus MUCHUIUIMHBI Y CTYJEHTa JIOJKHBI OBITH COPMUPOBAHBI CIETYIOIIHE
o0renpodeccHoHaTbHBIE KOMIIETCHITUH:

— CnocobeH MoHUMaTh MPUHIUIB PabOThl COBPEMEHHBIX HWH(OPMALMOHHBIX TEXHOJOTUH W
UCTIOJIB30BaTh MX JIJIS pelIeHHs 3a/1a4 ipodeccuonanbHoi nestenpHoct (OITK-3)

HJ'IaHI/IpyeMI:IG PEIYIIbTATHI 06y‘-IeHI/I${ IIPpU U3YUCHUU JUCHUILUIMHBI, COOTHECCHHBIC C IITIAHUPYCMBIMH
pe3yJbTaTaMi OCBOSHHS 00pa30BaTeIbHOM MPOTrpaMMBbl, MIPEICTaBIeHbI B Tabmwie 1.

Tabmuua 1 - [Tnanupyemsblie pe3ynbTaThl 00yYeHHs IPU U3YUEHUHU TUCIUIUIMHBI, COOTHECEHHBIE C
IUTAHUPYEMBIMH pe3yJIbTaTaMU OCBOEHHUSI 00pa30BaTebHOM MpOrpaMmbl
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3HaTh:

- OCHOBBI HH()OPMAIIMOHHOM 0€3011aCHOCTH
W 3amuThl  UHPOpPMAIUH, TPHUHIIUIIBI
KpunTorpaguueckux mpeoOpa3oBaHuii;

- BUJIBI YIP03 HH(POPMAIIMOHHBIX CUCTEM H
METOJIbI OOecIeYeHUsT HH(POPMAIIMOHHOM
0e30IMacHOCTH;

TUIIOBBIC CPEACTBA W CHCTEMBI 3alllUThI
nH(OpPMALIMA OT HECAHKIIMOHUPOBAHHOTO
JOCTylla B KOMIIBIOTEPHYIO Cpelay |
BO3MOXKHOCTh ~ HX  HCIIOJB30BaHHS B
peaIbHBIX 3aJla4yax CO3JIaHUs U BHEAPCHUS
MH()OPMAIIMOHHBIX CHCTEM.

3(OIK-3)1

YMern:

— BBISIBIISITh  YTPO3BI
0e30I1aCHOCTH;

— 000CHOBBIBaTh OpraHU3aIMOHHO-
TEXHUYCCKHE MEPOIPHUATUS TI0 3aIlUTe
uH(pOpMaIN B MH(POPMALMOHHBIX
cucTemax;

— peaqu30BBIBATH  MEPONPHATHS IS
obecrmeyeHnsl JIEITEIHPHOCTH B  00JIACTH
3amuThl UH(QOpPMALIUKU HA TIPEANPUSITHH (B
OpraHu3aIum);
— MPOBOJIUTH
3aIHUIIEHHOCTH

nH(pOpMaAITMOHHOM

aHAIN3 CTETICHH
UHpOpMaLUU u
OCYWIECTBIISITh ~ TIOBBIICHWE  YPOBHS
3aLIUTHI c yueToM pa3BUTHSA
MaTeMaTHYeCKOT0 W MPOrPAMMHOTO
o0ecreyeHns: BBIUMCIUTENbHBIX CHCTEM,
pa3pabarbIBaTh CpeACTBA H  CHCTEMBI
3alIUTHI UH()OPMAIIHH.

V(OITK-3)1

Baaners:

— HaBBIKAMU pa3pabOTKU W TPUMEHEHUS
cucteM nH()OPMAITMOHHOW 0€30MMaCHOCTH;
— HaBBIKAMH Pa3pa0bOTKH TPOrPaMMHOTO
obecrieueHruss W 0a3 MJaHHBIX, KOTOpBIC
o0ecneuynBalOT NPUEMJIEMBIH  YPOBEHb
nH(OPMAIIMOHHON OE30MaCHOCTH;

— METOJIaMU  3allUThl  KOMITBIOTEPHOM
nHQOpMAIMA  TPU  HPOCKTHPOBAHHH
MH()OPMALIMOHHBIX CHCTEM B Pa3IUYHBIX
MPEAMETHBIX 00JIaCTSX;

HaBbIKaMU pabOThl C UHCTPYMEHTATLHBIMH
CpeACTBaMU oOecrieueHns
MH(POPMAIIMOHHOM 0€30MaCHOCTH.

B(OITK-3)1




3 MecTo THCHMIIMHBI B CTPYKTYpe 00pa3oBaTe1bHOI MPOrpaMMbl
JucruminHa «3amuTa nHGOpManumy OTHOCHTCS K 0053aTEIbHON YaCTH B CTPYKTYpPE OCHOBHOM
00pa30BaTeNbHOI POrpaMMBl.
4 Copepixkanue AMCHUILIAHBI

4.1 TemaTH4yecKHii NJIaH TUCHUILTHHBI
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Ounas popma oOydeHus
TeMavl: OcHoBbl HH(pOpMAITH- 29 121 4 ) 8 10 Omnpoc, 113,
OHHOU 0€301acHOCTH Tect
Tema 2: Crangaptel u crie-
nudukanuu B ooactu uHpop- | 22 12 | 4 - 8 10 OHI,)F(;CC’THB’
MalMOHHOM 0€3011acHOCTU
Tema 3: Bpemonocnoe mpor- 20 10! 2 ) 6 10 Ormpoc, 113,
pammHoe o0ecrieueHue Tect
Tema 4: Kpunrorpadus, mmu- 20 101 3 ) 7 10 Omnpoc, 113,
(dbpoBaHUe U 3aIUTA JAHHBIX Tect
Tema 5: Meroasl u cpeacraa
obecrieyeHuss W uHpopmauu- | 24 10 | 3 - 7 14 OHI,)F(;CC’THB’
OHHOM 0€3011acCHOCTHU
3ader ¢ OLIeHKOMN
Beero | 108 | 54 | 18 36 | 54
3aouHas Gpopma o0yUeHHS
TeMavl: OcHoBbl HH(pOpMaLU- 24 4 |20 ) 20 | 20 Omnpoc, 113,
OHHOM 06€3011aCHOCTH Tect
Tema 2: CrangapTel u crie- Onpoc, I3,
nudukanyuu B odnactu udop- | 15 - - - - 15 Teor
MaIMOHHOM 0€30M1acHOCTU
Tema 3: BpenoHocHoe mpor- 29 2 i ) 20 | 20 Omnpoc, 113,
pamMmHoe o0ecrieueHne Tecr
Tema 4: Kpunrorpadus, mmu- 26 6 | 2.0 ) 40 | 20 Omnpoc, 113,
(bpoBaHKe U 3aIUTA JTAaHHBIX Tect
Tema 5: Mertoael u cpeactaa Onpoc, I3,
obecriedyeHuss W uHpopmauu- | 17 - - - - 17
o Tect
OHHOI 0€301acHOCTH
3aueT ¢ OLEeHKON 4 4
Beero| 108 |12 | 4 8 92 4

— MpaKTUYECKOe 3aanue, P3 — pemenue 3agau — KOHKPETHAsl CUTYyalHs
*113 ,P3 , KC




4.2 OnucaHue copepKaHusl AUCHUTITIHHbBI

JucuurnmuHapHbid MOAYIb |

[TponomKUTensHOCTh MOAYIISL / HEETb.

Tema 1: OcHoBBI HHPOPMAITMOHHOW OE30MTACHOCTH.

Jlexus 1.1. BBenenue B uHGOpMaIMOHHYIO 0€3011aCHOCTh

Paccmampusaemvie sonpocwi:

Hammonanphast 0e30macHOCTh: BUIbI O€30MACHOCTU: TOCYJAapCTBEHHAs, AKOHOMUYECKaS,
oO0IIeCTBEHHAs, BOCHHAs, SKOJIOTHYECKas, HHPOPMALMOHHAS; POJIb U MECTO CHUCTEMbI OOecredeHus
uHpopmarnmonHoit 6e3onacHoctr (Mb) B cucrteme HamumoHanbHOM Oe3onacHoctu P®; nokxrpuna UB,
uctopus npodnemsr Ub, yrpossr Ub; MmeTonb! u cpencrea obecnieuenus Ub.

Jlexmms 1.2. OcHOBHBIE TOHATHS HH(POPMAITMOHHONW 0€30MMacHOCTH

Paccmampusaemvie sonpocwi:

OcHoBHBIE TEPMUHBI U onpezeneHus quciuminiel b, Metopoiornueckue U TEXHOJIOTUYECKUE
OCHOBBI KOMIUIEKCHOTO oOecnieuenusi b; monenu, ctpareruu u cuctemsl obecnieuenus Ub; metoss
yOpaBlieHUs, OpraHu3aluu U obdecriedeHus pabor mo obecneuenuto UWb; obecneuenne UMb B
HOPMAJTBHBIX M YPE3BBIYANHBIX CUTYAIHAX; IPOOIeMbl MH()OPMAIIMOHHOM BOWHBIL.

Jlexuus 1.3. HopmatuBHO-ipaBoBoe obecneueHrne MHPOPMAIIMOHHON 0€301acCHOCTH

Paccmampusaemvie sonpocwi:

3akonogarenscTBO PD B 06nactu HHPOPMAIIMOHHON 0€30MacHOCTH, 3alUThI TOCYIaPCTBEHHON
TalHBl W KOHQUIACHIMATBHOW WH(GOPMANNK; KOHCTHUTYIIMOHHBIE TapaHTUW TIPaB TpaXKIaH Ha
UHGOPMALIMI0O U MEXaHU3M HX peaju3aluy; IMOHSATHE U BUABl 3alUIIaeMoil WHGOpPMALUU IO
3aKkoHOAaTenbCcTBy P®; 3ammrTa WHTEUIEKTYyalbHOM COOCTBEHHOCTH CpPEICTBAMH IATEHTHOTO U
aBTOPCKOTO MpaBa; IMpaBOBas perjiaMeHTalls OXPaHHOW JAESITENBbHOCTH; MEXKIYHapOTHOE
3aKOHOJATENbCTBO B 00JIACTH 3aIUTHI HHPOPMAIIUH.

Jlexnus 1.4. IlepcoHanbHble JaHHbBIE

Paccmampusaemvie sonpocwi:

Onpenenenre NEepCOHANBHBIX JaHHBIX. KoH(MUIEHIMATBHOCTh NEPCOHANBHBIX JIaHHBIX.
Konctutynus, 3akon Ne24-®3 o mepcoHalbHBIX AAaHHBIX. [IpuHIUNBI 00pabOTKH NEPCOHATBHBIX
naHHbIx. CriennanpHbie Kareropun. O0ecrieueHus 3aiThl U pa3rpaHuyYeHHe TOCTyIa K MepCOHATBLHOM
uH(popmManuu. buomerpuueckue nepcoHanbHble faHHble. Co3/1aHne, UCTIO0Ib30BaHUEM ITPOTrpaMM U 0a3
JAHHBIX TIEPCOHATBHBIX IAHHBIX U UX MPABOBas OXpaHa.

JlaGopaTtopHnas padota Nel. 3ammura nokymentoB MS Office

3ananue: Ha ocHOBe yueOHOro MaTepuana mo 3aliuTe T0KyMEHTOB, CO3/IaHHBIX B (opmare MS
Word, MS Excel, MS Access, moaroToBUTh COOTBETCTBYIOIIHE (DaiIibl, 3alUTUTh UX, TOJOOPAHHBIM
JUTS1 9TOM OMEPALIMH, ITAPOJIEM U NMIPOBEPUTH HA UTEHUE, PEIAKTUPOBAHUE, KOMMPOBAHUE.

JlaGopaTtopHnast pabota Ne 2. 3ammTa apXuBHBIX (PailIOB ¢ MOMOIIBIO TTAPOJIsS

3ananue: M3yunTs mapoipHyIO 3aIUTY HH)OPMALIMK TPUKIIATHOTO MTPOTPAMMHOTO 00ecTIeueHHs
M Ha OCHOBE 3TOT0 MaTepuajla CO3/1aTh apXWB W3 TpYIIbl (aigoB M 3alIMTUTH €r0 MapojeM OT
packpeITusi ¥ npouteHus. [IpoBecTu 3amuTy apxuBHBIX (aiioB gopmara .*.rar, *.zip. [TonpoOoBath
pacnakoBaTh apXHUB MPOU3BOJILHBIM M1APOJIEM U MAPOJIEM, KOTOPBII HCIIOIb30BAJICS IIPH 3alLUTE.

JlaboparopHuas pa6ota Ne 3. 3ammura koga HTML — crpanun

3ananue: M3yunts 3ammry unopmanrun HTML-crpanun (kon HTML, JavaScript, VBScript,
TEKCT, CChUIKM W TpaduKy W T.[.) U Ha OCHOBE 3TOTO MaTepuaia 3allUTUTh TEKCT OT YTCHHUS.
brnoxupoBaThk 1mea40K MpaBoil KHOMIKOW MBIIIH, 0TOOpaXXEHHE CChIIIKU B CTPOKE COCTOSIHUS, BBIJICIICHHE
TeKCTa, UCTOIb30BaHUE CTPAHUUKH B 0 (hiaiiH, pacreyaTKy CTpaHHIIbI.

CPC no Teme 1.

[ToaroToBKa K JIEKIUSM.

W3ydeHue JOMOIHUTENBHOIO TEOPETHUECKOT0 MaTepuraa.

[ToaroroBka TEOPETUUECKOTO MaTepraa U JAaHHBIX JUIsI BBITOJIHEHUS JJa0OpaTOPHBIX padoT.

[ToaroToBKa M MPOX0XKICHUE TECTHPOBAHUS (C UCIIOIH30BAHUEM ITPOTrPaMMbl HH(GOPMAITHOHHON
cucteMsl «KTecmy).



[Ipumepsl BONIPOCOB TECTA:

1. Yro Takoe KOHPUACHIMATHFHOCTh HH(OPMALTIN?

—TrapaHTHs TOTO, YTO KOHKpeTHast ”H(POpMAaIKs JOCTYITHA TOIBKO TOMY KPYTY JIUII, AJIsi KOTOPOTO
OHa IIpe/IHa3HaueHa

—3aIIUIIEHHOCTh HHPOPMALIUU OT HECAaHKIIHOHUPOBAHHOTO JIOCTYTIA

—TrapaHTHsl TOTO, YTO UCTOYHUKOM MH(OpPMAIMH SABISIETCS UMEHHO TO JIUIO, KOTOPOE 3asBICHO
KaK ee aBTop

—rapaHTHs TOr0, 4YTO PH HEOOXOAUMOCTH MOXHO OyIeT 10Ka3aTh MOAIMHHOCT HHPOPMALUU

—rapaHTHs TOro, 4YTo MH(OpMaIHs IIPeICTaBIeHa B HEMCKa)KEHHOM BUJIE

2. Yrto Takoe 1eNnocTHOCTh, uH(pOopMarmu?

—TapaHTHs TOT0, YTO MH(OPMAIIHS MTPEICTaBIeHa B HEMCKa)KEHHOM (MCXOAHOM) BUJIE

—JIOCTYITHOCTh WH(POPMAIIUU Pa3pEIIEHHOMY KPYTY JIMIL

—rapaHTHs TOTO, 4TO IPEACTaBIEHA He TOJIbKO caMa HH(pOopMalus, HO ¥ €€ UICTOYHUK, 00BbEeM, JaTa
HocJeAHEW KOPPEKTUPOBKU

—TrapaHTHs TOTO, YTO MH(OPMAIIHS ITPEICTABISETCS B TOTHOM 00bEME, a HE 10 YacTsIM

3. Uro Takoe ayTeHTHYHOCTh MH(opMau?

—rapaHTHsl TOro, 4YTO UCTOYHUKOM MH(OpMAIMM SABISIETCS UMEHHO TO JIMIO, KOTOPOE 3asBICHO
KaK €€ aBTop

—TapaHTHs TOTO, YTO HH(OpPMAIHs ceiiuac CyIIeCTBYET B €€ UCXOIHOM BUJIE

—TapaHTHsI TOT0, YTO KOHKPETHass HH(POpMaIus JOCTYIIHA TOJIBKO TOMY KPYTY JIMIL, JJI1 KOTOPOrO
OHa IpeJHa3HAYCHA

Tema 2. CranmapTsl u crienuuKay B 00;1acTH HHHOPMAIIHOHHON 0€30IacHOCTH

Jlexuus 2.1. TpeboBanus 6€30naCHOCTH K MHPOPMALMOHHBIM CUCTEMaM

Paccmampusaemvle gonpocwi:

CrpykTypa ¥ HOpUHIMIIB (YHKIMOHUPOBAHUS COBPEMEHHBIX BBIUHCIUTEIBHBIX CHUCTEM.
[Tpobnemsr obecrieuenns OezomacHOCTH 00paOOTKM M XpaHEHHs MH(POPMAIMH B BBIUYUCIUTEIHLHBIX
cucreMax. ba3zoBble 3Tanbl MOCTPOCHUS CHUCTEMbl KOMILJICKCHOM 3aIlUThl BBIYMCIMTEIBHBIX CHCTEM.
AHanu3  Mozenedl  HapymMTens.  YTpo3bl  MH(POPMAIMOHHO-NPOTPaMMHOMY  OOECHEYEHHIO
BBIYUCIIUTENBHBIX CUCTEM U MX Kiaccuukanus. OYHKIHUU CUCTEMbI 3alIUTHI MO MPEAyHpPekIECHUIO
yTPO3 ¥ yCTPAaHEHUIO OCIEACTBUM UX peanu3aunu. Knaccudukaius cnoco0oB ¥ CpeICTB KOMIUIEKCHON
3anmThl  MHGopMmanuu. Kraccupukanus MeToqoB 3aumUThl HMHGOpMAMM € MCIOJIB30BaHUEM
IIPOrPaMMHO-aINAPATHBIX CPEJICTB BEIUUCIUTENBHON CHCTEMBI.

Jlexuus 2.2. CranaapTsl HH(QOpMaIMOHHON 0€30IaCHOCTH pacipeieIeHHbIX CHCTEM

Paccmampusaemvle gonpocwi:

CepBHcbl 0€30IaCHOCTM B BBIUHCIUTENBHBIX CETAX: AayTEHTU(HKAIMS, ayTeHTHU(HKAIUS
napTHepoB  no  OOIIEHMIO,  yNpaBiI€HHE  JOCTYNOM,  KOH(MUICHIMAIbHOCTh  JAHHBIX,
KOH(QUJIEHIIMAIBHOCTh ~ Tpaduka, LEJIOCTHOCTh  JAaHHBIX, HEOTKa3blBAEMOCTb.  MeEXaHU3MBbI
0e30macHOCTH. AJAMMHUCTPUPOBAHUE CPENICTB 0€30MacCHOCTH MH(POPMAIIMOHHON CHUCTEMBI: CEpPBHCOB
0€30IacCHOCTH, MEXaHU3MOB Oe3omacHocTH. ObecreyeHue AOCTYNHOCTH HH(POpManuu. 3alluTHBIE
MEpBI.

Jlexuus 2.3. CrangapTsl HHpOpMamoHHoi 6e3onacHocTy B PO

Paccmampusaemvle éonpochwi:

Cranpmaptsl uHpOpMalMOHHON Oe3onmacHocTU. ['ocTexkomuccus W ee poib B 00ecredyeHuu
uH(popMaloHHOH Oe3omacHocTH B PD. JlokyMeHTHI MO OlLIEHKE 3alUIIIEHHOCTH aBTOMaTU3UPOBAHHBIX
cucreM B P®. [lokasarenu 3amumenHoctd. Kimaccel 3amumenHoctd. CraHapThl OLEHKH
0€30MacHOCTH BBIYUCIUTENIBHBIX CUCTEM. TpeOoBaHUS pyKOBOAAIIUX JOKYMEHTOB | 0CTEXKOMUCCHH.

JlaGopatopHast pabota Ne 4. OTKpBITEIE IOPTHI U 3aITyIIEHHBIE CITYXKOBI

3ananue: Ha ocHoBe yueOHOro MaTepuana MOJyYuTh CIIMCOK OTKPBITHIX MOPTOB U 3aMyIIEHHBIX
ciy>x0 ucnonesys yruuty Fport pupmsr Foundstone. To e camoe nponenats ¢ nmporpammoii Netstat.
u ytunutoi PortQry.



JlaGopaTtopHnast pabota Ne 5. OTKpbITBIE (haiiiabl U BIAACIONINE UMHU TTPOIIECCHI

3anmanue: Ha ocHOBe yueOHOro MaTepuaia MOJyYHTh CIIUCOK OTKPBITHIX (hailIoB M BIIACIOIINX
MU TIPOIIECCOB UCTIOJB3Ys mporpammbl handle u Program Explorer.

CPC 1o Teme 2.

[ToaroroBka K JEKIHUSM.

N3yuenue NOMOTHUTEIHHOIO TEOPETHUECKOT0 MaTepHraia.

[TonroroBka TeoOpeTUUECKOr0 MaTeprasia U JaHHBIX JUIsl BHITOJIHEHUS J1a00paTOPHBIX padoT.

[ToaroToBka U MPOX0OXKAEHUE TECTUPOBAHUSA (C UCTIONB30BAHUEM MPOTPAMMBI HH(OPMAITHOHHOK
cucremsl «KTecmpy).

IIpumepsl BOIIPOCOB TECTA:

1. Yrpo3sl 6€30MaCHOCTH pacHpeeI€HHBIM BBIYUCIUTEIbHBIM CUCTEMaM KIIACCU(PUIIUPYIOTCS:

—TI0 LM BO3JICHCTBUS

—I10 XapakTepy BO3ACHUCTBUSA

—II0 YCJIOBUIO Ha4aJla BO3JACHCTBUS

—TI10 PacIOJI0KEHUIO CyObEeKTa OTHOCUTEIILHO 00BEKTa aTaKH

—110 cooTBeTCTBUIO ypoBHS Moaemu [SO/OSI onepanmonHoi cucteme

—T110 YpOBHIO 3TanoHHoi Mozenu ISO/OSI, Ha KOTOpoM MPON3BOAUTCS BO3CHCTBUE

—I10 YCJIOBUIO OKOHYAHUS BO3AECHCTBUS

2.Ilo xapakTepy BO3ACHCTBHS yTpPO3bl pACIPENCIICHHBIM BBIYUCIUTEIBHBIM CHCTEMaM
KIIaCCU(PUIUPYIOTCS Ha:

—IlaccuBHoe (mpocnylIMBaHUe KaHasa)

—AKTUBHOE (ITPOU3BOJIUTCS U3MEHEHHS B CICTEME)

—VYnanenHoe (UCMoNb3yeTcs ceTh VIHTepHET)

—CkpbITOE (MPUMEHSIIOTCS CPEICTBA KpunTorpadun)

—be3Bo3me3aHoe (oru1ara moyib3oBareaeM He TpeOyercs)

3. CKOJIbKO MOTEHIMAIBHBIX KaHAIOB HECAHKIIMOHMPOBAHHOTO JocTyna ooHapyxeno B TCP/IP-
cetu?

—Oxomno 135

-32

—He Ooubie 50

—06onee 500

JMcuuIumMHapHBIA MOTYITh 2

[TponomxurensHOCTs MOy st 10 Henens.

Tema 3. BpenonocHoe nmporpamMmmHoe o0ecrieueHne

Jlexuus 3.1. KomnbrorepHbie BUPYChI

Paccmampusaemvie sonpocwi:

VcTopus nosiBleHUs: KOMIBbIOTEPHBIX BUPYCOB U (DaKTOPHI, BIMSIOIINE HA UX PAaCIpPOCTPAHEHHE.
[TonsiTue xommbrOTEpHOrO BHpyca. OCHOBHBIE JTambl »XU3HEHHOTO IUKIAa BHUPYCOB. OOBEKTHI
BHE/IPEHUS, PEXKUMBbI (YHKIIMOHHUPOBAHUS M CHELUANbHble (YHKIHUU BHPYCcOB. CXeMbl 3apa’keHUs
¢aitnoB. Cxembl 3apakeHus 3arpy3udkoB. CrnocoObl MacKHPOBKH, HCIOIb3yEMblE BHPYCaMHU.
Knaccugukaius KOMIBIOTEPHBIX BUPYCOB.

Jlekuus 3.2. [TporpaMMHbI€ 3aKJIaJKA U TPOSHCKHAE KOHU

Paccmampusaemvie sonpocwi:

[IporpammubiMu  3akiagku  (TpostHckue KoHu). Kitaccudukanmst 3akmanok. PesupeHTHBIC
3akyaaku. Bo3aeiicTBre mporpaMMHBIX 3aKiaI0OK Ha CUCTEMBI: IIepexBaT, UCKaXkeHHne, cOopka Mycopa.
[Tprmepsl MpOrpaMMHBIX 3aKJIaJ0K U «TPOSHIEBY. KiaBuaTypHble IIMHUOHBI: UMUTATOPHI, (GUIBTPHI U
3aMECTUTEIH.



Jlexmms 3.3. 3amuTa, oOOHApY)KEHUE U yAalIeHHe KOMITBIOTEPHBIX BUPYCOB

Paccmampusaemvie sonpocwi:

OOmiass opranuzanus 3alIUThl OT KOMIIBIOTEPHBIX BUPYCOB. TpaH3UTHBIA U JUHAMUYECKUUN
PEKUMBI aHTUBHPYCHOM 3auThl. [IOMCK BUPYCOB IO CUTHATypaM U 00€3BpEeKUBAHHE OOHAPYKEHHBIX
BUPYCOB. YTIIyOJICHHBIM aHaiu3 Ha HaJU4Yhe BUPYCOB IIyT€M KOHTPOJSI STAJIOHHOTO COCTOSHUSA
KOMIIBIOTEPHOM CHCTEMBI. 3aluTa OT JECTPYKTHUBHBIX JEHCTBUH U pPa3MHOXKEHHUS BHPYCOB.
Hcnonp30BaHuEe CpeACTB amnmapaTHOrO U MPOrpaMMHOro KoHTposs. Ctparerus 3abiaroBpeMeHHOU
HNOArOTOBKM K 3((EKTUBHOM NUKBUAALMU TOCIEACTBUA BHPYCHOW »smnuueMuu. TexHomorus
rapaHTUPOBAHHOTO BOCCTAHOBJICHHE BBIYUCIUTEIHHONW CHCTEMBI MOCIE 3apaKEHUSI KOMITbIOTEPHBIMU
BHUpYCaMH.

JlaGopaTtopHas pabota Ne 6. BUpychl 1 aHTHBUPYCHBIE CUCTEMBI

3aganne: Ha ocHoBe y4yeOHOro Marepuana MO KOMITBIOTEPHBIM BHPYCaM U aHTUBHPYCHBIM
CHUCTeMaM CO3/1aTh BakLUMHY s Bupyca Autorun.inf (pasHbIMu crioco0amu, B T.4. aHTUBUPYCHOU
yTUINTON AntiAvtorun), HamucaTh MPOrpaMMy aHTHBHPYCHOTO cKaHepa B cpene Borland Delphi.

JlaGopaTtopHnas pabota Ne 7. [Touck u yHnutoxxenue BupycoB-depseit BugBear u Opasoft (2 gaca)

3ananue: Ha ocHoBe yueOHOro marepuajga Mo KOMIBIOTEPHBIM BHUpPYyCaM M aHTUBHPYCHBIM
CUCTEMaM BOCIIOJIB30BaThCS MporpamMmon clrav.exe, pazpaboranHnoii B Jlaboparopuu Kacniepckoro, ans
MOVCKA M YHUYTOXKEHUS (B Cllydae BO3MOKHOTO oOHapyxeHus ) uyepBeir BugBear u Opasoft.

CPC no Teme 3.

[ToaroroBka K JEKLMSAM.

H3ydeHue JOMOIHUTENBHOTO TEOPETHUECKOT0 MaTepurana.

[TonroroBka TeopeTUUECKOro MaTepraia U JaHHbBIX JUIs BHITOJIHEHUS J1a00paTOPHBIX padoT.

[ToaroroBka u MPOX0XKAEHUE TECTUPOBAHUS (C UCTIOIB30BaHUEM MPOrPaMMbl HHGOPMAITMOHHOMN
cucremsl «KTecmpy).

[Tpumepsl BOIPOCOB TecTa:

1. KomnbroTepHsIil BUpYC — 3TO0. ..

—Tporpamma, KOTopasi MOXKET «3apa)kaTb» JPYrue MpPOrpaMMbl, MOIUMUIUPYS UX TaK, YTOOBI
BKJIIOUATh B HUX CBOIO, BO3MOYKHO, U3MEHEHHYIO KOIIHIO

—KOJI, 007a/jatomuii CIIOCOOHOCTBIO K PaclpOCTPaHEHUIO (BO3MOXHO, C M3MEHEHUSIMH) ITyTEM
BHEJIPEHUS B JAPyTHUE MPOrPaMMBI

—CIIe/ICTBUE OIIMOKHU B ONEpPAIlIOHHON cCcTEMe KOMIIbIOTepa

—0e3BpeIHbIi KO/, BHEAPSIOUIUICS B IPYTHe MPOTPaMMBbI

—Tporpamma, KoTopasi MOKeT «3apaXkaTh» JPYTHe MPOrPaMMBbI, TOJTHOCTHIO U3MEHSS UX KO

2. Co3aHne KOMITBIOTEPHBIX BUPYCOB SIBIISETCS. ..

—TPECTYIJIEHUEM

—TIOCJIeICTBUEM COOEB ONEPALIMOHHON CHCTEMBI

—HEO0OXOJMMBIM KOMITOHEHTOM TTOATOTOBKH MPOTPAMMHUCTOB

—10004HBIM 3 pexToM mpu pazpaboTKe MPOrpaMMHOTO 0OecTIeYeHHS

3. K anTuBupycusiM mporpammam HE otHOCsTCSI:

—HMHTEPIIPETATOPHI

—daru

—MOHHTOPBI

—pEBU30PHI

—uUIbTPHI

4. Tlo cpene oOuTaHUs BUPYCHI IETSATCS HA. ..

—(aiinoBble, 3arpy304Hble, MAKPOBUPYCHI, CETEBbIE

—pEe3UIEHTHBIE U HEPE3UICHTHBIE

—0e3BpeIHbIe, HEOMaCHbIE, OMACHbBIE, OUEHb OMaCHbBIE

—(CITyTHUKUY, «YE€PBU», HEBUAUMKH, TOTUMOPGHBIE, pe3UICHTHBIE

—KOMaH/IHbIE, 3arpyKaemMble, BHIIOIHIEMbIE



JucuuniamHapHbId MO b 2
[TponomxurensHOCTh MOy 10 Henens.

Tema 4. Kpuntorpadusi, mudpoBanue 1 3alUTa JaHHBIX

Jlexuus 4.1. BBenenrue 1 OCHOBHBIC TTOHATHS KpUTITOTpaduu

Paccmampusaemvle gonpocwi:

Beenenue B kpunrorpaduto. [Ipencrasnenue 3amumniaemoil nHGopmanuu. Yrpo3sl 0€30MacHOCTH
unpopmanuu. Llennocts nadopmarun. OCHOBHBIE TEPMUHBI U MOHATHS Kpunrorpaduu. OTKPHITHIE
COOOLIEHUS U UX XapaKTePUCTUKU. MOAEIN OTKPBITHIX COOOILEHH; HICTOPUYECKUN OYepK pa3BUTHUS
kpunrorpadguu. OOmas opranuzanus Kpunrorpadpudeckoil 3ammrbl nHpopMmanuu. Vcnoiap3zoBanue
0O0IIECUCTEMHBIX U CIIEUATU3UPOBAHHBIX IPOTPAMMHBIX CPEACTB 1 U (poBaHus (GaidaoB, U pabOThI
C CEKPETHBIMH BHEIIHUMHU HOCHTEISIMH HH(POPMALIUH.

Jlexuus 4.2. Metoasl kpunTorpagudeckoro mudpoBaHus

Paccmampusaemvle gonpochwi:

Tunsl kpunrorpadguueckux cucreM. IIpoctbie MeToas! mudpoBaHus: MHUQPHI TOACTAHOBKH U
nepectaHoBKu. [loncTaHoBkH ¢ mepeMeHHbIM Kod(hduumeHnTom casura. MHOTOCIOWHBIE MHGPHI.
CKOpOCTHBIE U HEAECTEPMUHUPOBAHHbIE MporpaMMHble MHUGPbl. OCHOBBI CKOPOCTHOTO IMIU(POBAHMUSL.
Baecenne HeompeneneHHocTell B mpomecc Kpunrorpaduyeckux npeoOpazoBaHuil. CTaHAAapTHI
muGpoBaHUsL.

Jlexuus 4.3. DnexkrpoHHas uudpoBasi NOANKUCH

Paccmampusaemvie onpochwi:

AccumerpuyHoe mmdpoBaHue. lcnoiab30BaHWE TICEBIOCIYYAWHBIX YHCENT JUIS TeHEpaluu
Kiroueld. Beibop noposkaaromniero 4uciaa 1 MaKCUMM3alus JUIMHBI TOCJIEA0BAaTEIbHOCTH YHCEN KITIoya.
Pexumbr mmdpoBanus. OcoOeHHOCTH MMUGPOBaHHUS JAaHHBIX B PEXHUME pPEaJbHOTO BPEMEHH.
Iudpoanue kioya Npu HEOOXOAUMOCTH €ro XpaHEHUs ¢ 3alM(pPOBAHHBIMU JaHHBIMU. [IpOTOKOIIBI
pacnpeneneHus Kirodyen. [I[poTokobl yCTaHOBIEHUS MOJJIMHHOCTH.

JlaGopatopHas pabota Ne 9. [IpumeHeHne METO10B raMMUPOBaHus (aiiioB

3ananue: Ha ocHoBe yueOHOro marepuajia mo KpUNTOrpauyecKuM MeTojaMm Iu(poBaHUs
JAHHBIX W3Y4UTh M Bocmoiib3oBaTbes mporpammort E-CRYPT st mmdpoBaHus M MOCIEAYIOLIETO
nemnu@poBaHUs KOHKPETHOTO (ailiia MeTOJOM raMMUPOBaHUS.

JlaGopatopnass pabora Ne 10. Kpunrorpadpuueckue MmeToabl 3amThl HHGOpMAIMU B
KOPIOPAaTUBHBIX HH()POPMALIMOHHBIX CHCTEMAX

3aganue: Ha ocHoBe yueOHOro Martepuajia IO KpPUNTOTpagHUUECKUM METOJaM 3allUThI
MH(pOpMallMM H3YYUTh pa3JIMYHblE METOJbl IMM(MPOBAHUS W HX CTaHAAPTHI, H3YYUTh METOIbI
mu(poBaHUS C OTKPHITBIMU M 3aKPHITHIMH KJIIOYaMH M THPUMEHHUTh IMpH pa3paboTKe aaropurma
mU(pPOBaHUs U 1EMIUPPOBAHUSA OTKPHITOIO TEKCTA.

JlaGopatopHass pabora Ne 11. Pa3zpaGoTka anropurma oIpeleseHUs 4acTOThl OyKB U €ro
pUMEHEHUE )i Jemn(POBKHU TEKCTA, 3alIM(PPOBAHHOIO METOJIOM O/ICTAHOBKHU

3ananue: Ha ocHoBe yueOHOro marepuana Mo KpUNTOAHATUTUYECKHMM METOAaM ACHIH(PPOBKU
3alMIIEHHBIX JaHHBIX U3YYUTh METO/ MOACTAHOBKU U PEATU30BaTh €ro, pa3padoTaB aJrOpUTM.

CPC no Teme 4

IToarotoBka K JIEKIUIM.

N3y4eHne NONOIHUTENBHOIO TEOPETHUECKOIO MaTepraa.

[TonroroBka TeOpeTHUECKOr0 MaTepraia U JaHHBIX [T BHITOJIHEHUS J1a00paTOPHBIX padoT.

[ToaroToBka U NMpOXoXkAEHNE TECTUPOBAHUSA (C UCIIONB30BAHUEM MPOTrPAMMBbI HH(OPMAITMOHHON
cucremsl «KTecmpy).

[Tpumeprl BOIPOCOB TecTa:

1. Kpunrorpaduueckuit anroputm - 3To...

—dopmyna, ucrosib3yemas s udpoBaHUs U PacIuPPOBKH COOOIICHUI

—hopmyna, ucrosib3yemasi i mupoBaHUs COOOIEHUS

—dopmyna, ucrosib3yemasi IJisi pacimiuPpPOBKH COOOIICHUS

—Mporpamma Jyis nepeaaydu 3amu@poBaHHOro COOOIIEHUs
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—II0CJIEZI0BATEIbHOCTh MCIIOJIb30BAHMS KIIFOUEH IS 1en(ppPOBKHU

2. Kpunrocucrema - 370. ..

—COBOKYITHOCTh QJITOPUTMa pacIMPpPOBKUA M IIH(PPOBAHUSA, OTKPBITHIX TEKCTOB, CIIOCOOOB,
METOJIOB IIN(POBKHU.

—COBOKYITHOCTD KJTFOU€H /17151 U(POBKHU U TEHIHUPPOBKU

—COBOKYITHOCTb OTKPBITBIX TEKCTOB U HIM(PPTEKCTOB

—MEXaHU3M pacro3HaBaHUs OTKPBITOTO TEKCTa

3. Iudposanue - 370...

—npeoOpazoBaHre HMHPOPMAIMU B IENAX COKPBITUS OT HEaBTOPU30BAHHBIX JIMI[ C
MPEIOCTaBIICHUEM aBTOPU30BAHHBIM I10JIb30BATENSIM JIOCTYIIA

—npeobpazoBaHue HHPOPMAIIMH B LIETSX OIPAHUYEHHOTO UCIOIb30BaHMUS B TOCCTPYKTYpax

—npeoOpazoBaHre HHPOPMALIUHU B IETSX COKPBITUS OT OKPYKAIOIIUX JIFOACH

—npeoOpazoBaHue HHPOPMALIUHU B IETAX KOHPHUICHIIMAIHHOCTH Ha MPEAIPUATUI

Tema 5. Metoapl u cpencTBa obecniedeHus: HHGOPMAITMOHHOM 0€30IMacCHOCTH

Jlexmwmst 5.1. Cucrembl HISHTH(PHUKAIMN U ayTEHTU(PHUKAIIMN T0JIb30BaTeIeH

Paccmampusaemvie sonpochwi:

Wnentudukanust TOJIH30BATENCd M YCTAHOBJICHHWE WX NOUIMHHOCTH TPU JIOCTyNE K
KOMIIBIOTEPHBIM pecypcaM. OCHOBHBIE ATambl JOMYyCKa K PEecypcam BBIYUCIUTEIHHONW CHUCTEMBI.
Hcnonp3oBanue npoctoro naposisd. Mcnonp30BaHne IMHaAMUYECKH U3MEHSIOLIErocs napois. Bzanmuas
MpoBepKa MOUIMHHOCTH W Jpyrue ciaydau omno3HaHus. [laponpHoe pasrpaHuueHue noctyna u
KOMOWHUPOBAHHBIE METOABI. 3allUTa MNPOTPAMMHBIX CPEICTB OT HECAHKIMOHUPOBAHHOTO
KOMUPOBaHUs, UccleqoBanus 1 Moaudukanuu. [Ipussska nporpamm Kk cpene (yHKIIMOHUPOBAHHUS.
3aiuTa nporpamMm OT HECAHKIIMOHUPOBAHHOI'O 3aITyCKa.

Jlexuus 5.2. Metoabl pasrpaHudyeHus J0CTyIa

Paccmampusaemvie sonpocwi:

CniocoObl pasrpaHuyeHHs JOCTYNa K KOMIBIOTEPHBIM pecypcaM. Pasrpanuuenue moctymna 1o
cnuckaM. Mcmonp30Banne MaTpUIlbl YCTaHOBIICHUS MTOJHOMOYKH. [Ipon3BOIbHOE U IPUHYTUTEITBHOE
yhnpaBleHUue JOCTYNoM. PasrpaHuueHue aocTynma IO YPOBHSM CEKPETHOCTH M KaTEropusiM.
Oco6eHHOCTH TPOTPAMMHOM peali3aIlii KOHTPOJIST yCTAHOBIICHHBIX TIOJTHOMOYHH.

Jlexuus 5.3. Perucrpauus u ayaut

Paccmampusaemvie sonpocwi:

OmnpeneneHue M cCoJepKaHHWE PETUCTPAllMM U ayauTa MHPOPMALMOHHBIX cucteM. Dukcarus
coObITHH O6e30macHOCTH. AyauT U 3PGEeKTUBHOCTh CUCTEMBI 0€30MacHOCTU. Peanu3anus MexaHu3MOB
perucTpalMi W ayauTta. 3ajadd  ayadrta. [IpakThyeckue CcpeicTBa perucTpalud M - ayauTa.
Perucrpannonnsiii xxypHan. [logo3purenbHas akKTHBHOCTh. JTalbl PETUCTPAIIMA W METOABI ayJUTa
coObITuil MH(pOpManMoHHONW cucTeMbl. CTaTHCTUYECKME UM 3BPUCTUYECKHE METOJbl aHaJn3a
MH(POPMAIIH C LENBIO BBISIBICHUS HECAaHKITMOHUPOBAHHBIX JICHCTBHIA.

Jlexuust 5.4. OueHka 3aTpaT Ha HH()OPMAITMOHHYIO O€30MaCHOCTb

Paccmampusaemvie sonpocwi:

MeToAuKH OLIEHKH 3aTpaT: NpukiaaHoro uHdopmarmonHoro anammza (Applied Information
Economics), morpebutensckoro wuumekca (Customer Index, CI), moOGaBieHHON HSKOHOMUYECKOM
ctoumoct (Economic Value Added), ucxomnoit sxoHoMuueckoit crommoctu (Economic Value
Sourced), ympasnenust moprdenem aktuoB (Portfolio Management), orenku Bo3moskHocTei (Real
Option Valuation), xusnennoro mukina MC (System Life Cycle Analysis), cucrembl cOalaHCUPOBaHHBIX
nokazateneir (Balanced Scorecard(BSC)), TCO (Total Cost of Ownership), GyHKIHOHATBEHO-
cTroumocTHoro ananusa (Activity Based Costing)

JlaGopaTtopnast pabota Ne 13. BoccranoBnenue naponeit k qokymentam MS Office

3aganue: Ha ocHoBe yueOHOro marepuana Mo KpunTorpauyeckuM MeTojaaM IMu(poBaHUS
JTIOKYMEHTOB TOATOTOBUTH (aitmel B hopmate MS Word, MS Excel, MS Access, 3amuTuTh HX,
NoJ00paHHBIM Ul 3TOW OmNepalyy, MapojieM U NPOBEPUTh HA UYTEHHE, PEJaKTHpOBaHUE. 3aTeM
Bocnojb3oBaThes mporpammoit Accent OFFICE Recovery u BoccTaHOBUTE apoiiu K AOKyMeHTaM MS
Office.
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JlaGopaTtopHnast pabota Ne 14. BekpriTre napodieii (hailsioBbIX apXHBOB

3amanue: Ha ocHoBe yudeOHOTro marepuana Mo KpunrTorpaduiyeckuM MeTofaM HIH(pOBaHUs
JOKYMEHTOB TIOATOTOBUTH (haill W TPOBECTH AapXUBALMIO €ro pasHeIMH (opmaramu. 3aTtem
BOCTIOJNIB30BaThCsl mporpammoit Visual Zip Password Recovery Processor (VZPRP) u BoccTaHOBUTH
napoiu K apxuBam. [IpoBepuTs BOZMOKHOCTH IPOYTEHHSI ApXUBUPOBAHHBIX (DAHIIOB.

JlaGopatopnass pabora Ne 15. DxoHomuyeckwii pacuer Ko3(GUIMEHTOB 3PPEKTUBHOCTU
UH()OPMAIMOHHON 0€30MaCHOCTH MPEAIPHUITUS

3aganue: M3yuyuTh TEOpPETHYECKHE AacleKThl HSKOHOMHYECKOro pacyera Kod3(h(UIMEHTOB
¢ dexTuBHOCTH  HMH(POPMAIMOHHOK  Oe30macHOCTH  mpennpusiTHa. PaccunmTaTh  mokasarenb
3 PEKTUBHOCTH MHBECTUIMH Ha WMHPOPMALMOHHYIO Oe3omacHocTh npeanpusatus (merox ROI mns
OLICHKM BO3BpaTa WMHBECTUIMI). PaccumraTth M NpoaHanM3upoBaTh PHUCKOB B HH(MOPMAMOHHOM
6e3omacHocTu npeanpusaTas. OGopMuThs pacueTsl B BUAE oT4eTa 3PPEKTUBHOCTH MH(OPMAIIMOHHON
0€30MacHOCTH PEATPUSATHS.

CPC o teme 5

[ToaroroBka K JIEKIUSIM.

W3yueHne NOMOTHUTEIHHOTO TEOPETHUECKOTO MaTepHraa.

[ToBTOpEHUE MPOIICHHOTO MaTeprala BceX pa3/IeiioB.

[ToaroToBka K KOHTPOJIBLHOMY TECTHPOBAHHUIO (C MCTIOIH30BAHNEM IIPOTPaMMbI HH(OPMAITMOHHON
cuctembl «KTecm»).

IToaroToBKa K 3a4€Ty € OLIEHKOM.

5 Y4ueOHO-MeTOoAUYECKOE 00ecTiedeHue 1Sl CAMOCTOSITeIbHOI padoThl 00y4aroUIUXCs

B menom BHeaymuTOpHas camMocTosATeNbHas pabora oOydaromierocs Npu HM3yYeHHH Kypca
BKJIIOYAET B ce0sl cielyrolue BUIbl padoT:

— npopaboTka (M3y4eHre) MaTepraoB JICKIIHIA;

— YTEHHUE U POPabOTKAa PEKOMEHIOBAHHON OCHOBHOM U JIONOJIHUTEIbHOMN JINTEPaTyphl;

— MOATOTOBKA K JIaOOpaTOPHBIM paboTaM;

— MOUCK U IpopaboTka MarepuanoB u3 MlHTepHeT-pecypcoB, NepuoIndeckon nevyary;

— BBINIOJIHEHUE JOMAIIHUX 3a/laHuil B popMe TBOPUECKHUX (ITPOOIEMHO-TIOUCKOBBIX, IPYIIIOBBIX )
3aJaHu, Kelic-cTaau, JOKIag0B;

— MOATOTOBKA MPE3EHTALUI ISl WIIIOCTPALAN JOKIIA0B;

— BBIIIOJIHEHUE TECTOBBIX 3aJaHU;

— MOATOTOBKA K TECTUPOBAHHUIO;

— MOATOTOBKA K TEKYIEMY M UTOrOBOMY (MPOMEXYTOYHAsI aTTECTallMsl) KOHTPOJIO 3HAHUM MO
JTUCLUTUIMHE.

OcHoBHast 707 CaMOCTOATEIbHOW pabOThl OOYYaIOIIMXCS MPUXOAMTCA Ha MOATOTOBKY K
1a0opaTOpHbIM paboTa U TECTUPOBAHMIO, TEMATHKAa KOTOPHIX MOJHOCTHIO OXBATHIBAET COJEpKaHUE
kypca. CamocrosiTenibHas paboTa MO MOATOTOBKE K TECTHPOBAHUIO U JIaDOpaTOpHBIM padoram
npezrnonaraeT yMeHue padboTarts ¢ nepBUYHON HHpOpMaIuei.

Jlns mpoBeieHrs MPaKTUYECKUX 3aHATHH, ISl CAMOCTOATEIbHOM pabOThI UCIIONIb3YyeTCsl yueOHO-
METOAMYECKHE TOCOOUS:

Ilpoyenxo H.I'. 3amurta uHpopmauuu: KoHcmekT jekuui. — IlerpomaBnoBck-Kamuarckuii:
Kamuatl'TV, 2019. — 64 c.
Ilpoyenxo H.I. 3ammra wuHpopMauuu: sabopaTOopHbId mpakTHKyM. — [leTpomaBioBck-

Kamuarckuii: KamuatI TV, 2019. — 50 c.
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6 ®oH/1 OLIEHOYHBIX CPeACTB AJs NPOBeIeHUs MPOMEKYTOUHOM aTTecTAMU 00yYaloIMXCsl
Mo JUCHUIIHHE

@DOoH/ OLEHOYHBIX CPEICTB AJIS MPOBEACHUS MPOMEKYTOUHOM arrecTaluu OOydyaroIMXcs 10
JTUCHUTUIMHE «3aInTa HHPOPMALUK) MPEICTABIEH B IPHIIOKEHUH K paboyeil mporpaMme AUCHUTUINHBI
U BKJIFOYAET B ceOsL:

— [IepeYeHb KOMIIETEHIMH C yKa3aHUEM JTalnoB MX (OPMHUPOBAHUS B IPOLIECCE OCBOCHMUS
00pa3oBaTeNIbHONW IPOrpaMMBl;

— OIIMCaHME II0KA3aTeJIed U KPUTEPHUEB OLICHUBAHUSA KOMIIETCHIMM HAa Pa3IMYHBIX 3Talax HMX
(dbopmMHpOBaHUsl, ONUCAHNE IIKAJT OLICHUBAHUS;

— TUTIOBBIE KOHTPOJIbHBIE 33/1aHUS HJIH MaTepUaiIbl, HEOOXOAUMBIE /Uil OLIEHKU 3HAHWMA, YMEHHIA,

HABBIKOB U (MJIM) OTIBITA JIEATEIBHOCTH, XapaKTEPU3YIOUIUX ATarbl (JOPMUPOBAHUS KOMIIECTEHIIHIA;

— MCTOAUYECCKUEC MaTepualbl, OIPCACIIOINNUE IPOUEAYPbl OLCHHBAHUA 3HaHHI>'I, YMeHHﬁ,

HaBBIKOB U (WJIN) ONBITA JEATEILHOCTH, XapaKTePU3YIOIIUX Tarbl (JOPMUPOBAHHS KOMIETECHIIUH.
Bormpocs! it IpoBEICHNUS POMEKYTOYHOMN aTTECTALMH 0 AUCIUILIMHE (3a4€T ¢ OLIEHKOM)

1. OcHOBHBIE TTOHATHUA U ONpEICTICHUSI HH(POPMAITMOHHOM 0€30MMaCHOCTH.
2. 3ammTa uadopmarmn. [Ipeamer u 0OBEKT 3aIUTHI.

3. Yrpo3za 6e30macHOCTH. Y 3BUMOCTh CUCTEMEBI. ATaka.

4. HecaHKIIMOHUPOBAHHBII JOCTYII.

5. OcoOGeHHOCTH 3auIUThl HH(GOPMAIIMKA B SKOHOMUYECKHX HH(POPMAITMOHHBIX CUCTEMAX.

6. OcHOBHBIE METO/IbI U CPEACTBA 3alUThI HHGOpMaLuu, npumensemsie B DUC.
7. Y3BUMOCTb KOMITbIOTEPA U c€TU. Buibl yrpos.

8. Yrpo3a oTka3 B 00CITy>KHUBaHUH.

9. CoumanpHast nxenepus u Ub.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31

32.
33.
34.
35.
36.
37.

IIpaBoBbIe Mephl oOecnieueHus HH(popMaloHHo# Oe3onacHoctu B DUC.
3akoHOJaTenbHble U HOpMaTHBHBIE akThl Poccuiickoit denepanuu B Ub.
KomriproTepHsle BUPYChI U YEPBU.

MakpoBHpYCHI

ITomumopdHbIe BUPYCHI.

TpositHCKME KOHU (3aKIIaIKK).

[Tporpammel ciexeHus 3a paboTol Mosb30BaTeNs (KJIaBUaTypHbIE IITTHOHb).
I'eneparopsel BUpyCoB.

MeTopl 3a1IUTEl OT BPEJOHOCHBIX POTPaMM.

Cucrembl 0OHapYKEHUS YSI3BUMOCTEN (CETEBbIE CKAHEPHI).

AHTUBHPYCBI U "aHTUTPOSHIIBI".

AnTHBHpYCHBIE IpOrpamMmsl B IHTEpHETE.

INomutuka 6e3omacHocTy. Balil MpoeKT NOMUTHKH JUTsl KOMITBIOTEPHOM J1a00paTOpUH.

Hasnauenue u pyHKIMN MeKCETEBBIX SKpaHOB. OMBIT pabOThI ¢ MEKCETEBBIM SKPAHOM.

BupTryasnbHble yacTHBIE CETH.
Orpaxenue npodaem b B UntepHere.
ITaponbHas 3anmTa.

OOHapy>keHHe aTax.

3ammmra nHpopManuK B 6a3ax JaHHbIX.
Ananmm3aTopsl IPOTOKOIOB (CHUD)EPH).
ManaatHbli U TMCKPELIMOHHBIN JTOCTYII.

Kpunrorpadguueckue MeTopl 3auThl HHGOpMauu. MaTeMaTHuecKoe U alroOpuTMUYECKOE
o0ecrieyeHne KpUNTorpahuyeckux MeTOI0B 3aIUThl HHPOPMAIIUH.

IudpoBanue. MeToa MoiCTaHOBKH.

Marpuus! Broxunepa.

YacToTHBI aHATIM3 TEKCTOB.

[ndpoBaHre METOAOM MEPECTAHOBKH.
Kpurnrrocrcrema ¢ OTKPBITBIM KITFOUOM.
CHMMeETpHUYHBIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.
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38. DnexTpoHHast 1 poBast MOAIHUCE.

39. Mcnonp30BaHMe JIEKTPOHHBIX KITtoUel aiist opranuzamu Ub.

40. Opranu3aliOHHO-aIMUHUCTPATUBHBIE METOIbI 3aIUTHI, IpuMeHseMblie B DU C.

41. ®opmMupoBaHUE MOJUTHKN 0€30MTaCHOCTH PEAIPUITUS (OpTaHU3AIIHH).

42. Unentuduxanus moiab3oBaTeNiel, ayTeHTU(UKAlMsg I[0JIb30BaTelel U aBTOpHU3alus
NoJIb30BaTesel (Ha3HaYeHUE U CIIOCOObI peau3aliim).

43. 3amuTa nHGOPMAIMK B KOMIIBIOTEPHBIX ceTaX. OOBEKTHI 3alIUThl HHPOPMAIIUU B CETH.

44. TloTeHuManbHbIe YIpo3bl 6e30nacHOCTU B ceTd VHTepHeT. MeTo bl 3amuThl HHPOPMALUU B
cetu MHTEpHET.

45. KonuuecTBEeHHBIA MOAXOM K WHPOPMAIMOHHON Oe3omacHocTH. OlleHKa 3allUuIeHHOCTH
MEXaHHU3MOB 3aIlIUTHI.

46. Aynut nHGOPMAITMOHHON 0€3011aCHOCTH.

47. Yupasnenue nH(GOPMAIMOHHBIMH PUCKAMHU.

7 Pexomenayemas Jquteparypa
7.1 OcHoBHas JuTEpaTypa

1. MenbaukoB B.I1. UndopmanmnonHas 6e30macHOCTh U 3amuTa nHdpopManuu: ydeo.mocodue /
B.I1. Mensaukos, 2007r.

2. lllernoB A.IO. MaremaTudeckre MOJCIH U METOABI (DOPMATBLHOTO MPOSKTUPOBAHUS CHCTEM
3amuThl HHGopMannonHbix cucrem 2015 r. / AYO. llernos, K. A. Illernos — komnekiust "Uudopmarnka
— HHNY WUTMO (Cankr-lIlerepOyprckuii  HallMOHalbHBIA  HCCIIEAOBATEIbCKUN  YHUBEPCUTET
MH(OPMALIMOHHBIX TeXHOJIOTHi, Mexanuku 1 ontuku)" ObC JIAHD.

7.2 lonoTHUTEIBHASI JIUTEPATypa

1. OcunoBbl uH(poOpmanmonHoit ©Oe3omacHoctn / ['amatenko B. A. — M.: HanumonanbHbIN
OtkpeiTeiii YHUBepcurer « MHTYUT», 2011. — Cepus («bezonacHocTs ») [DIEKTpOHHBIN pecypce] -
OnekTpoH.gaH. — Pexum pgocrtyma: https://www.intuit.ru/studies/courses/10/10/info. — 3arm. ¢

skpana. ISBN 978-5-9556-0053-6.

2. 3amuTa UHTeJUIeKTyanbHON cobcTBeHHOCTH, 2018 T. — Koyeknus "IKOHOMUKA U MEHEI)KMEHT
— M3parensctBo Jlamkos u K" O965C JIAHb

3. KynpusinoB A.W. OcHoBbI 3anutsl nHGOpManuu: y4ueod. mocodue / A.W. Kynpusiaos, 2008r.

7.3 MeToanyecKkue yKazaHus

1. 3ammta nndopmarwu. Koncnekr nekuwid. / Ilpoyenxo U.I. — TlerponaBnoBck-Kamyarckwid:
Kamuatl'TV, 2019. — 66 c.

2. 3ammra uHpopmanuu. Jlaboparopusiii npaktukyM. / [lpoyenxo H.I. — TleTpomnaBioBCK-
Kamuarckuii: Kamuatl TV, 2019. — 50 c.

8 Ilepeuenn pecypcoB HH(POPMAIHOHHO-TEJIEKOMMYHHUKANMOHHOI ceTu « AHTepHET»

1. Beenenue B kpunrorpaduio / Ilox. obm. pen. SAmenko B. B. — W3nmanue BTOpOE,
ucrnpasieHHoe. — M.: MIIHMO, 1999. — 272 c. [OnektponHslii pecypc] — Pexum npocryna:
https://www.twirpx.com/file/4220/

2. Kacnepckuit E.B. KoMibloTepHble BUPYCHI: UTO 3TO TaKOe U Kak ¢ HUMU OopoThkes. — M.: CK
IMpecc, 1998.- 288 c. [DaekTponHbI pecypc] — Peskum moctyma: https://www.twirpx.com/file/73531/

3. Pa6ko b.A.,®uonoB A.H. Kpunrorpadpuueckne meronsl 3ammrtbl uMHpopMaiuu: YdeOHOE
nocoOue i By30B. — 2-¢ u3aaHue, crepeotun. — M.:['opsiaas muams — Tenexom, 20113, — 229 c.
[DnexTponHsIii pecypc]| — Pexxum noctyna: https://docplayer.ru/27703084-Kriptograficheskie-metody-
zashchity-informacii.html

1. DnektpoHHas oubnuoreka aucceptanuii PI'b [Dnekrponnsiit pecypc]. - Pexxum nocrymna:
http://www.diss.rsl.ru8778/poisk2.aspx
2. DOnektpoHHas oubnuoreka aucceptanuii PI'b [Dnekrponnsiit pecypc]. - Pexxum nocrymna:

http://www.diss.rsl.ru
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9 MeToauueckue YKazaHusl OJadd Oﬁy'-lalOH.lI/IXCﬂ M0 OCBOCHHUIO TUCHHUIIJIMHBI

Metoauka mMpernojaBaHusl JaHHON TUCHUIUIMHBI MPENOiaraeT 4YTeHUE JICKIHMH, MpOBEICHHE
71a00paTOpHBIX paboT, MPOXOXKAECHUS TECTOB IO KaXJ0H U3 TeM, I'PYNIOBBIX M WHAWBUIYAIbHBIX
KOHCYJIbTAIlM O OTAEIbHBIM (Haubojee CIOXKHBIM) cHenu(puuecKuM npodaeMaM IUCIUILTHHEL.
[IpenycmorpeHa camocTrosiTenbHas paboTa CTYAEHTOB, a TaKKe IPOXOXKJIEHHE AaTTeCTALMOHHBIX
UCTIBITAHUN TIPOMEXYTOUYHOU aTTEeCTAINH (3a4eT C OLIEHKOH).

Jlekyuu TOCBSILAIOTCS PACCMOTPEHHMIO HauOoJiee BAaXKHBIX KOHIENTYaJIbHBIX BOIPOCOB:
OCHOBHBIM TIOHSITHSIM; TEOPETHUYECKUM OCHOBaM HMH(OpManMoHHON Oe3omacHocTH, B Xonme nekumit
00yyaroImuMcst CleyeT MOArOTOBUTh KOHCIIEKThI JIGKLMH: KpaTKo, CXEMaTH4YHO, IOCIIEe10BaTeIbHO
(UKCUPOBaTH OCHOBHBIC MOJOXEHHS, BBIBOIBI, (OPMYIMPOBKH, OOOOIICHHMS; MMOMEYATh BaXKHBIE
MBICIIHM, BBIIEIATh KIIOYEBBIC CJIOBA, TEPMHUHBI, IPOBEPATh TEPMHHBI, IOHATHS C IOMOILIbIO
SHIMKJIOTICSINH, CJIOBapei, CIPaBOYHUKOB C BBHIMHMCHIBAHMEM TOJKOBAHUN B TETPajab; 0003HAUYUTH
BOIPOCHI, TEPMUHBI, MaTepHall, KOTOPBIHA BBI3bIBAET TPYAHOCTH, IOMETUTh U HOIBITATHCSI HAUTH OTBET
B pEKOMEHAyeMOoW muTeparype. Ecinm camocTosATenbHO HE yJaercss pa3o0paThCsi B MaTepuale,
HE00X0UMO C(OPMYIMPOBaTh BONPOC W 3aJaTh MPENOJABATENI0 HAa KOHCYJbTallUM WIM Ha
NPAaKTUYECKOM 3aHSITHU.

Ha nexuusx npenojaBatellb 3HAKOMUT CITyIIaTesIel ¢ OCHOBHBIMU MOHATHAMU U TOJO0XKEHUAMHU
1o TekyIei Teme. Ha ekuusx ciaymiarenb MmorydaeT TOJIbKO OCHOBHOM 00bEM MH(GOpMAIIMHU IO TEME.
Tonbko moceleHyne JeKIUi sBISeTCs. HeIOCTaTOYHBIM /71l HOATOTOBKHU K JIAOOPATOPHBIM 3aHATUSAM U
3auery ¢ oueHkoil. TpeOyercss TakKe caMOCTOATENbHas padoTa MO M3YyYCHHIO OCHOBHOM U
JIOTIOJIHUTEIBHOM JIUTepaTyphbl U 3aKperieHHEe MOMYYEHHBIX Ha J1a00paTOPHBIX 3aHATUSX HABBIKOB.

[Tpu u3yueHnn UCUUIUIMHBI UCTIONB3YIOTCS HHTEPAKTUBHBIC METO/IbI O0yUEHUS:

— mpoOJieMHast JIKIHSA, TPENNoJiararonas M3JI0KEeHHe MaTepualia 4Yepe3 HEOTHO3HAYHOCTh
TPAaKTOBKM MaTepUaIOB K BOIpocaM, 3ajadaM WM curyauusMm. llpm 3ToM mporecc Mno3HaHUA
IIPOUCXOJUT B HAYYHOM TOUCKE, JUAJIOTe U COTPYJHUYECTBE C MPENO0/IaBaTEIeM B IIPOLIECCE aHAIIU3A U
CpaBHEHMsI TOUEK 3PEHUS;

— JeKUUsI-BU3yalln3alusl - IoJjaya MaTepuaja OCYLIECTBISETCS CpPEACTBAMH TEXHHUYECKUX
CpeAcTB OOy4YeHMs C KpaTKUM KOMMEHTHUPOBAHHEM JEMOHCTPUPYEMBIX BHU3YaJIbHBIX MaTepUalIoB
(mpe3eHTanuii).

KoHkpeTHbIE METOAMKH, MOJAEIH, METOJAbl U MHCTPYMEHTHI 3aIlUThl JAaHHBIX U OOecredyeHus
MH(OPMaLlMOHHONM 0€30IIaCHOCTH  PacCMaTpPUBAIOTCS IMPEUMYIIECTBEHHO NIpU TMOATOTOBKE U
BBINOJIHEHUH J1a00paTOPHBIX PadoOT.

[lenbto BBIMIOJIHEHUS J1AOOPAMOPHBIX padom SBISETCS 3aKpeIUIeHHE 3HAHUN OO0ydarouuxcs,
NOJYYEHHbIX MU B XOJ€ M3yU€HHs AMCLUUIUIMHBI Ha JIEKIMSIX M CaMOCTOATENbHO. [IpakThueckue
3a/laHusl 10 TeMaM BBIMOJIHSIOTCS Ha J1abOpaTOPHBIX 3aHATHSX B KOMIIbIOTEpHOM Kiacce. Ecnu
na0opaTOpHble 3aHATHUA MPOMYLIEHB (MO0 YBAKUTENBHOW WIM HEYyBaKUTENBbHOW MpPHUYUHE), TO
COOTBETCTBYIOIIME 3aJaHUs HEOOXOJMMO BBINOJHUTH CAMOCTOSITENILHO M MPEACTAaBUTbh PE3yJIbTaThl
IpenojaBaTesto Ha ouepeiHoM 3aHATuu. CaMocTosiTenbHas paboTa CTYJEHTOB — CIIOCOO aKTUBHOTO,
LeJIEHANPAaBJIEHHOTO NMPHOOPETeHNsl CTYJIEHTOM HOBBIX JUIsI HETO 3HAaHWN, YMEHHUIl W HaBBIKOB 0e3
HENOCPEJICTBEHHOI0 Y4YacTHsl B 3TOM Ipoliecca IpenojaBaTens. KauecTBo mojyyaeMbIX CTYAEHTOM
3HAaHUH HANPSAMYIO 3aBUCHUT OT Ka4ecTBa U KOJIMUECTBA HEOOXOJMMOr0 JOCTYITHOTO MaTepuaa, a TakKe
OT kesaHus (MOTHUBAIMH) CTYACHTA UX TOXY4IHTh. [Ipr 00y4eHn N OCyIIecTBISICTCS IelIeHApaBICHHBINA
Ipoliecc B3aMMOACHCTBHS CTYACHTA U MTPeToiaBaTelis Uit GOPMHUPOBAHUS 3HAHUH, YMEHUI 1 HAaBBIKOB.

s ctyienToB 3a04HOM (hOpMBI O0yUEHUS B Ay JTUTOPHUU:

- yuraroTcest Jekuuu Nel.1-2, Ned.1, u Ne4.2, ocranbHble JEKIIMM HU3YyYalOTCS B MPOIECcCce
camocrosTenbHoi paboTsl ctynenta (CPC);

- TOJl PYKOBOJCTBOM IIPENOAABATENs BBIMOJHAIOTCSA JlabopatopHble paboTsl Nel,6,13,14 a
ocTajbHbIe J1a0opaTopHble paboThl BhIMOIHSIOTCS B porecce CPC.
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10 KypcoBoii npoekT/padora

B cooTrBeTcTBUM C y4eOHBIM IIAHOM KypCOBOE IMPOEKTUPOBAHHE MO AUCHMIUIMHE «3amuTa
UH(POPMALIUN» HE NPETyCMOTPEHO.

11 Mepeyenb HHPOPMALHOHHBIX TEXHOJIOT Ui, HCIIOJIb3YyeMbIX PU OCYLIECTBICHUH
00pa3oBaTe/IbHOIO MpoLecca Mo JMCUUILIMHE, BKJIYasi NepevyeHb NPOrPpaMMHOIo odecrie4eHust
U HH(POPMAIMOHHO-CIIPABOYHBIX CHCTEM

[Tpu ocBOCHHMU AMCIUTUIMHBI UCTIONB3YIOTCS CIEAYIOINe HHOOPMAITMOHHBIE TEXHOJIOTHU:

— UCIIOJIB30BaHUE CIIal I-IPE3EHTALIHM;

— M3yYeHUE HOPMATHBHBIX JIOKYMEHTOB Ha OQUIMAILHOM caiite (enepaapbHOro opraHa
UCTIOJTHUTEIILHOW BJIaCTH, MPOPA0OTKA JOKYMEHTOB;

— WHTEPAKTUBHOE OOIICHUE ¢ 00YYaIONIMMHUCS U KOHCYJIbTUPOBAHHUE ITOCPEJACTBOM AJICKTPOHHOM
MIOYTHI.

[Tpu ocBOCHMU AUCIUTUIMHBI UCITIONIB3YETCS JIMIIEH3UOHHOE ITPOrPaMMHOE 00eCTICUeHHE:

— TEKCTOBBIN penakTop Microsoft Word;

— nakeT Microsoft Office;

— 3JIeKTpoHHBIe TabauIel Microsoft Excel;

— Ipe3eHTalMOHHBIN peaakTop Microsoft Power Point.

Kpome 3toro ucnomnb3yercst nporpaMMmHoe obecrieueHre napopmamoHHoi cuctembl «KTect» u
MPOrpaMMHBIC CPEIICTBA, HEOOXOAHMMBIC IS BBIMIOJIHEHUS JIA0OPATOPHBIX pabOT, YKa3aHHBIX B
aHHOTanMu K pabdoram (cMm. [lpoyenxo M.I". 3ammrta mHpopmanuu. JlabopaTOpHBIH NPaKTUKYyM. —
[TerponaBnoBck-Kamuarckuit: Kamuarl TV, 2019. — 50 c)

[Ipy OCBOGHWW JUCHUIUIMHBI HCIIOJB3YIOTCS CIEAYIOUHEe HH(POPMAIMOHHO-CIIPABOYHBIC
CUCTEMBL.

— cmpaBo4YHO-TIpaBoBas cucreMa Koncynprant-muoc http://www.consultant.ru/online

— crpaBoYHO-TIpaBoBast cuctema ["apant http://www.garant.ru/online

12 MaTtepuajibHO-TeXHUYECKOe ofecredeHue JUCHUTLITUHBI

JlekuvoOHHBI MaTepuan H3ydaeTcsd B CHEHUAIM3UPOBAHHOM ayJIWTOPUHM, OCHAIlCHHOU
IIPOEKTOPOM C BUIEOTEPMHUHAIIA [IEPCOHAIIBHOIO KOMIIBIOTEPA HA HACTEHHBIN 3KPaH.

JlaGoparopHble pabOTHl BBINOJIHAIOTCA B CIEHUAIM3UPOBAHHON J1abOpaTopuM, OCHAIlEHHOW
COBPEMEHHBIMU MEPCOHAIBHBIMU KOMIIBIOTEPAMH U MPOrPaMMHBIM 00€CIIEYeHUEM B COOTBETCTBHUHU C
TEMaTUKON «3ammTa HHPOpMaITU.

Yucno pabounx MecT B Kiaccax JOJDKHO 00ecreduTh MHIMBUAYAIbHYIO paboTy CTyJEeHTa Ha
OTJIEIbHOM NIEPCOHAIBHOM KOMITbIOTEPE.

B kagecTBe MaTepHaIbHO-TEXHUUECKOTO 00eCIeYeHHsI TUCIUIUIMHBI HCIOIb3YIOTCA:

— JUI IPOBEACHUS 3aHATHH JIEKIIMOHHOTO THIA, TPYIIOBBIX U UHIUBHYyaJIbHBIX KOHCYJIbTALIUH,
TEKYIIEro KOHTPOJS M TPOMEXKYTOYHOH aTrtectanmu ydeOHas ayautopus Ne 7-405 ¢ komriuiekTom
yueOHoIl Mebenu Ha 25 mocalouHbIX MECT;

— Juid 1a00paToOpHBIX paboT - mabopaTtopHas ayautopus Ne 7-401, o6opynoBannas 10 pabounmu
CTaHIMSAMH C JIOCTYNOM K ceTH «VIHTepHeT» u B 3JEKTPOHHYI0 MH(DOPMALMOHHO-00pa30BaTEIbHYIO
Cpey OpraHu3allK U KOMILIEKTOM y4ueOHOI MeOenu Ha 15 mocajouHbIX MecT;

— JIOCKa ayJUTOpHasi;

— MyJIbTUMeIUItHOE 000pyAoBaHKEe (HOYTOYK, IPOEKTOP);

— npe3enrtanuu B Power Point mo remam kypca «3amuTa HHpOpMaIimny;

— nHdopmanronHas cucrema «K7ecmy, ycTaHOBJIEHHAsI HA BceX pabOYMX CTAHIUAX.
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13 OcoOeHHOCTH peau3aluu JUCHUNIHHBI (MOAYJISA) 1JIs1 00y4aIOMUXCs €
OrpaHMYEeHHBIMHU BO3MOKHOCTAMM 310POBbSI U MHBAJINI0B

Jlns MHBAIMAOB M JIMIl C OTPAaHUYCHHBIMH BO3MOXKHOCTSMHU 370poBbsi (manee — OB3) npu
pcajm3anuun JUCHUITIIMHBI YUUTBIBAIOTCSA PEKOMCHAAI NN MCIII/IKO'COI_[I/IEUIBHOI\/’I OKCIICPTU3HI,
OTpa)XCHHbBIC B MHAMBUIYAJIbHON MpOrpaMMe peaObuIuTaliy U aOWINTAMK WHBAIK/A, OTHOCUTEIBHO
PEKOMEH/IOBAaHHBIX YCIIOBUH W BHJIOB TPyIa, a TAK)KE€ OCOOCHHOCTH TICHXO(PHU3UYECKOTO pPa3BUTHS,
WHIUBHyaTbHbIC BO3MOXXHOCTH M COCTOSTHHE 370POBbS TAKMX 00YUYAFOIIUXCSI.

[Tonbop wu pa3paboTka Yy4eOHO-METOAMYECKHX MATEPHATIOB MPOU3BOIATCS C YYETOM
WHIUBHYaTbHBIX MCUXO(DU3NIECKUX OCOOCHHOCTEH M MPEIOCTABISAIOTCS B (popMax, aaanTHPOBAHHBIX
K OIr'paHUYCHUAM UX 3J0POBbA U BOCIIPUATHA I/IH(bOpMaLII/II/I:

Kareropuu ctyneHToB Dopmbl
C HapylieHueM ciyxa - B IeyaTHoil hopme;
- B (hOpMe IIEKTPOHHOTO JJOKYMEHTa;
- BUJIeOMaTepHaJIbL.
C HapyleHHueM 3peHust - B Ie4aTHOH popMe yBEIMUEHHBIM IIPUPTOM;

- B (hOpMe JIEKTPOHHOTO JOKYMEHTa;

- B opme ayamodaiina.

C HapylIeHHeM ONOPHO-ABUIAaTENBHOTO anmapara - B 1ieyaTHoil hopme;

- B (hOpMeE 3JIEKTPOHHOTO JOKYyMEHTA,;

- B hopme ayamodaiina win BUgeoMarepuaia

Jns oOyuaromuxcs nHBau0B U ¢ OB3 pekoMeHmyercs: oCymecTBICHHE BXOJHOTO KOHTPOJI,
Ha3HauY€HUE KOTOPOr0 COCTOUT B ONPEIENICHHM €ro CIOCOOHOCTEH, 0COOEHHOCTEW BOCHPUATHUA U
FOTOBHOCTH K OCBOEHHIO yueOHOro Matepuaia. @opma BXOIHOTO KOHTPOJISl yCTAHABIMBAETCS C YUETOM
WH/IMBUYAJIbHBIX MCUXO(U3NYECKUX OCOOCHHOCTEH AAaHHBIX 0Oydaroumuxcs (yCTHO, MUCbMEHHO Ha
Oymare, MICbMEHHO HAa KOMITbIOTEPE, B (hOpME TECTUPOBAHUS H T.I1.)

J1s OCylIEeCTBIEHHsI TEKYILIEr0 KOHTPOJIS YCIEBAEMOCTH M IPOMEXKYTOYHOM aTTECTALUU
00y4arouXcsl UCIOIb3YIOTCS (POHIBI OLIEHOYHBIX CPEJCTB, O3BOJISAIOIINE OLIEHUTh JOCTHKEHUE UMU
3aIlUIAaHUPOBAHHBIX PE3YIbTaTOB 00yUEHUs U YPOBEHb CPOPMUPOBAHHOCTH KOMITETEHLIUH.

Texymuii KOHTPOJb YCHEBAEMOCTH OCYILIECTBIISIETCS B LEISAX MOJIy4YeHHs HHGOpMaluu O
BBINOJIHEHUH 00y4aeMbIM TpeOyeMbIX AEHCTBHH B mpolecce y4eOHOU NesTeIbHOCTH; NMPaBHIbHOCTH
BBIMIOJIHEHUSI TpeOyeMbIX AEMCTBMI; COOTBETCTBUM (DOpPMBI AEMCTBUSI JTAHHOMY OJTally YCBOEHUS
yuebHOro marepuania; GopMUpOBaHUM JIEHCTBUS C JOJDKHONW Mepoil 00001eH s, OCBOEHHS, OBICTPOTHI
BBITIOJTHEHMSL.

s crynentoB ¢ OB3 u MHBaNNMI0B NPESyCMOTPEHBI CIEAYIOLINE OLEHOUYHBIE CPEICTBA!

Kareropuu ctyaeHToB Buibl 01IEHOUHBIX CPEICTB @DOopMBbI KOHTPOJISL U OLICHKH PE3yJIbTaToOB
o0OyueHus

C HapyleHHeM cilyxa TecT NPEeUMYIIECTBEHHO IMChbMEHHas IIPOBEpKa

C HapylieHHeM 3peHust cobeceioBaHme NPEUMYIIECTBEHHO YCTHAs IPOBEpKa

C HapyHICHHUEM OIIOPHO- pEeUICHUEC TECTOB, KOHTPOJILHBIC opraHusanus KOHTPOJId ¢ TOMOIIBIO

JIBUTaTEJILHOTO ammapara BOIIPOCHI 3JIeKTPOHHOH HH(OPMAI[HOHHO-
00pa3oBaTeNIbHON Cpeibl, MIChMEHHAs
NPOBEPKA, YCTHAsI MPOBEPKa

Crynentam ¢ OB3 u uHBanugam npeaycMaTpUBAEeTCsl YBEJIMYEHUE BPEMEHU Ha MOJTOTOBKY
OTBETOB K 3a4yeTy. @opma IpOMEKYTOUHOM aTTeCTalluy YCTAHABIMBAETCS C YUETOM MHAWBHIyalIbHBIX
NCUX0(PHU3HMUECKUX OCOOCHHOCTEeH oOydaromuxcsi (yCTHO, NMUCbMEHHO Ha Oymare, MUCHbMEHHO Ha
KOMIIBIOTEPE, B (hOpME TECTUPOBAHUS U T.I1.).

Jns ocBOe€HMsI NUCUMIUIMHBI MHBanugamMu u junamu ¢ OB3 mpenocTaBisitoTcs OCHOBHAs U
JIOTIOJTHUTENbHASL yueOHass juTeparypa B (poHae OMOTMOTEKHM W/WIM B AJIEKTPOHHO-OMOIMOTEUHBIX
CUCTEMAX.

Opranu3zanust pabodero MpoCTpaHCTBa, oOydaromierocs ¢ WHBaIUAHOCTRIO Wi OB3, B xome
OCBOCHMS JTUCIMILIMHBI, OCYIIECTBISIETCS C HCIOJb30BAHUEM 30POBhECOEPErarouX TEXHOJIOTUH
00LIero U CenuaIbHOr0 Ha3HAYeHU s, TOMOTAIOIIUX KOMIIEHCUPOBATh (PYyHKIIMOHAJIbHbBIE OTpaHUYEHUS
4eJI0BeKa:
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JlekMoHHAasE ayquTOpuss — MyJbTUMEAUHHOE OO0OpYZOBaHUE, aKyCTUYECKUH YCHIUTENb H
KOJIOHKH, CTOJI JJIsl WHBAJIUAOB-KOJSICOYHMKOB, MCTOYHMKM IUTaHUS Ul HWHAWBUyaJIbHBIX
TEXHUYECKUX CPEICTB.

Aynutopust JUisl CEMHUHApCKUX M IPAKTUUYECKUX 3aHATUN, TPYIIOBBIX M HWHIMBUIYAJIBHBIX
KOHCYJIbTallMi; ayJUTOPHs IJIsl TEKYIIEro KOHTPOJIA U NMPOMEXYTOYHOM aTTeCTaluy; ayIuTOpUs AJIs
KypCOBOT'O IPOEKTUPOBAHUS (BBIIOIHEHHUS KypCOBBIX padoT):

- Juid ciabociplmamux o0ydyaromuxcst B MpoLecce MPernojaBaHusl TUCLUIIIMHBI BO3MOKHO
NPUMEHEHHE CYpJOTEXHUUYECKUX CPEACTB, KaK COOCTBEHHBIX, TaK U MPEIOCTABICHHBIX YHUBEPCUTETOM,
B LEISIX ONTHMHU3ALMK Y4eOHOro Ipolecca B KayecTBE CPElCTBAa KOMIICHCALlMHM, YTPAaueHHOM WU
HApyIICHHON CIyXOBOW (YHKUMU. YueOHas ayAuTOpHUs, B KOTOPOW OOydHaroTCs CTYIEHTHI C
HapylIeHHeM cilyxa oO0OpyIyeTcss KOMIIBIOTEPHOM TEXHUKOH, ayJMOTEeXHUKOH (aKycTHYeCKHi
YCWJINTENb U KOJIOHKH ), BUIEOTEXHUKOMN (MYJIbTUMEIUIHBINA TPOEKTOP, TEIEBU30p), MYJIbTUMEAUNHOMN
CHUCTEMOM.

- Uid  Ccla0OBUAAIMX OOYyYarolIUXcs B TPOLECCE IMPENoAaBaHUS JTUCHHUILIMHBI MOTYT
HIPUMEHATHCS TU(PIOTEXHUYECKUE CPE/ICTBA, KOMIIBIOTEPHBIE TU(IOTEXHOJIOIMH, KOTOpPBIE 0a3UPYIOTCS
Ha KOMIUIEKCE AannapaTHbIX U MPOrPpaMMHBIX CpEACTB, OOECIeYMBAIOLUINX IpeodOpa3oBaHUe
KOMIIbIOTEPHOM HMH(pOpPMALMK B JOCTYIIHBIE JUIs HE3PSAYUX M CIAOOBUISALIMX O0ydaromuxcs (popMbl
(3ByKOBO€ BOCIIPOU3BEACHUE, YKPYIIHEHHBIM TEKCT), U MO3BOJSIOT UM CaMOCTOSITEIbHO paboTaTh Ha
OOBIYHOM TE€PCOHAJILHOM KOMIIBIOTEPE C IporpaMMaMu oOuiero HazHaueHus. s ciaaGoBHAAIIUX
00yJaromuxcss B JIGKIMOHHBIX M y4YEOHBIX ayJIUTOPHUSIX MPEAyCMOTPEHa BO3MOXKHOCTH IPOCMOTpA
yIaJIEeHHBIX O0BEKTOB (HampHUMep, TEKCTa Ha JOCKe WJIM cllaiiia Ha SKpaHe) NpU MOMOILIM BBIBOJA
uH(pOpMaLi Ha MOHUTOP 00Yy4aroLIerocs.

- Jng  oOydarouMxcsi € HapyLIEHUSIMH OIOPHO-JBUIATEJILHOTO ammapara MOTYT ObITbh
UCIOJIb30BaHbl albTEPHATUBHBIE YCTPOMCTBa BBOJAa HH(POPMALMU, B TOM 4YHCIE CIEUUAIbHbIC
BO3MO>KHOCTH OIE€PAIIMOHHBIX CUCTEM, TAKMX KaK 3KpaHHas KJIaBHATypa, C HIOMOIIbIO KOTOPOH MOXKHO
BBOJIUTh TEKCT, HACTPOMKA JACUCTBUI MPU BBOJE TEKCTA, N300pAKEHUS C MOMOILBIO KJIaBUATyphl MU
MBIILLIY.

AynuTtopust AJIi CaMOCTOSITENbHOM MOJArOTOBKM OOydYaromuxcs (KOMIBIOTEPHBIH KJacc) —
CTaHJapTHbIE pabouyue MecTa ¢ MEePCOHAIbHBIMH KOMIIbIOTEpaMH; paboyee MECTO C MEPCOHATbHBIM
KOMITBIOTEPOM, C IPOTPAMMHBIM 00€CIIEYeHHEM SKPaHHOTO JOCTYyIa.

ApnanTanus AMCUMIUIMHBI TpEeJHAa3Hau€Ha Ui JIONOJHUTENIbHON WHAMBHUAYAIN3HUPOBAHHON
KOPPEKIMH HapylIeHUH y4eOHBIX U KOMMYHUKAaTUBHBIX YMEHHUH, TPOPECCHOHATBHON M COLMAIbHOMN
aJlanTanuy Ha 3Tarne o0ydenus ooydarommuxcsa ¢ OB3 u nunBanuios.

18



