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1. LIEJIM Y 3AJTAYM YUYEBHOM JIUCLIUITIVHBI

JucuumnuHa «3amuTta wHQOpPMAIMM» OTHOCHTCS K O00s3aTENIbHOM YacTH OCHOBHOM
npodecCHoHAIbHON 00pa30oBaTeIbHON MporpaMMbl 1Mo crnenuanbHocTh 26.05.07 «OkcmmyaTarus
CYJOBOTO 3JIEKTPOOOOPYZOBAHUS M CPEICTB aBTOMATHKN», NPOPHIb « DHEPTeTHUECKUE YCTAaHOBKU U
3JIEKTPOOOOPYAOBaHUE CYIOBY», MpeaycMoTpeHHol YueOHbM ianoM OI'bOY BO «Kamuatl TY ».

Llenplo mpemnopaBaHusl AUCHUILTUHBI SBIsieTCs (OPMHUpPOBaHHE y OOy4YaeMbIX 3HAHWN B
00JacTH TEOPETUYECKUX OCHOB HH(MOPMALMOHHOW O€30MacHOCTH W HABBIKOB IMPAKTHYECKOIO
oOecrieueHns 3amUThl HHGOpMAIMM W OE30MacHOTO HCHOJB30BAHUS MPOTPAMMHBIX CPEACTB B
BBIUYHCIUTENBHBIX CUCTEMAX.

3ajayamMu U3y4eHUs AUCLUILUIMHBI SBIISIOTCS:

— U3yYeHHE OCHOBHBIX TEOPETHYECKHX IIOJIOKEHHUH M METOJOB B OOJIACTH 3aIIUTHI
uHpopManuy,

— O3HAaKOMJICHHE C OCHOBHBIMH yIpO3aMU HH(OPMAIIMOHHON 0€30MacHOCTH, MpaBHIIAMH UX
BBISIBJICHMS, aHanu3a ¢ (OpMUpOBaHMS TpeOOBaHMM K pa3HbBIM ypOBHSAM oOOecreueHus
nH(OPMAIMOHHON 0€30MaCHOCTH;

— 0O3HAaKOMJIEHHE C OCOOEHHOCTSIMH YIpO3, CO3/1aBAE€MbIM BPEIOHOCHBIM IPOTPAMMHBIM
obecrnieueHreM, XapakTepHbBIMU YePTaMH BUPYCOB U CPEICTB OOPHOBI C HUMHU;

— (hopmupoBaHNEe YMEHUN U NMPHUBUTHE HABBHIKOB MPUMEHEHUS] TEOPETUUYECKUX 3HAHHMM IS
pelIeHus pUKIIaIHbIX 33134, a TAK)KE Pa3BUTHE HOBBIX MOAXOJIOB K 0OecrieueHHIO NHPOPMAITMOHHON
0e30macHOCTH B chepe SIKOHOMHUKH;

— y4€T OCOOCHHOCTEW peanu3alud TEXHOJOTMHM 3allUThl JAHHBIX B CYHIECTBYIOILIUE
WHCTPYMEHTHI TIOJICP’KKH U Pa3BUTHsI OM3HEC-TIPOLIECCOB B 3KOHOMUYECKOH cepe U MPUMEHEHHS UX
B CHUCTEMaXx YIIpaBJICHHs OpraHu3aluei;

— pa3BUTHE HOBBIX MOAXOAOB K obecreueHH0 MHGOPMAIMOHHON Oe3omacHocTU B chepe
HKOHOMUKH.

B pe3ynbrare n3yueHus porpaMmsbl Kypca CTYI€HThI JOJKHBIL:

3HaTh: OCHOBBHI MH(OPMALMOHHOW O€30macHOCTH M 3aIlUTHl HWH(GOPMAIMH, MPHHIUIIBI
Kpuntorpaguueckux mpeodpazoBaHUM, THUIOBBIE MPOrpaMMHO-AIMapaTHbIE CPEACTBA U CUCTEMBI
3amUThl HHPOPMALIMK OT HECAaHKIIMOHWPOBAHHOTO JIOCTYNA B KOMITBIOTEPHYIO CpPEIy; COBPEMEHHEIC
TEHACHIIMU yTrpo3 WHPOPMAITMOHHON 0€30MacHOCTH, HOPMATHUBHBIE MTPABOBBIE TOKYMEHTHI 10 3aIIUTe
uH(poOpMalMK, a TaKXKe COBPEMEHHbIE METOJbl U cpeAcTBa olecredeHus HHGOPMALMOHHON
0€30I1aCHOCTH B SKOHOMHUYECKUX HH(POPMALIMOHHBIX CHCTEMAX.

YMeTb: BBIABIATH yrpo3bl MH(MOpPMAIMOHHONW O€30MacHOCTH, HCIOJIb30BATh HOPMAaTHBHbBIE
IPaBOBbIE JIOKYMEHTBHl IO 3alluTe HH(pOpMAIMM, HCCIe0BaTh, MCIOIb30BaTh U  Pa3BUBATh
COBpEMEHHBIE METO/bl U CpelicTBa obecriedeHus MHPOPMAIMOHHON O€3011acCHOCTH; PEaJTu30BbIBAThH
MEpONpPHUATHS U1l 0OecrieueH s Ha NMPeINpUiTui (B OpraHu3aluu) AesTeNbHOCTH B 00JaCTH 3alUThI
uH(pOpMallMK, NPOBOAUTH AHAINW3 CTENEHU 3alIUIIEHHOCTH WH(OpPMAllMM U  OCYLIECTBIATH
MOBBIIIEHUE YPOBHS 3aIIUTHI C YYETOM Pa3BUTHs MAaTEeMaTHYECKOTO0 M MPOrpaMMHOI0 oOecreueHus
BBIUMCIIUTENbHBIX CUCTEM, Pa3pabaThIBaTh CPEJICTBA U CUCTEMBI 3aIIUTHI HH(pOpMAaLIHH;

HNmeTh mnpeacTaBjieHMe O THUIOBBIX pa3pa0OTaHHBIX CPEACTBAX 3allMThl MH(OpMaIUH,
BO3MOXKHOCTSIX MX HCIIOJIb30BaHUS B PEaJbHBIX 3a/layaxX CO3/IaHUS U BHEAPEHUS MH(POPMAIMOHHBIX
CHUCTEM M HaBBIKH BJaJCHHUS NpHEeMaMu pa3pabOTKH MOJUTHKM O€30MacHOCTU NPEANPHUATHS U
HaBbIKM MCMOJb30BAaHUSI METOJOB U CPEACTB obOecrieueHuss MHGOPMAIMOHHON Oe30MacHOCTH B
COLIMAJIBHO-9KOHOMHUYECKUX HH(POPMALIMOHHBIX CHCTEMAX.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUSA JUCHUITVIMHBI

B pesynbprare n3yueHus! IMCHUILIMHBI Y CTYJICHTA JOJDKHBI OBITh C(HOPMHPOBAHBI CIIEAYOIIHE
o0menpodeccroHaIbHbIE KOMITETCHITUH:

— CrocoOHOCTh UCIIONB30BaTh COBPEMEHHbIE MH(POPMALMOHHbIE TEXHOJIOTMU W MpPOrpaMMHbIE
CpeIICTBA MPU PELICHUHU 3a/1a MPOPECCHOHATBHON JeATEIbHOCTH, 00eceurBasi BBINOJHEHHE TPEOOBAHUIMA
uH(popmanmonHoi 6ezonacHoctH (OITK-5).



[Inanupyembie  pe3ynbTaThbl

Oo0y4eHus: TMpU U3YYEHUH JAUCHUILIHHBI,

COOTHCCCHHEBIC C

IUIAHUPYEMBIMH pe3yJIbTaTaMU OCBOCHUS 00pa30BaTEIbHOM MTPOTrpaMMBI, IPECTABICHBI B TAaOIHIIE.

Tabmuua - [lnaHupyemble pe3yibTaThl OOy4YCHHMS NPU W3YYEHUH JUCHUIUIMHBI, COOTHECEHHBIE C
IUIAHUPYEMbBIMH Pe3yJIbTaTaMH OCBOEHUs 00pa30BaTeIbHON NpOrpaMmbl

Kon
KoMIIeTe
HUMH

HaunumenoBanue
KOMIIeTeHIINH

Koa u
HAaHMEHOBaHHe
HHAUKATOpPA
poctukenus OIIK

IInanupyemblii pe3yabTaT 00y4eHust
110 AUCHHUILIMHE

Kona
noxKas3arejs
0CBOCHHSI

OIIK-5

CniocobeH
HCITIONB30BAaTh
COBpPEMCHHBIC
HHGOPMAITMOHHBIC
TEXHOJIOTUH u
MPOrpaMMHBIE
CpEICTBa MPU PEIICHHN
3a1a
podecCHOHANTBEHOM
JICATEITLHOCTH,
o0ecrieunBast
BBITIOJIHCHHE
TpeOoBaHMA
rH(QOpPMAIMOHHON
0e30MacHOCTH

NJ-1 onk-5
Brnagets HaBbIKaMu
UCTIOJIb30BaHHUS
COBpPEMEHHBIX
UH()OPMALTMOHHBIX
TEXHOJIOTUH u
MPOTPaMMHBIX
CpelcTB npu
peleHnn 3ama4
npohecCHoHaTbHON
JeSITeTbHOCTH,
obecreunBast
BBITIOJTHEHHE
TpeboBaHMIt
MH()OPMAIIMOHHON
OezomacHOCTH

3HaTh:

- OCHOBBI “H(OPMAITUOHHOM
0e30IaCHOCTH W 3aIlWTHl HWHGOpPMAIIHH,
TIPHUHIUIIBI KpUNTOrpadhuaecKux
peoOpa3oBaHuii;

- BUJIBI YTPO3 MH(POPMAIMOHHBIX CHCTEM
u METOJIBI obecrniedeHus
nH(OPMAIMOHHOM 0€30MMacHOCTH;

- TUTIOBBIC CPEACTBAa U CUCTEMBbI 3alIHUTHL
HHPOPMAIIUK OT HECAHKIIMOHUPOBAHHOTO
JIOCTyIIa B KOMIIBIOTEPHYIO Cpely |
BO3MOKHOCTb ux HCITOJIB30BAaHUS B
peanbHBIX 3ajadax ~ CO3JaHUs u
BHEIpCHUST HH()OPMAIIMOHHBIX CHCTEM.

3(OIIK-5)1

3(OITK-5)2

3(OIIK-5)3

Ymersn:

— BBUIBISITH  yTPO3BI
0e30IacHOCTH;

— 000CHOBBIBATH OpraHU3alMOHHO-
TEXHHYECKUEC MEPONPHUSATHS MO 3aluTe
uHpOpMaLlUK B UHPOPMAaITMOHHBIX
cucTeMax;

— peajM30BbIBATE  MEPOIPUATHS  JUIA
obecriedeHusl JIEATENBHOCTH B 00JacTH
3aIIUTHl HHOPMAIIMU HA TPEINPHATHH (B
OpraHM3allnn);
— IIPOBOJTUTH
3alUIIEHHOCTH

WH(GOPMAITIOHHON

aHaJIN3 CTENECHU
UHPOpPMAITUH u
OCYIIECTBIISITH  TOBBIIICHUE  YPOBHS
3alIHUTHI c y4eToM pasBUTHS
MaTeMaTHYeCKOro ¥ MPOrPaMMHOTO
o0ecrieyeHus] BBIYMCIHTEIBHBIX CHCTEM,
pa3pabaTeiBaTh CpEACTBA W  CHUCTEMBI
3alIUThl UHPOPMAIIHH.

V(OIIK-5)1

V(OIIK-5)2

V(OIIK-5)3

V(OIIK-5)4

Baagers:

— HaBBIKAMHU Pa3pabOTKH W TPUMEHEHHUS
cucteM HH(POPMAaLMOHHON 0€3011acHOCTH;
— HaBBIKAMHU Pa3pabOTKH MPOrPaMMHOIO
obecriedeHusi u 0a3 JaHHBIX, KOTOpbIC
o0ecreunBaOT TMPUEMIIEMBId  YPOBEHBb
nHPOPMALMOHHON 0€301acHOCTH;

— METOJaMU  3aIllUThl  KOMIIbIOTEPHOM
uHpOpPMALMK  TPH  [POEKTHPOBAHHH
MH(OPMAITMOHHBIX CHCTEM B Pa3iIHMYHBIX
MPEeIMETHBIX 001aCTsIX;

— HaBBIKAMU paboTsl c
HHCTPYMEHTAJIbHBIMU CpeAcTBaMH
obecrniedeHus WHQOPMAITMOHHOHN

B(OIIK-5)1

B(OIIK-5)2

B(OIIK-5)3

B(OIIK-5)4




Kon n

Kon . Kox
HauMenoBanue HAaHMEHOBaHHeE IlnanupyemMblii pe3yabTaT 00y4eHUs
KOMIIETe nmoxKasarteJjsa
KOMIIETCHIINHA nH[mRaTopa 0 JTUCIHUIIJINHE
HIIUHU 0CBOCHUA

pocrmzkenus OIIK

0€30I1aCHOCTH.

3. MECTO JUCIHUILIUHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI

Kypc «3amura nHGOpManum» OpueHTHPOBAH Ha MOATOTOBKY OaKaJaBpOB IO HAIIPABICHHIO
26.05.07 «Oxkcruryatausi CyIOBOTO 3JEKTPOOOOPYIOBAHHUS M CPEACTB aBTOMATHKW». JMCUUTUIHHA
«3amuTta wHOOpMAIMK» SBISETCS O00SA3aTENLHOW JUCHUIUIMHOW B CTPYKType OOpa3oBaTeIbHON
nporpammbl. Kypc mo3Bosnser nath OyaynM OakanaBpaM TeOpeTHYeCKHe 3HaHUA U c(hOpMUPOBATH y
HUX TPAKTHYECKUE HABBIKM B CO3JaHMM M MPUMEHCHHH MPOTPAMMHO-TEXHHUYECKUX CPEICTB IS
pelieHus 3a1a4 ooecrieueHus THPOPMAITMOHHOHN 0€301aCHOCTH U 3aIHTHI TaHHBIX.

3.1.  Ceasv c npeowecmeyouwumu u OUCYUNIUHAMU

B cootBercTBUUM ¢ yueOHBIM M1aHOM 1o HampasieHuio 26.05.07 «OkcmryaTaiust CyJ10BOro
3JIEKTPOOOOPYIOBaHUS M CPEACTB aBTOMATHKW» AUCLUILIMHA «3aiuTa nHbopManun» 6asupyercs Ha
mucuuummHax  «MHpopmanmnonnsie  TexHoJorum», «CyaoBble HH()OPMAIMOHHO-U3MEPHUTEIIBHBIC
CHCTEMBI».

Teopernueckoil OCHOBOH Ui H3yYeHHS MaTepHaia 1Mo TUCHHILIHHE «3amuTa HHPOPMALIN»
ABIISIIOTCSL  JUCUMIUIMHBL  «MHUKpOIIPOLIECCOPHBIE  CUCTeMbl  ympasieHus»,  «CynoBble
ABTOMATH3UPOBAHHBIE JIEKTPOIHEPTETUICCKUE CUCTEMBD.

3.2.  Ceasb ¢ nocnedyrwouyumu OUCYUNTUHAMU

Marepuan, uW3y4eHHBIH CTyleHTaMH B Kypce «3ammra HH(QOpPMauu» 4YacTHYHO
UCIIOJIb3YETCS NPU U3YyYEHUHU IUCHUIUIMH «HQOpMalMOHHBI MEHEeIKMEHT», «MHTemIeKTyanbHble
UH(POPMALIMOHHBIE CUCTEMBD», «lIpenMeTHO-OpHeHTHPOBAaHHBIE IKOHOMHMYECKHE HH(OpMaIMOHHBIE
CUCTEMBI», a Takke sBisieTca 0azol g KypcoB «lIpOeKTHBIM NpakTUKyM». 3HAHUS U yMEHWS,
MOJIyY€HHbIE B XOJI€ U3y4eHHUs Kypca «3ammra HHPOpMAIUN», MOTYT OBITh HCIIOJIb30BAHBI IpPU
HOJTOTOBKE CTYJEHTaMH KYPCOBBIX U JUIJIOMHBIX pabOT U IPOEKTOB.




4. COAJEP KAHUE JUCHUIIVINHbI

4.1. Temamuueckuit nian OucCyuUnIUHbBL
KonTakTHast °
g pa6ora no % o 5 =
\§ BH/JIaM Y4eOHBIX E % = E
=" 3aHATHI 5 = S, B =z Er
HanmenoBanue Beero | & 24 = _| 55 a:) 2 2 =
Pa3/iesIoB M TeM 4acoB E = | & § Y =4 £ l§_ = E e e
=| E|Ig=d 58 8 = 2 8 =
= ZIE B2 ac = Iy =
3| 223188 &8 & S =
=z Vo4 s
CEFS 2 = 5
Ounast popma o0ydeHUS
Tema 1: OcHoBEI HHpOpPMALU- apoc, 11
 1: O Gopmam-| 4 | 49| 4 | - |60 | 4 |OmposI
OHHOM 0€30IacHOCTH Tect
Tema 2: CraHmaptbel U cre-

Omnpoc, 113,
nu¢ukauuu B odnactu uudop- | 14 10 | 3 - 7.0 4 I")FeCT
MAallMOHHOI 0€30IaCHOCTH
Tema 3: BpenonocHoe mpor- Omnpoc, 113

peil p 14 |10 3| - | 70| 4 poc, 113,
paMMHOE o0ecIieueHne Tect
Tema 4: Kpunrorpadusa, mu- Omnpoc, 113,

punrorpag 14 | 9|3 | - |eo| 5 |0
(dhpoBaHUE U 3aIUTA JAHHBIX Tect
Tema 5: Metoasl 1 cpeacTBa
: pel Ompoc, 113,
obecrieuenuss ¥ WHpOpMaIu- 16 9 3 - 6.0 7 Teer
OHHOM 0€30IacHOCTH
3auer
Bcero 12 48 | 16 32 24
3aounas popma oOydeHHs
Tema 1: OcHOBEI UH Maru- o I1
ema OcHo dhopmarr 10 4 |20 i 5 6 Omnpoc, 113,
OHHOM 0€30IacHOCTH Tect
Tema 2: CranmapTbl U coe-
1ap Ompoc, I13,
nu¢ukanuu B odnactu uHpop- 11 - - - - 11 Teor
MAaIlMOHHOH 0€30I1aCHOCTH
Tema 3: Bpenonocnoe mpor- 16 i ) i ) 16 Ompoc, 113,
pamMmMHOe obOecriedeHne Tect
Tema 4: Kpunrorpadus, mmu- 16 4 ) i 4 12 Omnpoc, 113,
dbpoBaHUe U 3aIIMTa JAHHBIX Tect
Tema 5: Metoasl 1 cpeacTBa
: pel Ompoc, 113,
obOecrieuenus u uHpopmauu- | 15 - - - - 15 Teer
OHHOI 0€30MacHOCTH
3auer 4 4
Bceero 72 8 2 6 60 4

*[13 — npakTrueckoe 3aganne, P3 — pemenne 3anay, KC — KOHKpeTHast cUTyarus




4.2.  Onucanue codeprcanusn OUCYUNIUHbBL

JucuunianHapHbld MOAYIH |

Tema 1: OcHoBBI HH(POPMAITMOHHON GE30MTACHOCTH.

Jlexuwms 1.1. BBenenue B nHpOpManoOHHY0 O€30MaCHOCTh

Paccmampueaemvie sonpocoi:

Hanmonanphast 0e30macHOCTb: BUABI 0E€30MACHOCTH: TOCYJApCTBEHHAs, IKOHOMHYECKas,
oO0IIeCTBEHHAs, BOCHHAs, SKOJIOTHYECKas, HHPOPMALMOHHAS; POJIb U MECTO CHUCTEMbI OOecredeHus
nHpopmarnmonHoit 6ezonacHoct (Mb) B cucreme HarmmoHanbpHOU Oe3omacHocTH P®D; noxrpuna UB,
uctopus npodnemsr Ub, yrposst Ub; Mmetonb! u cpencrea obecnieuenus Ub.

Jlexumst 1.2. OcHOBHBIC TOHATHSA HH(POPMAIMOHHOM Oe30macHoCTH Paccmampusaemobie

80NpPOCHI:

OcHoBHblE TepMUHBI U ompeaeneHus aucuumiuael Wb,  Merogonoruueckue u
TEXHOJIOTUYECKHE OCHOBBI KOMIUIEKCHOTO obecneuenust Wb; Momenu, crparermu W CHCTEMBI
obecnieuenus Mb; metonsl ympaBineHus, opraHu3anuu u obecnedeHus padot mo obecreyenuto Ub;
obOecneuenre b B HOpMabHBIX U YpE3BbIUANHBIX CUTYaLUSIX; IPOOIEMbI HH(POPMALIMOHHON BOMHBI.

Jlexmus 1.3. HopmatuBHO-ipaBoBOE obecreueHre HHGOPMAIIMOHHOM 6€30MacHOCTH

Paccmampueaemvie sonpocoi:

3akoHomarenscTBO P® B obmactu  uHPOpPMAIMOHHOM  0E30MAaCHOCTH,  3AIIUTHI
rOCYJapCTBEHHON TalHBI M KOH(QUACHIMAIBFHOW HH()OpMAUM, KOHCTHTYIIMOHHBIE TapaHTUU TIpaB
rpakaaH Ha UHGOPMALIMIO M MEXaHU3M UX peau3alliy; MOHATUE U BHUJBI 3alUIIaeMoil nHpopManuu
M0 3aKOHOAATeNbCTBY P®; 3ammrTa MHTEIUIEKTYalIbHON COOCTBEHHOCTH CpPEICTBAMM IMATEHTHOTO M
aBTOPCKOTO [paBa; IMpaBOBas perjaMeHTAalsl OXPaHHOW JAESITENbHOCTH; MEXKIYHapOTHOE
3aKOHOJIATENILCTBO B O0JIACTH 3aLIUTHI HH()OPMAIHH.

Jlexuus 1.4. [lepconanbHbie TaHHBIE

Paccmampueaemvie sonpocoi:

OmnpeneneHre TNEPCOHAIBHBIX JaHHBIX. KOH(UICHIMANIBHOCTh TEPCOHAIBHBIX JIAHHBIX.
Kouctutynus, 3akon Ne24-®3 o mepcoHaldbHBIX HaHHBIX. [IpUHIUNBI 00pabOTKH TEPCOHATBHBIX
naHHblx. CrnenumanbHble Kareropuu. OOecrneueHUs 3allldThl M pa3TpaHUYEHUE JocTyna K
nepcoHanbHO MHopMaiu. buomerpuueckue nepcoHagbHble AaHHbIe. Co3/1aHUE, UCIOIb30BAHUEM
nporpaMM u 0a3 JaHHBIX MEPCOHANBHBIX JAHHBIX U UX IIPABOBAsi OXpaHa.

JIaGopartopnas pabota Nel. 3amura nokymentoB MS Office

3ananue: Ha ocHoBe yueOHOro marepuala IO 3alluTe JOKYMEHTOB, CO3/IaHHBIX B (hopMaTe
MS Word, MS Excel, MS Access, moAroroButh COOTBETCTBYIOIIHE (ailyibl, 3alIUTUTh HX,
no00paHHBIM JUIsl 3TOM oONepanuH, M[apojieM U IMPOBEpUTh HA YTEHHE, pPEIaKTHpPOBaHUE,
KOIUPOBAHUE.

JlabopaTtopHas padota Ne 2. 3amuTa apXuBHBIX (DailJIoB ¢ TOMOIIBIO TAPOJIs 3aaHue:

N3yunth naponapHyI0 3alIUTy HHPOPMAIHH MPUKIATHOTO TPOTPAMMHOTO
oOecrieyeHHs M Ha OCHOBE 3TOr0 Marepuaja co3JaThb apXuB M3 Ipynmnbl (QailioB W 3alIUTUTH €ro
napojiieM OT PacKpbITHS U mpouteHus. [IpoBectu 3amuTy apxuBHbIX (aiiioB dopmara .*.rar, *.zip.
[TonnpoGoBaTh pacmakoBaTh apXUB MIPOU3BOJILHBIM MapOJIEM U MapoJieM, KOTOPBIM HUCIOIb30BANICS MPU
3alluTe.

JlabopaTtopHnas padota Ne 3. 3ammra koma HTML — ctpanui

3amanue: U3yunts 3amuty unpopmarmu HTML-crpanun (kon HTML, JavaScript, VBScript,
TEKCT, CChUIKM M IpaduKy M T.[.) U Ha OCHOBE 3TOT0 MaTepuaja 3allUTUTh TEKCT OT YTECHHUS.
bnokupoBaTh IMIENMYOK MPABOW KHOIMKOM MBIIIM, OTOOpaXEHHWE CCBUIKM B CTPOKE COCTOSIHMA,
BbIJIEJICHHE TEKCTa, UCIOJIb30BaHUE CTPAaHUUKH B 0 (diaiiH, pacneyaTKy CTpaHHIIbL.

CPC 1o TEME 1.

IToaroTroBKa K JIEKIIHSIM.

N3y4yeHne qONONMHUTEIBHOIO TEOPETUUECKOIO MaTepraa.



[ToaroroBka TeopeTHUECKOro MaTepuasa U JaHHBIX JIJIs BBITOJIHEHUS 1a00paTOPHBIX padoT.

IlonroroBka ¥  HPOXOXKAECHHE  TECTUPOBaHMS  (C  HMCIOJIB30BAaHUEM  NPOTPAMMBI
uHGOPMALIMOHHOM cucTeMbl «KTecmy).

[Ipumepsl BOIIPOCOB TeCTA:

1. Yro Takoe kKoHpHUACHIHATBHOCTh HHpOpMaIun?

—  rapaHTus TOro, YTO KOHKpeTHas WH(opMauus TOCTyIHa TOJBKO TOMY KPYTy JUL, IS
KOTOpOTO OHA MpeJHa3HauYeHa

—  3allUMUICHHOCTh HHPOPMAIMH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

—  rapaHTus TOrO, YTO MCTOYHMKOM HH(OpPMAIUH SBISIETCS UMEHHO TO JIUIO, KOTOPOE
3as1BJICHO KaK €€ aBTop

—  TapaHTUs TOr0, 4YTO MpPH HEOOXOIMMOCTH MOXXHO OyIeT J0Ka3aTh IOAJIMHHOCTD
uHpopmanuu

—  rapaHTus TOro, 4YTo MH(pOpMAIHs NPeCTaBlieHa B HEUCKA)KECHHOM BUJIE

2.  Uro Takoe 1eNocTHOCTh uHpopmanmu?

—  TapaHTHs TOTO, YTO MH(OpMAIHs MpeICTaBlIeHa B HEUCKa)KEHHOM (MCXOIHOM) BUIE

—  JIOCTYHHOCTH WH(OpPMAIMH PA3PEIICHHOMY KpPYTY JIHII

—  rapaHTus TOro, YTO MpEACTaBlieHa HE TOJBKO cama MH(pOpMalusi, HO U €€ UCTOYHUK,
00beM, J1aTa nocieHel KOpPEKTUPOBKU

—  TapaHTHs TOTO, YTO HH(OpPMAIH MPEJICTABIAETCS B TOJTHOM 00bEME, a HE 110 YacTAM

3. Uro Takoe ayTeHTUYHOCTh HHPOpMAITIH?

—  TapaHTus TOTO, YTO MCTOYHMKOM HH(OpPMAIMH SBISIETCS UMEHHO TO JIUIO, KOTOPOE
3as1BJICHO KaK €€ aBTop

—  TapaHTHs TOTO0, 4YTO HH(OpPMAIHs ceiiuac CyIecTBYET B €€ UCXOTHOM BUJIE

—  TapaHTHUs TOTO, YTO KOHKpETHas WHPOpMaNus AOCTYIHA TOJIBKO TOMY KPYyTy JIUII, IS
KOTOpOTO OHA MpeJHa3HAUYeHA

Tema 2. CrangapTsl ¥ crienuHUKaMy B 00J1acTH HHPOPMAIIMOHHOHN 0€3011acHOCTH

Jlexmus 2.1. TpeboBanus 6e30macHOCTH K HH()OPMALIMOHHBIM CUCTEMaM

Paccmampueaemvie sonpocwi:

CtpykTypa ¥ NOpUHIUNB (YHKIIMOHUPOBAHHS COBPEMEHHBIX BBIYUCIUTEIBHBIX CHCTEM.
[TpoGnembl oOecnieueHust 6€30MacCHOCTH OOPAaOOTKM M XpaHEHUs MH(OPMALMKU B BBIYUCIUTEIbHBIX
cuctemax. bazoBble dTanbl MOCTPOEHUSI CUCTEMBI KOMIUIEKCHOW 3aIUTHI BBIUYMCIUTEIBHBIX CHCTEM.
AHanmu3  Mojened  HapymuTenas.  YTrpo3sl  MHO)OPMAIMOHHO-MPOTPAMMHOMY  OOECIIEYEHUIO
BBIYUCIUTENBHBIX CUCTEM U MX Kiaccuukanus. OyHKIMHA CUCTEMBI 3aLUTHI M0 HPEAYHNPEXIECHUIO
yIpo3 W YCTPAHEHUIO TMOCIEACTBUM uX peanusauuu. Kraccudukanus crnocoOoB U CpencTs
KOMIUIEKCHOH  3amuThl uHpopmauuu. Kiaccuduxamms MeToAoB 3alMThl  HMH(pOpMALMU  C
MCIIOJIb30BaHUEM MPOTPaMMHO-ANNAPATHBIX CPEICTB BEIYUCIUTEIbHOU CUCTEMBI.

Jlexuus 2.2. CtanaapTsl HHOOPMAIIMOHHON 0€30MaCHOCTH PacHpe/ieIeHHbIX CUCTEM

Paccmampueaemvie sonpocoi:

CepBucbl 0€30MaCHOCTH B BBIYMCIMUTENBHBIX CETSX: ayTeHTH(UKalus, ayTeHTH(UKanus
napTHepoB  mo  OOIIEHMIO,  yNOpaBiI€HHE  JOCTYNOM,  KOH(PHUIEHIUAIbHOCTh  JaHHBIX,
KOH(QUJIEHIIMAIBHOCTh ~ Tpaduka, LEJIOCTHOCTh  JAaHHBIX, HEOTKa3blBAEMOCTb.  MeEXaHU3MBbI
0e30macHOCTH. AJAMMHUCTPUPOBAHUE CPENICTB 0€30MacCHOCTH MH(POPMAIIMOHHON CHUCTEMBI: CEpPBHCOB
0€30MacCHOCTH, MEeXaHU3MOB Oe3omacHocTH. ObecredyeHue JOCTYMHOCTH HH(OpManuu. 3aliuTHbIE
MEpBI.

Jlexuusa 2.3. CranaapTsl HHGOpMamoHHoH 6e30nacHocTH B PO

Paccmampueaemvie sonpocoi:

Crannaptel uH(pOpMAIIMOHHON Oe3omacHOCTH. ['ocTexkomuccusi U €e polib B 00eCcTedeHun
nH(pOpMaITMOHHOM 0€e301acHOCTH B PO. JloxyMeHTBI o OIlEHKE 3aIIUIIEHHOCTH
aBTOMAaTU3UpOBaHHBIX cucreM B P®. Ilokaszarenu 3amumeHHocTH. Kiaccsl 3alMIEHHOCTH.
CraHgapThl OLIEHKH O€30MaCHOCTH BBIYMCIUTENBHBIX cUCTeM. TpeOoBaHus PYKOBOASILINX TOKYMEHTOB
["'ocTexkoMuccum.

JlabopaTtopHas padota Ne 4. OTKpBITEIEC IOPTHI U 3aMYIIEHHBIE CITYKOBI



3ananue: Ha ocHoBe yuyeOHOro wmatepuana IONYYUTh CIHUCOK OTKPBITHIX IOPTOB U
3amymeHHbIX ciayx0 ucnonb3ys yrunury Fport ¢upmsl Foundstone. To sxe camoe mponenars ¢
nporpammoit Netstat. u yrunuroin PortQry.

Jlaboparopuas padota Ne 5. OTKpsITEIC (DAiITBI U BIAICIONINE UMH ITPOIIECCHI

3amanue: Ha ocHoOBe yueOHOro wmaTepuana IMOJYYUTb CHUCOK OTKPBITHIX (ailioB u
BJIAJICIOIIMX UMH TPOLIECCOB UCTIONB3Ys mporpamMMel handle u Program Explorer.

CPC o teme 2.

[ToaroroBka K JEKIUSAM.

W3ydenue qOMONMHUTEIHLHOTO TEOPETUUECKOIO MaTepuraa.

[TonroToBka TEOPETUYECKOTO MaTepHaja U JaHHBIX JUIS BBIMOJIHEHUS TaO0paTOPHBIX PadoT.

[lonrotoBka ¥  MPOXOXKACHHE  TECTUPOBaHMS  (C  HUCHOJIB30BAaHUEM  IMPOTPAMMBI
uH(pOpMaIIMOHHOU cucTeMbl «KTecm»).

[Ipumepsl BOIIpOCOB TecTa:

1. VYrposs 0€30MacCHOCTH pacripeieieHHbIM BBIYUCIIUTENIEHBIM cucTeMam
KJIaCCU(UIUPYIOTCS:

— IO LIeNU BO3ACUCTBUS

- 10 XapakTepy BO3IEHCTBUSA

- 10 YCJIOBHUIO HavaJla BO3JCHCTBUSA

— 10 PACTIOJIOKEHUIO CYOBEKTa OTHOCHTEIHFHO 00BEKTa aTaKu

— 0 COOTBETCTBUIO ypoBHs Mojenu ISO/OSI onepanimoHHol cructeMe

— 10 ypoBHIo 3TanonHou Mozenu ISO/OSI, Ha KoTOpoM MTPOU3BOAUTCS BO3CHCTBHE

- 10 YCJIOBUIO OKOHYAHUS BO3JAECHCTBUS

2. Ilo xapaktepy BO3ICHCTBUSI yrpo3bl paclpeelIeHHBIM BBIUYMCIUTEIFHBIM CHCTEMaM
KJIaCCU(PUIUPYIOTCS Ha:

—  IlaccuBHoe (mpociylInBaHUE KaHANa)

—  AkTtuBHOE (IPOM3BOAUTCSA UBMEHEHHUS B CUCTEME)

—  VYganennoe (ucnones3yetcs ceTb HTEpHET)

- CkpeiTOe (MpUMEHSIOTCS CPEICTBA KpUnTorpadun)

—  be3Bo3mesnHoe (omaTta mojab30BaTeNieM HE TpeOyeTcs)

3. CkompbKO MOTEHIMAJIHHBIX KaHAJOB HECAaHKIIMOHHPOBAHHOTO JOCTyINa OOHApyKEHO B
TCP/IP-cetu?

- Oxkomno 135

- 32

— He Oosnbire 50

- 6omee 500

JIMcuMIIMHAPHBIN MOAYITh 2

Tema 3. BpenonocHoe mporpaMmmHoe o0ecriedeHue

Jlexuus 3.1. KoMnbroTepHble BUPYChI

Paccmampueaemvie sonpocoi:

Hctopusi mosBIEHUS KOMIIBIOTEPHBIX BHPYCOB H  (DaKTOpHI, BIUSIONIME HA HUX
pacnpoctpanenue. [lonsatue koMmnpoTepHOro Bupyca. OCHOBHBIE ATAlbl KU3HEHHOTO ITUKJIa BUPYCOB.
OOBeKThl BHEAPEHUS, PEKUMBI (DYHKIIMOHUPOBAHUS W CHEIHAlbHbIE (YHKIUU BHUPYCOB. Cxembl
3apaxxeHus (QaitioB. Cxembl 3apakeHus 3arpy34ukoB. CrHocoObl MacCKHPOBKH, HCIIOIb3YEMbIE
Bupycamu. Kinaccudukaiusi KOMIbIOTEPHBIX BUPYCOB.

Jlexknus 3.2. IIporpaMMHbI€ 3aKJIAIKU U TPOSTHCKUE KOHU

Paccmampueaemvie sonpocwi:

[IporpammubIMu 3aknaaku (TpostHCKME KoHHM). Kimaccudukamus 3akmanok. PesumeHTHBIE
3aknaaku. Bo3nelicTBrHEe MporpaMMHBIX 3aKJIaJJOK Ha CHCTEMBI: TIepexBaT, HCKakeHue, cOopka Mycopa.



[Tpumepsl MpOrpaMMHBIX 3aKJIaJ0K U «TPOSHIEBY. KiaBuaTypHble MIMUOHBI: UMUTATOPbI, (GUIBTPHI U
3aMECTUTEIH.

Jlexums 3.3. 3amnuTa, oOOHApY)KEHUE U yIaJICHHE KOMITbIOTEPHBIX BUPYCOB

Paccmampueaemvie onpocuwi:

OOmas opraHu3anys 3allUThl OT KOMIBIOTEPHBIX BUPYCOB. TpaH3UTHBIA M JTUHAMUYECKHI
PEKUMBI aHTUBHPYCHOM 3amuThl. [IOMCK BUPYCOB 10 CUTHATypaM U 00€3BpEeKMBAaHIE OOHAPYKEHHBIX
BUPYCOB. YTIIyOJIGHHBIM aHaiu3 Ha HajJU4he BUPYCOB IIyTEM KOHTPOJIS STAJIOHHOTO COCTOSHUS
KOMIIBIOTEPHOM CHCTEMBI. 3aluTa OT JECTPYKTHUBHBIX JIEHCTBUH U pPa3MHOXKEHHUS BHPYCOB.
Hcnonp30BaHue CpeAcTB amnmapaTHOTO U MPOrpaMMHOro KoHTpojs. Crparerus 3abiaroBpeMeHHOU
NOArOTOBKM K 3(QEeKTHBHOM NUKBUAALMU TOCIEACTBHA BHPYCHOW »SnuaeMuu. TexHomorus
rapaHTUPOBAHHOI'O BOCCTAHOBJICHHE BBIYHMCIUTEIBHON CHCTEMBI IOCIE 3apaXKEHUsI KOMIBIOTEPHBIMU
BHUPYCaMHU.

JlaGopaTtopHas pabota Ne 6. Bupychl 1 aHTUBUPYCHBIE CUCTEMBI

3ananue: Ha ocHoBe yueOHOro marepuajia o KOMIBIOTEPHBIM BHPYCaM M AHTUBHUPYCHBIM
CUCTEMaM CO3/aTh BakUMHY s Bupyca Autorun.inf (pasHbIMU crioco0amu, B T.4. aHTUBUPYCHOU
yTUInTON AntiAvtorun), HamucaTh MPOrpaMMy aHTHBHPYCHOTO cKaHepa B cpene Borland Delphi.

Jlaboparopnas padota Ne 7. Ilouck u yHruuTokeHue Bupycon-uepseit BugBear u Opasoft

3amanne: Ha ocHoBe y4eOHOro marepuaia 1Mo KOMIBIOTEPHBIM BHPYCaM M aHTHBHPYCHBIM
CHUCTeMaM BOCIIOJIb30BaThCsl MporpaMmoil clrav.exe, pa3zpabotannoit B Jlabopatopuu Kacmepckoro,
JUTSI TIONCKA ¥ YHUUTOXKCHHS (B CITydae BO3MOXHOTO 0OHapy»keHus) uepseit BugBear u Opasoft.

CPC no Teme 3.

[ToaroTroBka K JEKIHUSM.

N3ydeHnue nONONHUTEIBHOIO TEOPETUUECKOIO MaTepuraa.

[ToaroroBka TeOpEeTUUECKOr0 MaTepuasa U JaHHBIX JIJIs BHIIOJIHEHUS 1a00paTOPHBIX padoT.

[lonroroBka W  HPOXOXKAEHHE  TECTUPOBaHMSI (C  HUCHOJB30BAaHUEM  IMPOTPAMMBI
uH(pOpMaIMOHHOU cucTeMbl «KTecm).

[Ipumepsl BOIIPOCOB TeCTA:

1.  KommnbioTepHblil BUPYC — 3TO...

- mporpaMma, KOTopasi MOXKET «3apakaTh» APyTrHe MporpaMMbl, MOTUPUIIUPYS HX TakK,
YTOOBI BKJIIOUATh B HUX CBOIO, BO3MOKHO, U3MEHEHHYIO KOTIHIO

— KOJI, 00J1aIafoIuii CIIOCOOHOCTRIO K PACIpOCTPAHEHUIO (BO3MOXKHO, C M3MEHEHUSIMU)
yTéM BHEJPEHUS B IPYTHe MPOrpaMMbl

- CJIEJICTBUE OLIMOKH B ONEPAIIMOHHON CUCTEME KOMITbIOTEpPA

- 0e3BpeIHbII KO/, BHEAPSIOLIUIICS B IpyTrUe MpOorpaMMbl

- IporpaMMa, KoTopast MOKET «3apa)xaTb» APYrue MporpaMMbl, OJHOCTBIO U3MEHSISI UX
KOZ

2. Co3nanue KOMIBIOTEPHBIX BUPYCOB SIBIISIETCA. . .

- MpeCTyIUIEHUEM

- MOCJIEAACTBUEM COOEB OMEPALMOHHON CUCTEMBbI

- HEO0OXOJUMBIM KOMIIOHEHTOM MOJATOTOBKU IPOIPaMMHICTOB

- no004HBIM 3(peKToM MpH pazpaboTke MPOrpaMMHOTO 0OecTIeueHUS

3. KantuBupycuem nmporpammam HE oTHOCSTCS:

- UHTEPIPETATOPHI

- dbaru

- MOHHTOPBI

—  PEBU30pbI

- GuIbTpHI

4.  Tlo cpene oOuTaHUs BUPYCHI IETATCS Ha. ..

- ¢aitnoBble, 3arpy304Hble, MAKPOBUPYCHI, CETEBbIE

—  PpE3UJCHTHbIE U HEPE3UICHTHbIE
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- 6G3Bp€I[HBI€, HCOIIaCHBIC, OIIACHBIC, OYCHDb OITaCHBIC
- «CIIYTHHUKHN», K4CPBU», HCBUIUMKHU, HOJ'II/IMOp(bHI)IC, PE3UACHTHBIC
- KOMaHIHBIC, 3arpy>KacMbI€C, BbIIIOJIHACMBIC

JucuumiimHapHbId MOYJIb 2

Tema 4. Kpuntorpadus, mudpoBaHue 1 3al1UTa JaHHBIX

Jlexuws 4.1. BBeneHre 1 OCHOBHBIC MTOHATHS KpUNITOTpapuu

Paccmampusaemvie 6onpocwi:

Beenenne B kpunrorpaduro. IlpeacrtaBineHue 3ammumaeMoll HMHPOpMANHUH. YTPO3bI
6esomacHoct  uHpopmauuu. lLlennocts wuHpopmamuu. OCHOBHBIE TEPMHHBI M TOHATHS
kpunrorpaguu. OTKpBITbIE COOOIIEHUS U MX XapaKTepPUCTHKU. MoJenu OTKpBITBIX COOOIIEHUN;
UCTOPUYECKHI OuYepK pa3BuUTHA Kpunrorpadpuu. OOmas opraHuzanusi KpUnTorpaduieckoi 3amuThbl
uHpopmauuu. Vcrnonb3oBaHue o0IIECUCTEMHBIX U CIIELUAIN3UPOBAHHBIX IPOTPAMMHBIX CPEACTB IS
mmdpoBanus Gaitsios, 1 pabOTHI ¢ CEKPETHBIMU BHEITHUMH HOCUTEIISIMU HH(OPMAITHH.

Jlexuus 4.2. Metoab!l kpuntorpaduieckoro mudpoBaHus

Paccmampusaemvre 6onpochwi:

Tuns! kpunTorpapudeckux cuctem. IIpoctbie MeTo bl MpPOBaHUS: K (PHI TOJCTAHOBKU U
nepectaHoBku. [loncTaHoBKM ¢ TepeMEeHHBIM Kod(duuueHToM caBura. MHOTOCIOMHBIE MIH(PHI.
CKOpOCTHBIE U HEAECTEPMUHUPOBAHHbIE MporpaMMHbIe MHUGPbl. OCHOBBI CKOPOCTHOIO HMIM(POBAHUS.
Baecenne HeompeneneHHocTell B mpomecc Kpunrorpaduyeckux npeoOpazoBaHuil. CTaHAApTHI
muGpoBaHUsL.

Jlexuus 4.3. DnexTpoHHas UQPPOBAst MOMTUCH

Paccmampusaemvie 6onpochwi:

Accumerpuynoe mudpoBanue. Mcmonb30BaHue ICEBAOCITyYalHBIX YHCEN ISl TeHEepaIuu
Koueld. Beibop noposkaroniero yuciaa 1 MaKCUMM3alus JUIMHBI TOCJIE0BaTeIbHOCTH YKMCEeN KIroya.
Pexumbr mmdpoBanus. OcoOeHHOCTH MMU(PPOBAaHHUS JaHHBIX B PEXKHME pPEATbHOTO BpPEMEHH.
HIudpoanue kitoya Npu HEOOXOAUMOCTH €r0 XpaHEeHUs ¢ 3al(pPOBAHHBIMU JaHHBIMH. [IpOTOKOIIBI
pacnpeneneHus Kiroder. [IpoTokoIbl yCTaHOBIEHUS MOJIMHHOCTH.

JlaGopatopnas pa6ora Ne 9. [IpumeHenue MeTo10B raMMUPOBaHUs (PaiioB

3ananue: Ha ocHoBe yueOHOro Marepuaina Mo KpunrorpapuueckuMm MeTojaMm MH(ppoBaHUs
JAHHBIX W3YYUTh U Bocmoiib3oBaThbes mporpammort E-CRYPT st mmdpoBaHus U MOCIEAYIOIIETO
nemn@poBaHUs KOHKPETHOTO (ailiia MeToJOM raMMUPOBaHUS.

JIaGoparopnas padota Ne 10. Kpunrorpaduyeckre MeTop! 3aliUThl HHPOPMALIUH B
KOPIIOPATUBHBIX HH()OPMALIMOHHBIX CHCTEMAX

3amanue: Ha ocHoBe yueOHOro marepuaia HO KpUNTOrpaduuyeckKUM METOJaM 3allUThl
uH(pOpMalMK H3Y4YUTh pa3JIMYHble METOJbl IMM(PPOBAHUS U HX CTaHAAPTHI, H3YYUTh METObI
mu(poBaHUs C OTKPHITBIMU M 3aKPHITHIMH KJIIOYaMH M HPUMEHHUTHh NpU pa3pabOTKe aliropurMa
mUppoBaHus U IeMUPPOBAHUSI OTKPHITOIO TEKCTA.

JIaGopatopnas pad6ota Ne 11. PazpaGoTka anropurMa ornpeaesieHust 4acToThl OyKB U €ro
IpUMEHEHHE JJis Aen(POBKHU TEKCTA, 3alIM(POBAHHOIO METOJIOM TOICTAHOBKU

3ananue: Ha ocHOBe yyeOHOro Marepuana 1o KpurnToaHaIUTHYECKUM METOAaM Jeu(ppOBKU
3alMIIEHHBIX JAHHBIX U3YYUTh METO/ IOJICTAHOBKU U PEATIM30BATh €r0, Pa3pab0oTaB arOpUTM.

CPC no Teme 4

TloaroToBKa K JIEKIIHSIM.

N3y4yeHne JONONHUTEIBHOIO TEOPETUUECKOIO MaTepraa.

[ToaroroBka TeopeTUUECKOro MaTepyasa 1 JaHHBIX JIJIS BBIOJIHEHUS Ja00paTOPHBIX padoT.

IlonroroBka ¥  HPOXOXAECHHE  TECTUPOBaHMsSI (C  HUCIOJIB30BAHUEM  MPOTPAMMBI
uH(pOpMaIIMOHHON cucTeMbl «KTecm»).

IIpumepsl BOIIpOCOB TecTA:

1.  Kpunrorpaduyeckuii anroputm - 3To...

11



- dopmya, ucrionb3yemast [y MH(pPoBaHUs U pacIuppOBKU COOOIICHUH

- dbopmyna, ucroiib3yemast s uGpPoBaHUS COOOIICHUS

- dbopmya, ucrosib3yemas IJis paciIupPOBKH COOOIICHUS

—  ImporpaMmma i nepenayu 3aiu@poBaHHOTO COOOIIEHUS

—  MOCJIEJ0BATEIbHOCTh UCIOIB30BAaHMUS KITIOUEH [Tl e PpPOBKU

2.  Kpunrocucrema - 370...

—  COBOKYIHOCTh QITOPUTMa pAacHIMPpPOBKM U IMU(GPOBAHUSA, OTKPHITHIX TEKCTOB,
C1oco00B, METOI0B MU(POBKH.

—  COBOKYMHOCTH KJIIOUEH i MHUPPOBKU U AN (HPOBKU

—  COBOKYITHOCTH OTKPBITHIX TEKCTOB U MU(PPTEKCTOB

—  MEXaHM3M paclo3HaBaHH OTKPHITOTO TEKCTa

3.  ludposanue - 370...

—  mpeoOpa3oBanue WHGOPMAIMU B LEJISAX COKPHITHS OT HEAaBTOPU30BAHHBIX JIMI[ C
Ipe0CTaBIEHUEM aBTOPU30BAHHBIM OJIB30BATEISIM JJOCTYIIA

—  mpeoOpazoBanue wuH(poOpManuu B IENAX OrPAHHMUYEHHOTO  HUCIOJb30BAHUS B
TOCCTPYKTYpax

—  mpeoOpa3oBaHue HH(GOPMALIUU B LENISIX COKPBITHS OT OKPYKAIOIIUX JIFOIeH

—  mpeoOpa3oBanue HH(GOPMALIUHU B IENIAX KOHPUACHINATHHOCTH Ha MPEATNPUITUI

Tema 5. Metoapl u cpenctBa odecniedeHus: UHOOPMAITMOHHOM 0€301MaCHOCTH

Jlexuus 5.1. Cuctemsl HIeHTU()UKALUY U ayTEHTH(PUKALIUN TTOIb30BaTeNIeH

Paccmampueaemvie sonpocoi:

WnenTudukams moas30BaTeei 1 yCTAaHOBICHNE UX MOMIUHHOCTH MIPU JOCTYIE K
KOMIIBIOTEPHBIM pecypcaM. OCHOBHBIE ATambl JOMYyCKa K PEecypcaMm BBIYUCIUTEIHHOW CHUCTEMBI.
Hcnonp3oBanue mpocToro mapois. Vcronb3oBaHWe AMHAMHYECKHM HM3MEHSIOUIETOCS —Mapodis.
B3aumnas npoBepka MoJIMHHOCTH U Jpyrue ciydyau orno3HaHud. [lapoiapHoe pasrpaHuyeHue 10CTyIa
U KOMOMHHPOBAHHBIE METOJBI. 3alluTa NPOTPAMMHBIX CpPEACTB OT HECAaHKIHMOHUPOBAHHOTO
KOMUPOBaHUs, UCCIeNoBaHUs U Moaudukanuu. [IpuBsska mporpaMMm K cpeie (QpyHKIHOHUPOBAHUS.
3ammTa nporpaMM OT HECAHKIIMOHUPOBAHHOTO 3aITyCKa.

Jlexuus 5.2. Merozasl pa3rpaHu4eHHs 10CTyna

Paccmampueaemvie sonpocoi:

CrniocoObl pa3rpaHUdeHus JOCTyIa K KOMIBIOTEPHBIM pecypcaM. Pasrpannuenue nocrymna mno
cnuckaM. Mcnonp3oBaHue MaTpUIbl YCTAHOBICHHS MOTHOMOUUN. [Ipon3BoibHOE U MPUHYAUTEIHHOE
yIpaBJIeHUE JOCTYNOM. PasrpaHmueHme JOCTyma TIO YPOBHSM CEKPETHOCTH U KaTErOpHsM.
Oco6eHHOCTH IPOrpaMMHON peann3aluy KOHTPOJIsSl yCTaHOBIEHHBIX OTHOMOYUIA.

Jlexuus 5.3. Peructpanus u ayaut

Paccmampueaemvie sonpocoi:

Omnpenenenne U cofep)KaHue PErucTpanu M ayanTa HHQOPMaIMOHHBIX cucTeM. PuKcanus
coObITHI Ge30macHOCTH. AyANUT U 3P PEKTUBHOCTb CUCTEMBI Oe30macHOCTH. Peanu3aius MexaHu3MoB
perucTpanii M ayauTa. 3agadd  ayauTa. lIpakTHdeckWe CpeacTBa  PErHCTpaldd W aynuTa.
Perucrparnmonnsiii xypnan. Ilogo3purensHas akTUBHOCTh. JTalbl PErHCTpAIl M METOJbI ayauTa
coObiTHii  mH(pOpManMoHHOW cHucTeMbl. CTaTHCTUYECKHE U JBPUCTHYECKHE METOJbl aHaN3a
WH(OPMAIINH C [IETBI0 BBISBICHHUS HECAHKIIMOHUPOBAHHBIX IEHCTBUH.

Jlexums 5.4. Onenka 3arpat Ha HHGOPMAITMOHHYIO 0€30MacHOCTh

Paccmampueaemvie sonpocoi:

MeToauku OLEHKHU 3aTpat: HpukiagHoro uHpopmannonHoro ananusa (Applied Information
Economics), morpebutensckoro wunaekca (Customer Index, CI), moOaBieHHON 3KOHOMUYECKOU
croumoctd (Economic Value Added), ucxoanoit sxonommyeckoir crommoctu (Economic Value
Sourced), ynpaenenust moptdenem aktuBoB (Portfolio Management), onenku Bo3MoxkHOCTel (Real
Option Valuation), xusznenHoro uukia MWC (System Life Cycle Analysis), cucrtemsl
cOanancupoBaHHbix Tokazarenei (Balanced Scorecard(BSC)), TCO (Total Cost of Ownership),
(GyHKIHMOHATEHO-CTOUMOCTHOTO aHanu3a (Activity Based Costing)
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JlaGopaTtopHnas padota Ne 13. BoccranoBnenue naposeit k qokymentam MS Office

3amanue: Ha ocHoBe yyeOHOro MaTepHana 1no KpuntorpadpuuaeckuM MeTo1aM muppoBaHUs
JIOKYMEHTOB TIOATOTOBUTH (aiiisl B popmare MS Word, MS Excel, MS Access, 3alUTUTD HX,
N0J0OpaHHBIM JIJIS 3TOW OIepalny, MapojieM U MPOBEPUTH Ha YTCHUE, pEIaKTHPOBAaHHUE. 3aTeM
BocnoJib3oBatbes mporpammoit Accent OFFICE Recovery u BoccTaHOBUTB Mapoiiv K J0KymeHTam MS
Office.

JlaGopaTtopHas pabota Ne 14. BekpriTre napodieii (hailsioBbIX apXHBOB
3amanue: Ha ocHOBe y4eOHOrO MaTepHana 1o KpunTorpadpuuaeckuM MeTo1aM muppoBaHHs
JIOKYMEHTOB MOJATOTOBHUTH (Daiisl M MPOBECTH apXUBALIMIO €r0 pa3HbIMU (hopmMaTaMu. 3aTeM
BOCTIOJIB30BaThCs porpammoit Visual Zip Password Recovery Processor (VZPRP) u BoccTaHOBHUTH
naposu K apxusam. [IpoBepuTh BO3MOKHOCTb MPOUYTEHUS ApXUBUPOBAHHBIX (hailioB.

JIaGopatopnas pabota Ne 15. DxkoHOMU4eckuii pacuer Ko3dunmenton 3¢pdexruBHOCTH
nH(GOPMaIIMOHHON 06€30MaCHOCTH MPEIPHUITHS

3amanue: M3yuyuTh TEOpEeTHYECKHE AacleKThl IKOHOMHYECKOTO pacdera KOod(pQHUIMEHTOB
s dexTrBHOCTH  HHPOPMAIMOHHOM  Oe3omacHOCTH  mpeAnpusatus. PaccuuTtaTh  Mokasaresb
3 PEKTUBHOCTH MHBECTUIMI Ha WHPOPMAIMOHHYIO Oe3omacHocTh npennpusatus (merox ROI s
OLICHKM BO3BpaTa WHBeCTHIMI). PaccumTarh M mnpoaHaNU3UpOBaTh PHCKOB B HH(DOPMAIIMOHHOM
6e3omacHocTu npennpusatus. OGopMuThs pacueTsl B Buae oTdeTa 3((HEeKTUBHOCTH HH()OPMAITMOHHON
0€30MacHOCTH MPEANPUATHUSI.

CPC no Teme 5

[ToaroTroBka K JEKIHUSM.

W3ydenue 1OMOIHUTETHFHOTO TEOPETHUECKOTO MaTepraa.

[ToBTOpEHME MPOIIEHHOTO MaTepHala BCeX pa3aeioB.

[lonmrotoBka K  KOHTPOJBHOMY TECTHPOBAaHHIO (C  HWCIOJB30BAHUEM  IPOTPAMMBI
UHGOPMALIMOHHOM cucTeMbl «KTecmy).

[ToaroroBka K 3a4dery.

5. VYA4EBHO-METOJINYECKOE OBECIIEYEHUE 1151 CAMOCTOSATEJBLHOMN
PABOTbBI OBYYAIOIIUXCA

B nenom BHeayauTOopHas caMoCTOsATeNbHas paboTa oOydaromierocs NMpu HM3y4eHUH Kypca
BKJIFOYAET B ce0s CIEIyIONTNE BUIBI padOT:

— npopaboTKa (M3yueHne) MaTepUaIoB JICKIUA;

— YTeHHE U IpopabOTKa peKOMEHI0BaHHON OCHOBHOM U JIONOJHUTENBHOMN TUTEPATYPBI;

— MO/ATOTOBKA K JJAOOpaTOpHBIM paboTam;

— MOMCK ¥ MpopaboTKa MaTepuanoB U3 MIHTepHeT-pecypcoB, NEpHOIUIECKON NIeUaTu;

— BBIIIOJIHEHUE JIOMAIlIHUX 3aJaHuil B (Qopme TBOpYECKUX (IIPOOJIEMHO-TIOUCKOBBIX,
IPYIIOBBIX) 3a/laHUH, Keiic-cTaau, JOKIa10B;

— [OATOTOBKA MPE3EHTAINH ISl WIUTFOCTPALlMU 0KJIa/10B;

— BBINIOJIHEHUE TECTOBBIX 33/1aHUN;

— MO/ATOTOBKA K TECTUPOBAHUIO;

— MOATOTOBKA K TEKYILIEMY U UTOTOBOMY (IIPOMEXYTOUHAs aTTECTALIMsI) KOHTPOJIIO 3HAHU 110
JUCLIUILINHE.

OcHOBHasl J10Ji1 CaMOCTOSITEJIbHOM paboThl OOy4aromMXcs MPUXOAUTCS Ha MOATOTOBKY K
nabopaTopHbIM paboTa M TECTUPOBAHMIO, TEMATHKAa KOTOPHIX MOJHOCTHIO OXBATHIBAET COJEpIKAHUE
kypca. CamocrtosTenbHas paboTa 1O TOATOTOBKE K TECTUPOBAHHMIO M JAaOOpPAaTOPHBIM paboTam
npezrnonaraeT yMeHue paboTars ¢ nepBUYHON HHPOpMaIuei.

Jlnst mpoBeeHUs] TPAKTHYECKUX 3aHSATHH, IJIT CaMOCTOSITEIIBHOW pabOTHl HCIIOIB3YETCS
y4eOHO-METOIUUECKUE TTOCOOHS:

Ilpoyenxo HM.I'. 3ammra uH@opmanuu: KOHCHEKT Jiekuuidl. — [lerponaBioBck-Kamuarckuii:
Kamuatl'TV, 2019. — 64 c.

Ilpoyenxo H.I. 3amurta uH@OpManuu: JaboOpaTopHbI NpakTukyM. — [leTpomaBioBck-
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Kamuarckuii: KamuatI TV, 2019. — 50 c.

6. ®OHJI OLIEHOYHBIX CPEJICTB JIJIsI IPOBEJEHUSA MIPOMEXYTOYHOM
ATTECTAIMH OBYYAIOIIUXCHA IO JUCHUIITIMHE

@DOoH/ OLIEHOYHBIX CPEICTB Ui MPOBEIEHHS IPOMEKYTOUHOM aTTeCTalluy O0yJaromuXxcs 1Mo
TUCHMIUIMHE «3ammra WHGOpMaUuW» TMPeICTaBleH B MNPHWIOKEHHMM K paboyeil mporpamme
JUCLUIUIMHBI U BKJIFOYAEeT B Ce0sL:

— [Iepe4YeHb KOMIETEHLUH C yKa3aHMEM 3TalnoB HUX (OPMHPOBAHHUS B IPOLIECCE OCBOCHUS
00pa30BaTeNbHOM IPOrpaMMbl;

— ONHMCaHME TIOKa3aTelel 1 KPUTEPUEB OLICHUBAHMS KOMIIETEHIMI Ha Pa3IMYHbBIX dTamax Mx
(bopMHpOBaHUs, ONIMCAHNE ILIKAJ OLICHUBAHUS;

— TUIOBbIE KOHTPOJIBHBIE 3aJlaHMsl WM MaTepualibl, HEOOXOAMMBIE Ul OLEHKH 3HaHWM,
YMEHUH, HaBBHIKOB M (WJIM) ONbBITa JEATEIBHOCTH, XapaKTepU3YIOMIMUX dTamnbl (OPMHPOBAHUS
KOMIIETCHIIN;

— METOAMYECKHE MaTepuajbl, ONpeAessIoIue MPOLEeaAypbl OLIEHUBAaHUSA 3HAHUN, yMEHU,
HaBBIKOB U (WJIN) OIBbITA JEATEIbHOCTH, XapaKTePU3YIOILUX Tarbl (POPMUPOBAHMS KOMIETEHIUI.

Bomnpocs! 1st poBeeHUs IPOMEKYTOYHOMN aTTECTAlUK M0 AUCIHUILIMHE (3a4€eT)

OCHOBHBIE IOHATHS U OTIpeiesIeHUs] MH(POPMAIMOHHON 6€30aCHOCTH.
3anmra ungopmanuu. [Ipeamer u 0ObEKT 3aIKTHI.

VYrpo3a 6e30macHOCTH. Y SI3BUMOCTb CUCTEMBI. ATaKa.

HecanknmoHnpoBaHHBIA TOCTYII.

OcCo0eHHOCTH 3alIUTHI MHPOPMALIUU B SKOHOMUYECKUX WH(OPMAIIMOHHBIX CHCTEMaX.
OcHOBHBIE METO/IbI U CPEACTBA 3aIIUThl HHPOpMaLuu, npuMmensemsie B DVC.
VS3BUMOCTb KOMITBIOTEPA U CETU. Buibl yrpos.

VYrpo3a oTka3 B 00CITyKUBAHHH.

CounanbHas unxenepus u Ub.

0. IIpaBoBbie Meprl obecrieueHust HHPpopMalroHHoi 6e3onacHoctu B DUC.
3akoHoaTeNbHbIE U HOpMaTHBHBIE akThl Poccuiickoit denepaunu B Ub.

12. KommbtoTepHble BUPYCHI 1 YEPBH.

13.  MakpoBHpYyCHI.

14. TlonmumopdHbIe BUPYCHI.

15. TposiHCKHE KOHM (3aKJIQTKH).

16. IIporpammsl crexeHus 3a paboToM Mob30BaTels (KJIaBUaTyPHBIE IIITHOHBI).

17. T'enepatopbl BUPYCOB.

18. Metozp! 3aIUTHI OT BPEJOHOCHBIX IPOTPAMM.

19.  Cucrembl 0OHapyEHHs YSI3BUMOCTEH (CETeBbIe CKaHEPHhI).

20. AHTUBHpYCHI U "aHTUTPOSHIIBI".

21. AHTHBHpYCHBIE IpOrpaMMbI B MIHTEpHETE.

22. TlonuTtuka 6e30macHOCTH. Bar mpoeKT MONMUTUKH /171 KOMITBIOTEpHON JIa00paTOpuH.

23. Ha3nauenue u GyHKIIH MEKCETEBBIX 3KPaHOB. OMBIT pabOTHI C MEKCETEBBIM SKPAHOM.

24. BupryalbHblE YaCTHBIE CETH.

25.  Orpaxenwue npodnem Ub B HTEpHETE.

26. IlapombHas 3ammra.

27. OOHapyXeHHE aTak.

28. 3ammta nHpOpMaIMK B 6a3ax JaHHbIX.

29. Anaimmzatopsl MPOTOKONIOB (cHU(dEpH).

30. ManaaTHbIi U TUCKPEIIMOHHBIA JOCTYI.

31. Kpunrorpadpuveckne MeTONbI  3alMTHl  WHpoOpManmuu. MaremaTtudyeckoe U
ITOPUTMUYECKOE oOecreueHne KpunTorpauyeckux METO0B 3alUThl HH()OpMAIIH.

32. udposanne. MeTo 1 MMOICTAHOBKH.

33. Marpuus Bixunepa.

BOoo N~ wNDE
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34. YacToTHbII aHAJIN3 TEKCTOB.

35. IudpoBaHue METOIOM MTEPECTAHOBKH.

36. Kpunrocucrema ¢ OTKPHITHIM KIFOUOM.

37. CHUMMETpPUYHBIC U ACUMMETPUYIHBIC KPUTITOCUCTEMBI.

38.  DmekTpoHHas U(POBast MOAIKCH.

39. Hcnonp3oBaHME AIIEKTPOHHBIX KITtOUel aist opranuzanuu Ub.

40. OpraHu3alMOHHO-aJMUHUCTPATUBHBIE METOIbI 3aIIUTHI, TpuMeHsembie B DUC.

41. ®opmMupoBaHHE MOTUTHKH OE30MACHOCTH MPEINPUATHS (OpraHU3aLUH).

42. Wnpentudukanus monb3oBareneil, ayTeHTU(UKALUA I[OJIb30BaTeNied W aBTOpU3aLUs
NoJIb30BaTesel (Ha3HaYeHUEe M CIIOCOObI peau3aliim).

43. 3amura nHPOpMAIIUK B KOMITBIOTEPHBIX CETsAX. OOBEKTHI 3aUTH HHGOPMAIIMH B CETH.

44. TloTeHumanbHBIC Yrpo3bl Oe3omacHocTH B cetd MHTepHeT. MeToasl  3amiuThl
uH(popmanuu B cetu MHTEpHET.

45. KonudecTBeHHBIN MOAX0A K HH(pOpMaroHHOM O6e3onmacHocTH. OleHKa 3alUIIICHHOCTH
MEXaHHU3MOB 3aIlIUTHI.

46. Aynut nHGOPMAIIMOHHON 0€301acHOCTH.

47. VYupapnenue UHPOPMAIIMOHHBIMUA PHUCKAMHU.

7.PEKOMEHAYEMAS JIUTEPATYPA

7.1 Ocnoenasa rnumepamypa

1. MenwsuukoB B.I1. Undopmarmonnas 6e30nacHOCTb | 3aniuTa nHpopManuu: yded.rmocoodue
/ B.I1. Menbaukos, 2007r.

2. ernoB A.IO. Maremarndyeckue MOAETH ¥ METOABI (HOPMAIBHOTO NPOCKTHPOBAHUS
cucreM 3anmThl HHGOpMarmonusix cucrem 2015 r./ AJO. Illermos, K.A. IllernmoB — KOJUIEKIUs
"Unpopmatuka — HUY HUTMO (Cankr-lIlerepOyprckuii  HaIMOHAJIBHBIA  MCCIIEIOBATEIbCKHMA
YHUBEPCUTET HHPOPMAIIMOHHBIX TeXHOIOTHA, Mexanuku u ontuku)" SbC JIAHD.

7.2 /lononnumenvnan numepamypa

1. OcHoBsl uH(popManmoHHoW Oe3omacHocTH / [amarenko B. A. — M.: HauuonanbHbIi
Otkpeiteiii YHuBepcuretr « MHTYUTy, 2011. — Cepus («be3omnacHocTs ») [DnIeKTpOHHBINA pecypc]| -
OnekTpoH.JaH. — Pexum pgocrtyma: https://www.intuit.ru/studies/courses/10/10/info. — 3arm. ¢
skpana. ISBN 978-5-9556-0053-6.

2. 3amuTa HHTENIEKTyalnbHON cobcTBeHHOCTH, 2018 1. — Kommekuus "DKOHOMHKA U
MenemxmMeHT — M3natensctBo [amkos u K" 9bC JIAHb

3. KynpusinoB A.M1. OcHoBbl 3amuThl uHMOpMaimu: y4ed. mocobue / AWM. KynpusHos,
2008r.

7.3 Memoouueckue ykazanus

1.  Bamwmra wuHpopmanmu. Koucmekr nexuwii. / [lpoyenxo H.I. — TleTpomaBioBCK-
Kamuarckuii: Kamuatl TV, 2019. — 66 c.

2. 3amwrta unpopmarun. JlabopatopHsiii mpakTukyMm. / Ilpoyenxo U.I". — IleTponaBioBCK-
Kamuarckuii: Kamuarl TV, 2019. — 50 c.

8. MIEPEYEHb PECYPCOB UH®OPMAIIMOHHO-TEJIEKOMMYHUKAIITMOHHOM
CETU «<MHTEPHET»
1. Beeaenue B kpunrtorpaduro / Ilox. obmr. pen. SAmenko B. B. — HM3manue BTOpOE,

ucripasiennoe. — M.: MIITHMO, 1999. — 272 c. [OnektponHsiii pecypc] — Pexum nocrymna:
https://www.twirpx.com/file/4220/
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2. Kacnepckuii E.B. KoMmbroTepHbie BUPYCHI: YTO 3TO TaKOE€ M KaK ¢ HUMHU OOpOThCs. — M.:
CK  Ilpecc, 1998.- 288 c. [OnexkTpoHHBII  pecypc] —  Pexum  nocryna:
https://www.twirpx.com/file/73531/

3. Psa6ko Bb.f1.,®uono A.H. Kpunrorpaduyeckre MeToasl 3amuTsl nHGopManuu: YuedHoe
nmocoOue s BY30B. — 2-¢ m3naHue, crepeotun. — M.:I'opsiaast munus — Tenexom, 20113, — 229 c.
[DnexTponnslii pecype]| — Pesxxum nocryna: https://docplayer.ru/27703084-Kriptograficheskie-metody-
zashchity-informacii.html

4. DnexkTpoHHas 6ubimoreka muccepranuii PI'b [DnekTponusiii pecypc]. - Pexxum mocryna:
http://www.diss.rsl.ru8778/poisk2.aspx

5. Dnekrponnast oubmmoreka auccepranuii PI'b [DnekTponusiii pecypc]. - Pexxum mocryna:
http://www.diss.rsl.ru

9. METOJWYECKHUE YKA3AHUSA JUIS OBYYAIOLIAXCS IO OCBOEHUIO
T CIATLITAHBI

MeTtoauka npenojaBaHus JaHHOM JUCUUIUIMHBI IPEAIOIaraeT YTeHue JIEKIUi, IPoBeIeHUE
71a00paTOpHBIX pabOT, MPOXOXKAECHUSA TECTOB IO KAXKAOH M3 TeM, I'PYNIOBBIX M WHAWBUIYaIbHBIX
KOHCYJIBTAIlM IO OTAETHHBIM (HamOoJiee CIIOKHBIM) CHEMU(PHUECKUM MpoOIeMaM JUCIUTUINHBL.
[Tpenycmorpena camocrosTenbHas paboTa CTYIEHTOB, a TaKkKe MPOXOXKICHHE AaTTECTallMOHHBIX
UCIIBITAaHUN TIPOMEXKYTOYHOM aTTeCTalNH (3a4eT).

Jlekyuu TOCBSIIAIOTCS PACCMOTPEHHIO HauOojiee BaKHBIX KOHLENTYaJIbHBIX BOIPOCOB:
OCHOBHBIM TIOHSITHSIM; TEOPETHUYECKUM OCHOBaM HH(OpManuoHHOW Oe3omacHOCTH, B Xxoxe mexmmii
00yyaromuMcst CleyeT MOJIrOTOBUTh KOHCIEKTHI JIEKLUI: KpaTKo, CXEMaTH4YHO, IMOCIe10BaTeIbHO
(UKCUPOBaTh OCHOBHBIC TOJOXEHHS, BBIBOJIBI, (OPMYIHPOBKH, OOOOLICHHS; IMOMEYaTh BAXKHBIC
MBICIIY, BBIJCIATH KIIOUEBBIE CJIOBA, TEPMHUHBI;, IMPOBEPATH TEPMHHBI, IMOHATHS C IOMOLIBIO
SHIMKJIONENM, cloBapel, CIPaBOYHUKOB C BBINUCHIBAHWEM TOJIKOBAHUW B TETpadb, 0003HAUYUTH
BOIIPOCHI, TEPMHUHBI, MaTepUaJl, KOTOPBI BBI3BIBAET TPYJHOCTH, IOMETUTD U MOMNBITATHCS HANTH OTBET
B peKoMeHAyeMoil nureparype. Ecimum caMocTosATenbHO HeE yJaeTcss pa3oOparbcsi B MarepHale,
HE00X0UMO COpPMYIHPOBaTh BONPOC M 3aJaTh NPENOJABATENI0 Ha KOHCYJIbTallUM WM Ha
MPAKTUYECKOM 3aHATHUU.

Ha nexumsax mnpenojaBaTesb 3HAKOMUT CIylIaTelled C OCHOBHBIMM IOHSTUSAMHM U
MOJIOKEHUSAMU IO Tekyuied teme. Ha nekuusax ciymaTenib MOJyd4aeT TOJIbKO OCHOBHOM 0O0BEM
uHpopMauuu Mo Teme. TOJbKO MOCElIeHUE JIEKUUN SABISETCS HEJOCTAaTOYHBIM JJIsl MOJATOTOBKH K
7a00paTOPHBIM 3aHATUSAM U 3aueTy. Tpelyercss TakKe caMOCTOsATelIbHas padoTa MO H3YyYEHUIO
OCHOBHOHM M JONOJHUTENBHOM JUTEPaTyphl U 3aKpEIUIEHUE MOJYyYCHHBIX Ha J1a00paTOPHBIX 3aHATUAX
HaBBIKOB.

[Tpu n3ydeHnH JUCHUIUIMHBI UCTIOIb3YIOTCS MHTEPAKTUBHBIE METOABI O0YUYEHUS:

— poOJeMHas JIEKIUs, MpeAroiaraonas u3jaokKeHne MaTepualia yepe3 HEeOAHO3HAYHOCTh
TPaKTOBKM MaTepHajioB K BOMpocaM, 3ajadyaM WU cuTyauusm. [Ipm sToM mnporecc NO3HaHHS
IIPOUCXOJUT B HAYYHOM IOUCKE, AUATIOTE U COTPYAHUUYECTBE C MPENOIAaBaTENEM B IIPOLIECCE aHAIIN3A U
CPaBHEHMSI TOUEK 3PEHUS;

— JeKUUsA-BU3yalM3alus - rojada MaTepuajga OCYILIECTBISETCS CPEJICTBAMU TEXHMUYECKUX
cpeAcTB OOy4YeHHMs C KpaTKUM KOMMEHTHUPOBAHHEM JEMOHCTPUPYEMBIX BHU3YaJIbHBIX MaTepUalIoB
(mpe3eHTanuii).

KoHkpeTHbIe METOMKH, MOJIENIN, METOJIbl U MHCTPYMEHTHI 3alllUTHI TaHHBIX U O0O0eCTIeYeHUs
MH(OPMallMOHHONW 0€30IaCHOCTH  PacCMaTpPUBAIOTCA IMPEUMYIIECTBEHHO NIpU TMOATOTOBKE U
BBINOJIHEHUH J1a00paTOPHBIX PadoOT.

[lenpt0 BBHITIOTHEHUS 1AOOPAMOPHBIX PAdOm SBISCTCS 3aKPEIUICHUE 3HAHUNA 00yJaronuxcs,
MOJIyYEHHBIX UMM B XOJ€ M3Y4YEHMs IOUCLMIUIMHBI HA JIEKIHUSAX M camocTosTenbHO. lIpakTnueckue
3aJaHUsl 110 TE€MaM BBINOJHSIOTCS Ha JIaDOpaTOPHBIX 3aHATUSIX B KOMIIbIOTEpHOM Kiacce. Ecmu
7a0opaTOpHble 3aHATHA MPOMYLIEHB (MO YBAKUTEIBbHOW WIM HEYyBOKUTEIbHOH NpPUYHMHE), TO
COOTBETCTBYIOIIME 33JaHHsI HEOOXOJMMO BBIIOJIHUTH CAMOCTOSATEIBHO M MPEICTaBUTh PE3yJIbTaThl
IpernoJiaBaTeslo Ha ouyepeHoM 3aHATUH. CaMocTosTenbHast paboTa CTYJJEHTOB — CIIOCOO aKTHBHOTO,
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I[EJICHAIIPaBJICHHOTO MPHOOPETEHUsI CTYACHTOM HOBBIX JUIs HEro 3HAHWW, YMEHH M HaBBIKOB 0e3
HEINOCPEACTBEHHOIO Y4YacTHsl B 3TOM Ipoliecca IpenogasaTens. KadecTBo moiydyaeMbIX CTYIAEHTOM
3HAHUU HANpPSMYI0 3aBUCUT OT KauyecTBa M KOJIMYECTBa HEOOXOAMMOIO JOCTYIHOIO Marepuana, a
TaKKe OT >KenaHus (MOTUBaLUMK) CTyJeHTa HMX Moayuutb. I[Ipm oOydeHuum ocyuiecTBisercs
L[eJICHAIIPABJICHHbII TpolLlecC B3aUMOACWCTBUS CTyJeHTa M MpenojaBarens s (OpMUPOBaHUS
3HAaHUM, YMEHUM U HABBIKOB.

Jiig cTy1IeHTOB 3a04HOM (hOPMBI O0YUEHHS B Ay JUTOPHHU:

- ypTatorcsd jekuuu Nel.l1-2, ocranpHble JEKIMHU HW3Y4YalOTCsl B MPOILIECCE CAMOCTOSITEIbHOU
pa6otsl crynenta (CPC);

- TOJ PYKOBOACTBOM INpENoJaBaTeisl BBINOJHAIOTCS JaboparopHeie paborer Nel,6, a
ocTajbHbIe JabopaTopHbie paboThl BhIONHSOTCS B Iiporecce CPC.

10. KYPCOBOI IPOEKT (PABOTA)

B cootBercTBHM C y4yeOHBIM IJIAHOM KYPCOBOE NMPOEKTUPOBAHUE MO JUCIMILIMHE «3aiuTa
UHPOPMALIUN» HE NPETyCMOTPEHO.

11. IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOTUH, UCTTOJIb3YEMBbIX ITPU
OCYHIECTBJIEHUU OBPA30OBATEJIBHOI'O NTPOLECCA 11O JUCIHUIIVIMHE,
BKJUIIOYAA IEPEYEHDB ITPOI'PAMMHOI'O OBECIIEYEHUA U THOOPMALIMOHHO-
CITPABOYHbIX CUCTEM

11.1 Ilepevyenb HHGOPMALMOHHBIX TEXHOJIOTHIi, HCI0JIb3YyeMBbIX MPHU OCYILECTBIEHUH
o0pa3oBaTeIbHOIO Mpolecca

[Ipu ocBOCHMM TUCIMIUIMHBI UCTIOJIB3YIOTCS CIEAYIOMNE HHPOPMAIIMOHHBIE TEXHOJIOTHH:

— UCIIOJIb30BaHUE CIIAWI-IIPE3EHTALIHIM;

— M3Y4YCHHEC HOPMATHBHBIX JIOKYMCHTOB Ha OQHUIIMAIBHOM caiiTe QenepalibHOro opraHa
UCIIOJTHUTENIbHOM BJIaCTH, MPOPAOOTKA JOKYMEHTOB;

— UHTEpaKTHUBHOE OOIIeHHe ¢ OO0y4YalouMMHCs W KOHCYJBTUPOBAHHE TOCPEICTBOM
3JIEKTPOHHOU MOYTHI.

11.2 llepevyeHb MPOrpaMMHOI0 oGecreyeHn s, HCIOJIb3yeMOro Npu 0CyllecTBIeHUH
o0pa30BaTe/IbLHOIO NpoLecca

ITpu ocBOEHMM AMCUUIUIMHBI UCTIONb3YETCs JIULEH3MOHHOE ITPOrpaMMHOE 0OecieueHue:

— TeKCTOBBIN penakTop Microsoft Word;

— makeT Microsoft Office;

— aeKTpoHHBIe Tabnuiel Microsoft Excel;

— Ipe3eHTalMoHHbIN pepakTop Microsoft Power Point.

Kpome »3TOro wucnomb3yercss mnporpaMMHoe oOecriedeHne WHGOPMALMOHHON CHCTEMBI
«KTect» ®m mporpamMMHBIE CpPEICTBa, HEOOXOIWUMBIE JUISI BBHIMOJHEHHUS JA0OPaTOPHBIX pPadoT,
yKa3aHHBIX B aHHOTalMM K pabotam (cM. [lpoyenxo M.I. 3ammra uHpopmaiuu. JlabopaTopHsIii
npaktukyM. — [TerponasnoBck-Kamuarckuii: Kamuarl TV, 2019. — 50 c)

11.3 llepevyeHb MH(POPMALMOHHO-CIIPABOYHBIX CHCTEM

[Mpu OCBOGHHMM IUCHMIUIMHBI HCHOJNB3YIOTCS CIIEAYIOIUEe HH()OPMAIIMOHHO-CIIPABOYHbIC
CHCTEMBI:

— crpaBouYHO-TIpaBoBas cuctema Koncynbrant-moiroc http://www.consultant.ru/online

— crpaBo4HO-TIpaBoBas cucteMa ["apanr http://www.garant.ru/online

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

JIeKITMOHHBIM Marceprajl HU3y4dacTCd B CHCHHaHH3Hp0BaHHOﬁ ayJJuTOpuu, OCHAIIIEHHOM

17


http://www.consultant.ru/online
http://www.garant.ru/online

MIPOEKTOPOM C BHIEOTEpPMHUHANA [IEPCOHATBHOIO KOMIIBIOTEPA Ha HACTEHHBIHN 3KpaH.

JIaGopatopHble pabOThI BBITOJHSIOTCS B CHELHUAIM3UPOBAHHON J1ab0paTopuu, OCHALICHHOM
COBPEMEHHBIMH MEPCOHATBLHBIMU KOMITBIOTEPAMH M MPOTPAaMMHBIM 00€CIEYeHHEM B COOTBETCTBUHU C
TEMAaTUKOH «3anura HHPOpMaLTUN».

Yucno pabounx MeCT B Kjaccax JAOHKHO 00ecleunuTh HHANBUAYAIbHYIO pa0oTy CTy/IeHTa Ha
OTJEJIbHOM NEPCOHATBHOM KOMITBIOTEPE.

B kauecTBe MaTepuanbHO-TEXHUYECKOTO 00eCTIeueHUs JUCIUTIIIMHBI UCTIOIB3YIOTCS:

— JUIsl TPOBEICHHS 3aHATUN JIEKIMOHHOTO THWIA, TPYIINOBBIX W HUHIUBUIYaJIbHBIX
KOHCYJIbTAIIMH, TEKYIIIETO KOHTPOJISI M TPOMEKYTOUHOM arrectanuu ydeOHas ayautopus Ne 7-520 c
KOMIUIEKTOM y4eOHOI Mebenu Ha 25 MOoCaIouHbIX MECT;

— Uit TabopaTtopHbIX paboT - maboparopras ayautopust Ne 7-401, oGopymomannas 10
pabourMH CTaHIMSAMH C JOCTYNoM K ceTu «VHTepHeT» U B 3JIEKTPOHHYI HH(POPMAIMOHHO-
00pa30BaTeNbHYIO Cpely OpraHU3alliu ¥ KOMILIEKTOM y4eOHO MeOenu Ha 15 mocagouHbIX MECT;

— JIOCKa ayAUTOpHAs;

— MyJbTHMEMIHOE 000pynoBaHNe (HOYTOYK, IIPOEKTOD);

— npe3enTtamu B Power Point mo temam kypca «3amuTa nHpOpMaIny;

— nHpopmannonHas cucrema «K7Tecmy, yCTAaHOBJICHHAs! HA BCEX Pa0OYMX CTAHIIUSAX.
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