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EJIV U 3AJIAYHA YUYEBHOM JUCIUTLIVHBI

JlucrmruHa «3amuTa nHGOpMAIMK OTHOCUTCS K 0a30BOi 4aCTH OCHOBHOM MPO(heCCHOHATEHON
oOpazoBarelibHOi mporpaMMbl 1o HampasiieHuro noarotoBku 09.03.03 Ilpuknagnas wHbOpMaTHKA,
npodwmis «IIpuknagHas nadpopmaTrka B HU(PPOBOI IKOHOMUKEY, IPEITyCMOTPEHHON Y YeOHBIM IJIAHOM
®I'BOY BO «Kamuatl TY».

Lenbro npenoaaBanus JUCUUIUIMHEI ABIIsIETCS POpMUpOBaHUE Y 00ydaeMbIX 3HAaHUN B 00J1aCTH
TEOPETUYECKHX OCHOB HMH(OPMAIIMOHHONW O€30MacHOCTH M HaBBIKOB MPAKTUYECKOro oOecreyeHust
3alUThl UHPOPMALUU U OE30MaCHOr0 HCIOJIB30BAHUS MPOrPAMMHBIX CPEJICTB B BBIYMCIUTEIBHBIX
CUCTEMaX.

3amagamMul U3y4eHUs TUCIUTUINHBI SBIISIOTCS:

— U3yYeHHE OCHOBHBIX TEOPETHYECKHX IIOJIOKEHHUH M METOJOB B OOJIACTH 3aIIUTHI
uHpopManuy,

— O3HAKOMJICHHE C OCHOBHBIMHU yrpo3aMu WH(POPMAIMOHHON 0€30MacHOCTH, MpaBHIAMH HX
BBISIBJICHMS, aHanu3a #  (OpMUpOBaHHUS TpeOOBaHMI K pa3HBIM YpOBHSAM oOOecreueHus
nH(OPMAIMOHHON 0€30MaCHOCTH;

— O3HAKOMJICHHE C OCOOCHHOCTSIMH YIPO3, CO3/1aBa€MbIM BpPEIOHOCHBIM MPOTPAMMHBIM
obecrnieueHneM, XapakTepHbBIMU YePTaMH BUPYCOB U CPEICTB OOPHOBI ¢ HUMU;

— (hopmupoBaHre YMEHUN U NPUBUTHE HABBHIKOB MPUMEHEHUS TEOPETUUYECKUX 3HAHUM s
pelIeHus pUKIIaIHbIX 33134, a TAK)KE Pa3BUTHE HOBBIX MOAXOJIOB K 0OecrieueHHIO NHPOPMAITMOHHON
0e30macHOCTH B chepe SIKOHOMHUKH;

— y4€T OCOOCHHOCTEW peanu3alud TEXHOJOTUN 3allUThl JaHHBIX B CYIIECTBYIOLIUE
MHCTPYMEHTHI TIOJICP’KKHA M Pa3BUTHs OM3HEC-TIPOLIECCOB B IKOHOMHYECKON cepe U MPUMEHEHHS X
B CHUCTEMaXx YIIpaBJICHHs OpraHu3aluei;

— pa3BUTHE HOBBIX MOAXOAOB K obecreueHH0 MHGOPMAIMOHHON Oe3omacHocTU B chepe
HKOHOMHKH.

B pe3ynbrare u3yueHus IporpaMmsbl Kypca CTYI€HThI JOJKHBIL:

3HaTB: OCHOBBI HMH(OPMAIMOHHOW OC30MACHOCTH W 3aIIUThI WH(GOPMAIUH, TPHHIIUITHI
KpunTtorpaguueckux mpeodpa3oBaHUi, THUIOBBIE MPOrpaMMHO-AINapPaTHBIE CPEICTBA U CUCTEMBI
3alUThl HHPOPMALMK OT HECAaHKIMOHWPOBAHHOTO JIOCTYNa B KOMITBIOTEPHYIO Cpelly; COBPEMEHHBIC
TEHJCHIIMU yTrpo3 WHPOPMAITMOHHON 0€30MacHOCTH, HOPMATUBHbBIE MPABOBBIC JOKYMEHTHI IO 3alIUTe
uH(poOpMalMK, a TaKXKe COBPEMEHHbIE METOJbl U cpeAcTBa obecredeHus HHGOPMALMOHHON
0€30MacHOCTH B 9KOHOMHUYECKUX HH(POPMAIIMOHHBIX CUCTEMAX.

YMeTh: BBIBIATH YTPO3bl MHPOPMALNMOHHOW O€30MacHOCTH, MCIIOJIB30BaTh HOPMATHBHBIC
MPaBOBBIE JIOKYMEHTBHl 1O 3alluTe HWHPOpPMAIUU, HCCIEeNOBaTh, HCIONb30BaTh U pPa3BUBATH
COBpPEMEHHBIE METOJBI M CpeAcTBa obecreueHuss HHYOPMAIMOHHONH 0E30MacHOCTH; pPealn30BBIBATH
MEPONPUATH JUIs 00ecrieueHrs Ha MPEANPUSTHH (B OpTaHU3alMK) IEATEIbHOCTH B 00IACTH 3alUTHI
UH(OPMAINH, TPOBONUTH aHAIH3 CTENICHN 3allIMIIIEHHOCTH HH()OPMAITH U OCYIIECTBISTH MOBBIIICHNE
VPOBHS 3alllUTBl C YyYETOM Pa3BUTHUS MAaTEMaTH4YeCKOrO0 W MPOrPaMMHOTO OOeCredeHus
BBIYUCITUTEIFHBIX CUCTEM, pa3pabaThiBaTh CPEICTBA M CUCTEMBI 3aIIUTH HH(OpMaIm;

Hmers mnpeacraBjieHMe O THIOBBIX pa3paOOTaHHBIX CPEICTBAX 3allUThl HWH(OpMAIINH,
BO3MOXKHOCTSIX MX HCIIOJIb30BaHMS B PEANBHBIX 3a/ladyax CO3/IaHUS W BHEIPEHUs MH(POPMAIMOHHBIX
CUCTEM U HABBIKH BIIQJICHHS PUEMaMH pa3pabOTKU MOJUTUKUA O€30MaCHOCTH MPEANPUSTHS U HABBIKU
WCIIOJIb30BAaHUS METOJIOB M CPENCTB obOecreueHrus WHPOPMAIMOHHON O€30MacHOCTH B COIUAIBHO-
YKOHOMUYECKUX MH(DOPMAIIMOHHBIX CHCTEMAaX.



1. TpeGoBanus Kk pe3yJabTaTaM OCBOCHUS AUCHUIIMHBI

B pesynbrare n3ydeHus: AUCHUIUIMHBL Y CTYACHTA IOJDKHBI OBITh CHOPMUPOBAHBI CIICTYIOIIHE
obmenpodeccrHoHaIbHBIC KOMITETCHITUH

— CnnocoOHOCTh

UH(OPMALIMOHHONH U
KOMMYHHUKAIIHOHHBIX TEXHOJIOTH U ¢ y4eToM TpeboBanmii nHopMmanmonHo# 6e3onacuoctu (OITK-3);
— CriocobeH yyacTBOBaTh B pa3pabOTKe CTaHAAPTOB, HOPM M MPaBHJI, a TAK)KE TEXHHUUECKON
JOKYMEHTAIIUH, CBA3aHHOM ¢ MpodecCHoHaIbHOM AesTenbHocThio (OITK-4).

[Inanupyemele  pe3ynbTaThl

pemats  3agaudu

oubmuorpaduaeckoit

npodeccrnoHaIbHOM

o6yquH;1 npun MU3YYCHUU AJUCHUIIIIUMHBI,

JACATCIIBHOCTH

KyJIbTYpbl C TIpPUMEHEHHUEM

Ha  OCHOBE
uH(pOpMaImoHHO-

COOTHCCCHHBIC C

ITIaHUPYEMBIMH PE3YyJIbTaTaMH OCBOCHUSA 06p830BaTCJIBHOI>'I IIporpaMmsel, IpEaACTaBICHLI B Ta6J'II/IHe.

Tabmuna - [lnanupyemblie pe3ynbTaTbl OOy4YeHHs] NMPU H3YUYEHUU JUCHUIUIMHBI, COOTHECEHHBIE C
MJIAHUPYEMbBIMU PE3YJIbTaTAMHU OCBOCHHUSI 00pa30BaTEIbHOM MPOrpaMMBbl

Kox Konun [Tnanupyemsblil pe3ynpTatr 00ydeHHs Kon
KOMILeTe HaumenoBanmue HaNMEHOBAaHHE 10 JMCUIUTUIAHE nokasareJst
- KOMIIETEHIIH MH/MKaTOpa OCBOCHHUS
JTOCTHOKEHUST
3HaTh:
NA-1 om3 - OCHOBBI urdopmarmonnoii | 3(OIMNK-3)1
3HaTh crocoObl | 6e30MacCHOCTH u 3allUTHI
peLeHus 3ajad | uHpopMauuy, HPUHIUIIBL
npo(eCCHOHATIBHON | KpUNTOTpapUIECKUX
NEeATeIbHOCTH  Ha | MpeoOpa3oBaHMIA;
OCHOBE - BuAbl  yrpo3 uHpopmanuonusix | 3(OIK-3)2
UH(OPMALIIOHHON U | CUCTEM M METOAbl obecreueHus
oubmorpaduuecko | HHGOPMAITMOHHON OE30MTACHOCTH;
W KyabTypel C
[IPUMEHEHUEM Ymers:
MH(pOpMaIMOHHO- — BBISIBIIATH yrpossl | Y(OIIK-3)1
Croco0eH pemartb KOMMYHHUKAIIMOHHBI PIH(i)OpMaLII/IOHHoﬁ 6e30HaCHOCTI/I;
OIIK-3 3ajaqn X TEXHOJOTMH H C | — 05OCHOBBIBATH OpraHHU3alMOHHO- Y(OIIK-3)2
HpO(beCCHOHaHLHOfI YYCTOM  OCHOBHBIX | TeXHUYECKUE MEPOIPUATHS o
JIESTEIbHOCTH Ha TpeOoBaHUM 3aIIUTe MH(pOPMAIHH B
OCHOBC MH(OPMALOHHON WH(POPMAIMOHHBIX CUCTEMAX;
MH(POPMAIIIOHHON 1 | 6e30MacHOCTH
O6ubmorpadpuyeckon Buaners:
KYJIBTYPBI C — HaBBIKAMHM pa3paboTKu u | B(OIIK-3)1
HPUMCHCHICM HPUMEHEHUSI CHCTEM
MH(OPMAIIHOHHO- UH()OPMAIIMOHHON 0€30TaCHOCTH;
KOMMYHHKaHOHHBIX — HaBBIKAMU paspa6orku | B(OIIK-3)2
TCXHOIIOTHH 1 € IPOrpaMMHOTO OOecriedeHust U 0a3
YHETOM OCHOBHBIX JaHHBIX, KOTOpPBIE OOECIIEYMBAIOT
TpeboBani 5 IpUEMJIEMBIi YPOBEHD
HH(OPMALHOHHOH MH(POPMAIMOHHON GE30MaCHOCTH;
0e30macHOCTH
Cnocoben NA-1 or-4 3HaTh:
y4acTBOBaTh B 3HaTh cr10COObI - TUIIOBBIE CPECTBA U CUCTEMBI 3(0OIIK-4)1
OIK-4 pazpaboTke y4acTHs B 3alATHl UHPOPMAIIUU OT
CTaHJapTOB, HOPM U | pa3paboTKe HECAHKIIMOHUPOBAHHOTO JOCTYTA B

MPaBUJI, & TAKKE
TEXHUYECKOU

CTaHJapTOB, HOPM
Y IIPaBUJI, & TAKXKE

KOMITBIOTEPHYIO Cpey
BO3MOXHOCTH UX HUCIIOJb30BaHUs B




Kon
KOMIIETE
30805051

Haumenosanue
KOMIICTCHIINN

Kon u
HauMEHOBaHHE
WHJUKAaTOpa
JOCTHIKEHUS

[Tnanupyemslil pe3ynpTatr 00ydeHHs
10 TUCLUIUIMHE

Kon
[oKasaress
OCBOEHUSI

JOKYMEHTAIIWH,
CBSI3aHHOM C
npodeccnoHaTbEHOMI
JEeITEIbHOCTEIO;

TEXHUYCCKOM
JIOKYMEHTAIIUH,
CBSI3aHHOM C
npo¢eCCHOHATBHON
JIESITENBHOCTBIO;

peabHBIX 3aJlayax CO3/IaHUsl U
BHEJ[peHUS UH(OPMALIMOHHBIX
CHUCTEM.

Ymern:

— peallu30BbIBATh MEPONPUSITHS IS
o0ecrnieueHus JESTEIIbHOCTH B
obyacti 3ammThl WHPOPMAIMK Ha
IPEINPUATHH (B OpraHU3aL|H);

— IPOBOJIUTH aHaIN3 CTETICHU
3aIMIEHHOCTH  WHpOpMAalUd U
OCYIIECTBIISITh IOBBILICHUE YPOBHS
3a0UTBI C  Y4eTOM  Pa3BUTHUS
MaTEeMaTUYeCKOT0 U MPOrpaMMHOTO
obecrieueHHs BBIYUCITUTEIBHBIX
cucteM, paspabaThiBaTh CpEACTBa H
CHCTEMBI 3alIUTHI HH()OPMAIIHH.

Y(OTIK-4)1

Y(OIK-4)2

Baagern:

— METOJIaMH1 3aIUTHl KOMITBIOTEPHON
uHPOpPMAUK TP TPOSKTHPOBAHUHU
UH()OPMAIIMOHHBIX CHCTEM B
Pa3IMYHBIX IPEIMETHBIX 00JIaCTSX;

— HaBbIKaMU paboThI C
UHCTPYMEHTAJIbHBIMU  CPEICTBAMH
obecrnieueHus UH(POPMALMOHHOM
0€30MMacHOCTH.

B(OIK-4)1

B(OIK-4)2

09.03.03

2. MECTO JUCHHUILJIUHBI B CTPYKTYPE OBPA3OBATEJIBHOMN NPOT'PAMMBI

Kypc «3ammura mHpOpManum» OpHEHTUPOBAH Ha IOATOTOBKY OakajlaBpOB 10 HAIPABICHHIO

«IIpuknannas

UHPOPMATUKAY.

JlucumninHa

«3ammra

UHpOpPMALIUN»

ABIIACTCA

00s13aTeIbHON TUCHMIUIMHON B CTPYKType oOpa3oBarenbHON mporpammbl. Kypc mo3BosisieT naTh
OynymuMm OakanaBpaM TEOpPETHYECKHE 3HaHHS M CPOPMHUPOBATH y HHUX MPAKTHUECKHE HABBIKU B
CO3JJaHUM W TPUMEHEHUH MPOrPaMMHO-TEXHHUYECKUX CPEJCTB JUIsl pEelIeHUs 3aaad oOecreyeHus
WH(GOPMaIIMOHHON 0€30MaCHOCTH U 3allIUThI JaHHBIX.

3.1. Csa3b ¢ npeduwecmeyrouumu u OUCYUNTIUHAMU

B cootBercTBHE ¢ yueOHBIM MmmaHoM 1o Hampasieruio 09.03.03 «IIpuknagnas wHGOpMaTHKa
muciuminHa — «3amura uHQopMmammu»  6asupyercss Ha  aucuuruimHax — «[IpoexkTupoBaHme
WHOOPMAIIMOHHBIX ~ CHUCTEM», «YTpaBIIeHHE  MPOTPAMMHBIMH  TPOCKTaMHU»,  «YTIpaBJICHHE
WH()OPMAITMOHHBIMH PECYPCAMI).

TeopeTrueckoil OCHOBOUM Al M3Y4YEeHHs] MaTepuaia Mo JUCIHUIUINHE «3anuTa HHPOPMAIU)
SIBIITFOTCS TUCIMILTUHEL «MIHPOpMaTHKa B TPOrpaMMHUPOBAHHE», « BEIYUCIUTEIIEHBIC CHCTEMBI, CETH U
TEJIEeKOMMYHUKAUN, «THPOpPMAIIMOHHBIE CUCTEMBI U TEXHOJIOTUMNY, «ba3bl nanHbIxX», «[IporpammHast
UHXCHEPUSD).



3.2. Cea3vb ¢ nocnedyrougumu OUCYUNRIUHAMU

Marepuai, n3y4eHHbIH CTyJ€HTaMH B Kypce «3aluTa HHPOPMALUN» YaCTHYHO HCIIOJIb3YeTCs
npu  u3ydeHuH — gucuuiuiiH - «MHQopManuoHHBIH  MeHEKMEHT»,  «VHTeleKTyallbHbIe
MH(POPMALIMOHHBIE CUCTEMBD», «lIpeaMeTHO-OpHEeHTHPOBAaHHBIE 3KOHOMHUYECKHE HH(OPMAIIOHHBIE
CUCTEMBI», a TaKkkKe sBisieTca 0a3oM g KypcoB «lIpOeKTHBIM NpakTUKyM». 3HAaHUS U yMEHMUS,
IOJyYeHHbIE B XOJ€ M3yueHMsl Kypca «3amura HH(OpMAaIMM», MOTIYT ObITh MCIOJb30BaHbl MpPHU
MOJTrOTOBKE CTYJCHTaMH KYPCOBBIX M JUILIOMHBIX paOOT U IPOEKTOB.

3. COAEPXXAHUE JUCIUIIJINHbI

4.1. Temamuueckuii ni1an OUCUUNIUHDL

KonTakTHas °
= -
= padora no = o 5 E
E BU/IaM Y4eOHBbIX E % = E
g 3aHATHI = =, B = =
5] = € 3 [=>)
HaunmeHoBanue Bcero | & ¢ | = =R S 2 < =
= 29| a3 8¢ B = = X
pa3iesioB U TeM yacoB | £ | = | 2, 2| S8 £ = 3 = z e
& E| «Z| =9 2% S 2 =
= = =~ ®R O © = Z o ’=
= < = B e s = 2 =
§ > S 2| o2 = S = E
SR | 28 ge & S5
< @) =l = =2 ~ 5
Ounas popma oOydcHHS
TeMaul: OcHoBbl uH(pOpMaIK- 14 10 | 4,0 ) 60 | 4.0 Ompoc, 113,
OHHOM 0€30MIaCHOCTH Tect
Tema 2: CraHmapTel U cre-
nupukanuu B odmacta HHQPOp- 9 7 130 - 40 | 2.0 OHI,)FO;’THB’
MaIMOHHOMN 06€30MacHOCTH
Tema 3: Bpemonocnoe mpor- 24 10 | 3.0 ) 20 | 140 Ormpoc, 113,
pamMMHOe obecnieueHue Tect
Tema 4: Kpunrorpadus, mm- 40 13 | 3.0 ) 100 | 270 Omnpoc, 113,
(dbpoBaHUe U 3aIUTA JAHHBIX Tect
Tema S: Meroasl U cpeacrsa
obecriedennss W uwHpopmanu- | 21 11 | 4,0 - 7.0 110.0 OHPFZCC’THB’
OHHOM 06€3011aCHOCTH
3auer - - - - - -
Beero | 72 54 | 18 36 18
3aounas popma oOydeHus
Tema 1: OCHO]iLI uHpopmanu- 14 2 i ) 14
OHHOM 0€3011acCHOCTH
Tema 2: Crangaptsl 1 cre-
uupukanuu B 06aactu uHdop- 23 2 1 2 20
MaIMOHHON 06€301acHOCTH
Tema 3: BpenonocHoe npor- 27 2 1 5 24
pamMMHOe obecnieueHue
Tema 4: Kpunrorpadus, mm- 57 4 9 4 51
(dbpoBaHue U 3alIUTa JaHHBIX
Tema S: Metons! u cpencraa
oOecniedyeHus U HHGopMaIu- 14 2 - - 14
OHHOM 06€3011aCHOCTH
3aueT ¢ OLEHKOMI 4
Beero | 72 10 | 4 6 58 4




*[13 — npakTrueckoe 3aganne, P3 — pemenne 3anayu, KC — KOHKpeTHas cUTyarus



4.2. Onucanue cooepicanus OUCUUNTUHbBL

Tema 1: OcHOBBI HTHGOPMAITMOHHON O€30MTaCHOCTH.

Jlexmus 1.1. Beenenue B nH(GOPMAMOHHYIO 0€30TTACHOCTh

Paccmampueaemvie sonpocoi:

Hanmonanenast 0e30macHOCTh: BUABI 0€30MACHOCTH: TOCYJApCTBEHHAS, IKOHOMHYECKAs,
oOlIecTBeHHAasl, BOEHHAs!, dKoJorndyeckasi, MHQOpPMAIlMOHHAs; POJb U MECTO CHCTEMbI OOecreueHus
uHpopmannonnoit 6ezonacnoctu (Mb) B cucreme HanmoHanbHOU Oe3onacHocTn P®; noxrpuna Wb,
ucropust npoodsiemsl b, yrposst Ub; Mmetoasr u cpeacTra obecneuenus Mb.

Jlekrust 1.2. OcHOBHBIC IOHSATHS WH()OPMAIIMOHHON OE30MMaCHOCTH

Paccmampueaemvie sonpocoi:

OcHoBHbIE TepMuUHBI W omnpeaenenus auctumuimael Wb, Mertogonorudeckue u
TEXHOJOTMYECKHE OCHOBBI KOMIUIEKCHOTO oOecnieuenus Wb; monenu, cTpateruu U CUCTEMBI
obecnieuenuss Mb; MeTonbl ympaBieHus, opraHu3anuu u obecnieueHus pabdot mo obecrieuenuio Ub;
obecnieuenre b B HOpMabHBIX M YpE3BBIUANHBIX CUTYAIUSX; MPOOIeMbl HH(GOPMAIIMOHHOMN BOMHBI.

Jlexuus 1.3. HopmatuBHO-1IpaBoBoe obecnieueHre nHPOPMAMOHHOMN 0€3011acHOCTH

Paccmampueaemvie sonpocoi:

3akoHogarensctBO P® B obmactu  MHPOpPMAIMOHHOM  0€30MAaCHOCTH,  3AIIMUTHI
rOCy/IapCTBEHHOW TaliHBI U KOH(UACHLIUATHLHOW WHGOpPMAIMU; KOHCTUTYIIMOHHBIE TapaHTUU TMpaB
rpaxaaH Ha UH(GOPMALIMIO U MEXaHU3M UX Peaju3alliy; MOHATUE U BUJIbI 3alUIIaeMOil nH(popMauuu
M0 3aKOHOAATENbCTBY P®; 3amuTa MHTEUIEKTyalbHONW COOCTBEHHOCTH CpEICTBAMU MATEHTHOTO U
aBTOPCKOrO  IpaBa; IIpaBOBas perjaMeHTalusl OXPaHHOM JAESITEIbHOCTH; MEXKIYHapOJHOE
3aKOHOJATEIbCTBO B 00JIACTH 3aIUTHI HHPOPMAIIUH.

Jlexknus 1.4. IlepcoHanbHbIe JaHHbBIE

Paccmampueaemvie sonpocoi:

Omnpenenenue mNepCOHAIbHBIX JaHHBIX. KoH(UIEHIMATBHOCTh MEPCOHANBHBIX JIAHHBIX.
Konctutynus, 3akon Ne24-®3 o mnepcoHaldbHBIX AaHHBIX. [IpuHIUNBI 00paOOTKH NEPCOHABHBIX
naHHbIX. CnenuanbHble KaTeropuu. O0ecreyeHus 3aluThl 1 pa3rpaHUYeHHe J0CTyIa K IePCOHATIbHON
uH(popmanuu. buomerpuueckue nepcoHanbHble faHHble. Co3/1aHue, UCIO0Ib30BaHUEM ITPOTrpaMM U 0a3
JTAHHBIX TIEPCOHANBHBIX JIaHHBIX U UX IPaBOBasi OXpaHa.

JlabopaTtopHas padota Nel. 3amura nokymentoB MS Office

3amaHue: Ha OCHOBE yueOHOro MaTepuaia 10 3aliTe JOKyMEHTOB, CO3JaHHBIX B popmare MS
Word, MS Excel, MS Access, moaroToBUTh COOTBETCTBYIOMIME (DaiIIbl, 3alUTUTh UX, TOJJOOPAHHBIM
JUISL 9TOM OMEpaluy, IapoJIeEM U POBEPUTH HA YTEHUE, PEAAKTUPOBAHUE, KOITUPOBAHHUE.

JlabopaTtopHas pabota Ne 2. 3amuTa apXuBHBIX (DailJIoB ¢ TOMOIIBIO TAPOJIs 3aTaHue:

N3y4nTh MaposbHyIO 3alIUTy HHGOPMALUU MPUKIAIHOTO IPOrPaMMHOTO
o0ecrnieyeHrs 1 Ha OCHOBE 3TOI'0 MaTepHajia co3/1aTh apXHUB U3 IPYIIbI (ailyioB ¥ 3alIUTUTh €T0 MapoJieM
OT pacKpbITUs U pouTeHus. [IpoBecTu 3amuTy apxuBHBIX ¢aitnos Gopmara.*.rar, *.zip. [lonpoGoBats
pacnakoBaTh apXHB MPOU3BOJIBHBIM M1APOJIEM U MAPOJIEM, KOTOPBIN HUCIOIb30BAJICS MIPH 3alLUTE.

JlaboparopHas pabota Ne 3. 3amuta konga HTML — crpanun

3ananue: U3yuurs 3amurty uapopmanuun HTML-ctpanun (kon HTML, JavaScript, VBScript,
TEKCT, CCbUIKM M TIpaduKy M T.A.) ¥ Ha OCHOBE 3TOr0 MaTepuayia 3alIUTUTh TEKCT OT YTCHUS.
bnoxupoBaTh 1mea40K npaBoil KHONKOW MBIIIH, 0TOOpaXKeHHE CChIIIKK B CTPOKE COCTOSIHUSA, BBIJICIICHHE
TEKCTa, UCTIOJIb30BAHUE CTPAHNYKH B 0 duiaiiH, pacreyaTky CTpaHHULBL.

CPC o teme 1.

[ToaroToBKa K JEKIHSIM.

N3ydeHne 1OMONHUTEIBLHOIO TEOPETHUECKOIO MaTepuraa.

ITonroToBKa TEOPETUYECKOTO MaTepHaia U JaHHBIX JUIS BBIOJIHEHHS Ja0OpaTOPHBIX PadoT.



[lonrotoBka ¥  MPOXOXACHHE  TECTUPOBaHUS (C  HCIOJB30BAHHEM  MPOTPaMMBbl
uH(pOpMaIIMOHHOU cucTeMbl «KTecm»).

[Ipumepsl BOIIpOCOB TecTa:

1.  Yro Takoe KOHPUACHIUATHHOCTH HHPOPMAITIH?

*  rapaHrtus TOro, YTO KOHKpeTHas MHQpOpMAaIUs JOCTYIIHA TOJIbKO TOMY KpYyTY JIML, AJIs
KOTOPOTO OHa MpeHa3HaueHa

*  3aMMIIEHHOCTh HHPOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYTa

«  TapaHTds TOro, YTO MCTOYHUKOM HH(OpMAIMH SBISETCS MUMEHHO TO JIUIO, KOTOpOE
3asBJIEHO KaK €€ aBTOP

«  TrapaHTds TOrO, YTO NPH HEOOXOAMMOCTH MOXKHO OyJeT J0Ka3aTh MOIJIMHHOCTD
uHpopmanuu

=  TapaHTus TOro, YTO UHPOPMALUS MPEACTABICHA B HEUCKAKCHHOM BUJIE

2. Yro Takoe 1eNOoCTHOCTh HHpopManuu?

=  TapaHTus TOro, YTO HHPOPMALUS IPEACTABICHA B HEUCKAKEHHOM (MCXOTHOM) BHJIE

®  JIOCTYNHOCTb MH(OPMALIMU Pa3pPEeUICHHOMY KPYTY JIMII

=  TapaHTus TOTO, YTO MPEACTaBI€HA HE TOJBKO cama MH(OpMAaIus, HO U €€ MCTOYHUHK,
00BeM, J1aTa MmocieHel KOPPEKTUPOBKH

=  TapaHTus TOTO, YTO UHPOPMALUS MPEACTABISIETCS B IIOJIHOM 00bEME, a He TI0 YacTsIM

3. Uro Takoe ayTeHTUYHOCTh HHPOpMAITIH?

«  TapaHTUs TOrO, YTO MCTOYHUKOM HH(OpMAIMH SBISETCS MMEHHO TO JIUIO, KOTOPOE
3asBJICHO KaK €€ aBTOP

=  TapaHTus TOro, YTO UHPOPMAIUS celdac CyIIeCTBYET B €€ HCXOHOM BHJIE

«  rapaHtus TOro, YTO KOHKpeTHas MHQOpMAIUs JOCTYIIHA TOJIbKO TOMY KpPYTY JIMILI, JJIs
KOTOPOTO OHa MpeIHa3HaueHa

Tema 2. CrangapTsl ¥ crienuQHUKaIMy B 001acTH HHPOPMAITMOHHOH 0€3011acHOCTH

Jlexuus 2.1. TpeboBanus 6e30MacHOCTH K MH(POPMALIMOHHBIM CHCTEMaM

Paccmampusaemvre 6onpochwi:

CrpykTypa W NpUHLUUIBl (PYHKIHMOHUPOBAHUS COBPEMEHHBIX BBIYHCIUTENIBHBIX CHUCTEM.
[TpoGnembl oOecnieueHust 6€30MacCHOCTH OOPAOOTKM M XpaHEHUs MH(OpPMALMKU B BBIYUCIUTENIbHBIX
cuctemax. bazoBble dTanbl MOCTPOCHUSI CUCTEMBI KOMIUIEKCHOW 3aIUTBI BBIUMUCIMTEIBHBIX CHCTEM.
AHanu3z  Mozenedl  HapymwuTens.  YTpo3bl  MHPOPMAIMOHHO-NPOrPaMMHOMY  0OECHEYEeHHIO
BBIYUCIIUTENBHBIX CUCTEM U MX Kiaccuukanus. OyHKIMHA CUCTEMBI 3aLUTHI M0 HPEAYHPEkKICHUIO
yTPO3 U yCTPAaHEHUIO OCIEACTBUM UX peanu3aunu. Knaccudukaius cnoco0oB U CpeCTB KOMIUIEKCHON
3anmThl  MHGopMmanuu. Kiaccudukanuss MeToJ0B 3alMThl HMHGOpPMAllMM C HCHOJIb30BaHUEM
IIPOrpPaMMHO-aINIAPaTHBIX CPEJICTB BEIUUCIUTENBHON CUCTEMBI.

Jlexuus 2.2. CtanaapTsl HHOOPMAIIMOHHON 0€30MaCHOCTH PacHpe/eIeHHbIX CUCTEM

Paccmampusaemvre 6onpochwi:

CepBuchl 0€30MaCHOCTH B BBIYMCIMUTENBHBIX CETSX: ayTeHTH(UKalus, ayTeHTH(UKanus
napTHepoB  mo  OOIIEHMIO,  yNOpaBiI€HHE  JOCTYNOM,  KOH(UICHIMAIbHOCTh  JAaHHBIX,
KOH(QUJIEHIIMATBHOCTh ~ Tpaduka, LEJIOCTHOCTh  JAaHHBIX, HEOTKa3blBAEMOCTb.  MeEXaHU3MBbI
0e30macHOCTH. AJAMMHUCTPUPOBAHUE CPENICTB 0€30MacCHOCTH MH(POPMAIMOHHON CHUCTEMBI: CEpPBHCOB
0€30IacCHOCTH, MEXaHU3MOB Oe3omacHocTH. ObecreyeHue AOCTYNHOCTH HH(POpMaluu. 3alluTHBIE
MEpBI.

Jlexuus 2.3. CranaapTsl HHGOpMamoHHoH 6e3onacHocT B PO

Paccmampusaemvie 6onpocwi:

Crannaptel uH(pOpMAIIMOHHON Oe3omacHOCTH. ['ocTexkomuccusi U €e polib B 00eCcTedeHun
nHpopmarmoHHOM 6e30macHOCTH B PD. JIoKkyMEeHTHI 10 OLIEHKE 3alTUIIICHHOCTH aBTOMATH3UPOBAHHBIX
cucteM B P®. [lokasarenu 3amumenHoctd. Kmaccbl 3amumenHoctd. CTaHapThl OLEHKH
0€30MacHOCTH BBIYMCIUTENIBHBIX CUCTEM. TpeOoBaHUS PyKOBOAAIIUX JTOKYMEHTOB | 0CTEXKOMUCCHH.

JIaGoparopHas padota Ne 4. OTKpbITbIE IOPTHI U 3aITyIICHHBIE CITYXKOBI



3ananue: Ha ocHoBe yuyeOHOro wmatepuana TMONYYUTh CIHUCOK OTKPBITHIX IOPTOB U
3amymeHHbIX ciayx0 ucnonb3ys yrunury Fport ¢upmsr Foundstone. To sxe camoe mponenars ¢
nporpammoit Netstat. u yrunuroi PortQry.

Jlaboparopuas padota Ne 5. OTKpeITEIC (DaiIBl U BIAICIOIINE UMH ITPOIIECCHI

3ananue: Ha ocHOBe yueOHOro MaTepuaa moJdyquTh CIIUCOK OTKPBITHIX (DaiiIoB M BIAACIOIINUX
UMM TIPOIIECCOB HCIOIB3Ys nporpammbl handle u Program Explorer.

CPC o teme 2.

[ToaroroBka K JEKIUSAM.

W3ydenue qOMONMHUTEIHLHOTO TEOPETUUECKOIO MaTepuraa.

[TonroToBka TEOPETUYECKOTO MaTepHasa U JaHHBIX JUIS BBIMOJIHEHUS 1aOOpaTOPHBIX padoT.

[lonrotoBka ¥  MPOXOXACHHE  TECTUPOBaHMS  (C  HUCHOJIB30BAaHUEM  MPOTPAMMBI
uH(pOpMaIIMOHHOU cucTeMbl «KTecm»).

[Ipumepsl BOIIpOCOB TecTa:

1. VYrposs 0€30MacCHOCTH pacnpenesieHHbIM BBIYHCIIUTENIbHBIM CUCTEMaM
KJIaCCU(UIUPYIOTCS:

< 10 LICJIM BO3ACUCTBUSA
0 XapaKTepy BO3/IEHCTBUS
10 YCJIOBUIO Ha4aJla BO3JCHCTBUSA
0 PACTOJIOKEHUIO CyOBEKTa OTHOCUTEIHHO 00BEKTa aTaKu
0 COOTBETCTBUIO ypoBHs Mojenu ISO/OSI onepanimoHHol cructeMe
1o ypoBHI0 3TanoHHou Mozenu ISO/OSI, Ha KOTOpOM MPOU3BOIUTCS BO3/ICHCTBUE
10 YCJIOBUIO OKOHYAHUS BO3JAECHCTBUS
[To xapakTepy BO3ICHCTBHS Yrpo3bl paclpeielieHHbIM BBIYHCIUTEIBHBIM CHCTEMaM
KJIACCU(PUITUPYIOTCS Ha:

[TaccuBHOE (TIpOCITyIIMBaHHE KaHAJIA)

AKTUBHOE (TIPOU3BOJAUTCS U3MEHEHHUSI B CUCTEME)

VY nanennoe (ucnomnb3yetcs cetb HTEpHET)

CkppITO€ (MPUMEHSIOTCS CpeACTBa KpUnTorpadun)

be3Bo3me3Hoe (omaTa monb3oBaTeneM He TpeOyeTcs)

. CKonpKO MOTEHIMAJIBHBIX KaHAJIOB HECAHKLIMOHHUPOBAHHOIO JOCTYyNa OOHAapy>KEHO B

TCP/IP-cetu?

N

W00

=«  Oxojo 135

- 32

< e Ooubire 50
<  ©Ooxaee 500

Tema 3. BpenoHocHoe mporpaMMHoOe obecrieueHue

Jlexuus 3.1. KoMnbroTepHble BUPYChI

Paccmampueaemvie sonpocui:

HcTopus nosiBiieHNs: KOMIIBIOTEPHBIX BUPYCOB U (DaKTOPBI, BIUSAIOMINE HA UX

pactpoctpanenue. [lonarue KoMmpOTepHOTO BUpyca. OCHOBHBIC JTAITbl )KU3HEHHOTO ITUKJIa BUPYCOB.
OOBeKThl BHEAPEHUS, PEKUMBI (DYHKIIMOHUPOBAHUS W CHEIHAlbHbIE (YHKIUU BHUPYCOB. Cxembl
3apaxxeHus (QaitioB. Cxembl 3apakeHus 3arpy34ukoB. CrHocoObl MacCKHPOBKH, HCIIOIb3YEMbIE
Bupycamu. Knaccuduxaius KOMIbIOTEPHBIX BUPYCOB.

Jlexknus 3.2. IIporpaMMHbI€ 3aKJIAIKU U TPOSTHCKUE KOHU

Paccmampueaemvie sonpocwi:

[IporpammubIMu 3akiaaku (TpostHCKHMe KoHM). Kimaccudukanmsi 3axmanok. PesujgeHTHBIC
3aKnaaku. Bo3nelicTBre MPpOrpaMMHBIX 3aKJIaJJOK Ha CHCTEMBI: TIEpeXBar, UCKaXeHue, cOopka Mycopa.
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[Tpumepsl MpOrpaMMHBIX 3aKJIaJ0K U «TPOSHIEBY. KiaBuaTypHble MIMUOHBI: UMUTATOPbI, (GUIBTPHI U
3aMECTUTEIH.

Jlexums 3.3. 3amnuTa, oOOHApY)KEHUE U yIaJICHHE KOMITbIOTEPHBIX BUPYCOB

Paccmampueaemvie sonpocwi:

OOmas opraHu3aiys 3allUThl OT KOMIBIOTEPHBIX BUPYCOB. TpaH3WUTHBIA U JAUHAMUYECKUI
PEKUMBI aHTUBHPYCHOM 3amuThl. [IOMCK BUPYCOB 10 CUTHATypaM U 00€3BpEeKMBAaHIE OOHAPYKEHHBIX
BUPYCOB. YTIIyOJICHHBIM aHaiu3 Ha HaJU4Me BUPYCOB IYTEM KOHTPOJIA ASTAJIOHHOIO COCTOSHUS
KOMIIBIOTEPHOM CHCTEMBI. 3aluTa OT JECTPYKTUBHBIX JEWCTBUH M Pa3MHOKEHUS BHUPYCOB.
Hcnonp30BaHue CpeACTB amnmapaTHOTO U MPOrpaMMHOro KoHTpojs. Crparerusi 3abiaroBpeMeHHOU
NOATOTOBKM K 3(PPEKTUBHOM NUKBUIALMU TOCIEACTBHA BHUPYCHOW SHHAEMHUH. TeXHOIOTHUsS
rapaHTUPOBAHHOI'O BOCCTAHOBJICHHE BBIYMCIIUTEIBHON CHCTEMBI MOCIE 3apa’K€HUsI KOMIIbIOTEPHBIMU
BHPYCaMHU.

JlaGopaTtopHnast pabota Ne 6. Bupychl 1 aHTUBUPYCHBIE CUCTEMBI

3ananue: Ha ocHoBe yueOHOro marepuajia o KOMIBIOTEPHBIM BHPYCaM M AHTUBHUPYCHBIM
CHUCTeMaM CO3/aTh BakUWHY uid Bupyca Autorun.inf (pa3HbIMH crioco0amu, B T.4. aHTUBUPYCHOM
yTUInTON AntiAvtorun), HamucaTh MPOrpaMMy aHTHBHPYCHOTO cKaHepa B cpene Borland Delphi.

Jlabopatopuas pabora Ne 7. TTorick U yHHYTOKeHHE BHpYycoB-uepBeil BugBear u Opasoft (2
yaca)

3amanue: Ha ocHoBe yueOHOro Marepualia Mo KOMIBIOTEPHBIM BUPYCaM M aHTUBHPYCHBIM
CHUCTEMaM BOCIIOJIB30BaThLCS MPOrpamMmon clrav.exe, pazpaborannoii B Jlaboparopuu Kacriepckoro, aiist
MOKCKa Y YHUUTOKEHUS (B cllydae BOZMOXKHOTO oOHapyxkeHus ) yepBeir BugBear u Opasoft.

JlabopaTtopHnas padota Ne 8. [lImrnonckoe nporpaMMHoe 0OecTieueHre

3amanue: Ha ocHoBe yueOHOro MaTepuana IO KOMIIBIOTEPHBIM BHpycaM pa3paboTaThb
QITOPUTM M HAITUCATh IPOTPaMMy KJIABUATYPHOTO IIIHOHA B cpee pazpadorku Delphi

CPC o teme 3.

[ToaroroBka K JIEKIUSAM.

N3yueHne 1ONOJHUTEIBHOTO TEOPETUUECKOTO MaTEpHaa.

[TonroToBka TEOPETUYECKOTO MaTepHaia U JaHHBIX JUIS BHITOJIHEHHS Ta00paTOPHBIX PadoT.

[lonrotoBka W  MPOXOXACHHE TeCTUpPOBaHMS  (C  HUCHOJIB30BAaHUEM  MPOTPAMMBI
uH(pOpMAIIMOHHON cucTeMbl «KTecm»).

IIpumepsl BOIIPOCOB TecTA:

1.  KowmmbioTepHsIil BUpYC — 3TO...

1. mporpamma, KOTOpast MOXKET «3apakaTh» APYTHe MPOrpaMMbl, MOTUPUIUPYS UX
TaK, YTOOBI BKJIIOUATh B HUX CBOIO, BO3MOYKHO, U3MEHEHHYIO KOIHIO
2. xoa, oOnmamarImUi CHOCOOHOCTBIO K  PacmpoCTpaHEHUI0 (BO3MOXKHO, C
M3MEHEHHUSMH) MyTEM BHEAPEHUS B Apyrue NporpamMmbl
3. cieAcTBUE OMIMOKU B ONEPAIIMOHHON CHCTEME KOMITBIOTEpa
4. 6e3BpenHbIil KOJl, BHEAPSIOLIUICS B Ipyrue NporpaMmmbl
5. mporpaMma, KOTOpas MOXET «3apaxkaTby» JApYrue MpOrpamMMbl, MOJHOCTHIO
U3MEHSS UX KOJT
2.  Co3naHue KOMIBIOTEPHBIX BUPYCOB SIBIISETCA. . .
1. npectynnenuem
2. TocieicTBUEM cOOEB ONepalOHHON CUCTEMBbI
3. HEOOXOUMBIM KOMITOHEHTOM TMOJITOTOBKH MTPOTPAMMHUCTOB
4. mo604HbIM 3¢ (heKToM MpU pa3paboTKe MPOrpaMMHOT0 0OecTIedeHus
3. KantuBupycuemm nmporpammam HE oTtHOCSTCS:
1. unTepnperaToOph
2. daru
3. MOHHUTOPBI
4. peBU30pbI
5. dunbTpsI
4.  Tlo cpene oOuTaHUs BUPYCHI IETATCS Ha. ..
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¢ailnoBble, 3arpy304Hble, MAKPOBUPYCHI, CETEBbIE

PE3UICHTHBIE U HEPE3UACHTHBIC

0e3BpeHbIe, HEOIIACHbIE, OMTACHBIE, OYEHb ONACHbIE

«CITyTHUKW», «YEPBU», HEBUJAUMKH, TOTUMOP(DHBIC, pE3UTICHTHBIC
KOMaH/HbIE, 3aIPy’KaeMbI€, BBITIOIHAEMbIE

agrwpdE

Tema 4. Kpunrorpadus, mmdpoBanue u 3ammra JaHHBIX

Jlexuus 4.1. BBeneHre u OCHOBHBIE TOHATHUS KpUNITOTpaduu

Paccmampueaemvie sonpocoi:

Beenenwne B kpunrorpaduto. Ilpeacrasienue 3amumaeMoil ”HGopManuu. YTrpo3sl

6e3onacHoct uHGopmanuu. LlennocTs nHpopMannu. OCHOBHbIE TEPMUHBI U TOHATHUS KPUOTOTpapHH.
OTKpbITBIE COOOLIEHNS U UX XapaKTePUCTUKU. MOAEIN OTKPBITHIX COOOIEHUI; HCTOPUYECKUN OUepK
pasBuTHs Kpunrorpadguu. OOmas opraHuzamus KpUOTOTpapuUecKod 3amuThl HWH(OPMAIHH.
Vcnonb30BaHue OOLIECUCTEMHBIX U CIIELUAIN3UPOBAHHBIX MIPOrPAMMHBIX CPEACTB I LIM(PPOBaHUSA
¢aiinoB 1 pabOTHI C CEKPETHBIMH BHEIITHUMHU HOCUTEIISIMA HH(POPMALINH.

Jlexuus 4.2. Metoab!l kpunTorpadpuueckoro mudpoBaHus

Paccmampusaemvre 6onpocwi:

Tuns! kpunTorpapudeckux cuctem. IIpoctbie MeTobl MpPOBaHUS: IIH(PHI TOJCTAHOBKU U
nepectaHoBku. [loncTaHoBkuM ¢ mepeMeHHbIM Ko3(dduumentom casura. MHOrocioinble mudpHI.
CKOpOCTHBIE U HEAECTEPMUHUPOBAHHbIE MporpaMMHble MHUGPbl. OCHOBBI CKOPOCTHOIO HIM(POBAHUS.
Baecenne HeompeneneHHocTell B mpomecc Kpunrorpaduyeckux npeoOpazoBaHuil. CTaHAApTHI
muGpoBaHUsL.

Jlexums 4.3. DnexTpoHHas TUQPPOBAst MOITUCH

Paccmampusaemvie 6onpochwi:

Accumerpuynoe mudpoBanue. Mcmonb30BaHuE ICEBAOCITyYalHBIX YHCEN ISl TeHEepaluu
Kouell. Boeibop noposkaroniero yuciaa 1 MaKCUMM3alus JUIMHBI TOCJIE0BAaTEIbHOCTH YK CEeN KIroya.
Pexumbr mmdpoBanus. OcoOeHHOCTH MMHU(PPOBAaHMUS JTaHHBIX B PEXHME pEATbHOTO BPEMEHH.
HIudpoanue kioya Npu HEOOXOAUMOCTH €ro XpaHEeHUs ¢ 3alM(ppPOBAHHBIMU JaHHBIMH. [IpOTOKOIIBI
pacnpeneneHus Kiroden. [I[poTokoIbl yCTaHOBIEHUS MOJIMHHOCTH.

JlaGopatopHnas padora Ne 9. [IpumeHenue MeTo10B raMMHUPOBaHuUs (aiio

3ananue: Ha ocHoBe yuyeGHOro martepuana mo KpunrtorpadguyeckuM MeroaaM IudpoBaHUs
JAHHBIX W3YYUTh M Bocmoiib3oBaThbes mporpammoit E-CRYPT st mmdpoBaHus U MOCIEAYIOIIETO
nemupoBaHusi KOHKPETHOTO (hailia MeTOI0M raMMHPOBAHUSI.

JIaGoparopnas padota Ne 10. Kpunrorpadudeckre MeTop! 3aliuThl HHPOPMALIUH B
KOPITOPATHBHBIX HHPOPMALMOHHBIX CHCTEMAaX

3amanue: Ha ocHoBe yueOHOro marepuaia HO KpUNTOrpaduyecKUM METOJaM 3allUThl
UHPOPMALIMK HU3YyYUTh pa3IUYHBIE METOAbl MHU(POBAHWUS W WX CTAHAAPTHI, HM3YYUTH METOIBI
mu(poBaHUs C OTKPBITBIMU U 33aKPHITBIMU KIIOYaMU U MPUMEHUTHb MPHU Pa3paboTKe alropurMa u
IporpaMMbl, HIM(ppoBaHUE U JemHUPpPOBaHUs OTKPBITOro Tekcra. Ilporpamma peanusyercst B cpene
nporpammupoBanus Delphi.

JlabopaTtopHas pabota Ne 11. Pa3paGoTka anropuTMa U HamMcaHUE MPOTPaMMBbI OTIPECIICHHS
4acTOThl OYKB, U €€ MPUMEHEHHUE s Jemn(POBKU TEKCTa, 3alIM(PPOBAHHOTO METOIOM IOJCTAHOBKHU
(6 gacos)

3ananue: Ha ocHOBe yyeOHOro Matepuana 1o KpUrnToaHAIMTHYECKUM METOoJiaM JIen(POBKH
3alMIIEHHBIX JIAHHBIX M3Y4YMTh METOJ MOJCTAHOBKM M pean30BaTh €ro, pa3paboTaB alroput™M MU
HalMCcaB COOTBETCTBYIOIIYIO HporpaMMmy B cpene mnporpammupoBanus Delphi. 3arem nammcath
pOTpaMMy ONPEACTICHHS YacTOThI OYKB M TPOAHAIM3UPOBATh PE3yJIbTaT.

JIaGoparopnas pabota Ne 12. Coxpeitue daitna 8 BMP-kapTunke
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3amanue: Ha ocHoBe y4ueOHOro mMaTepuayia Mo KpUNTOrpaguuIecKuM MeTojaM IH(ppOBaHUE
COOOLICHUH M3YyYUTh METOJ CTEraHoTpaguu W PeaTu30BaTh €ro BOCIOJIB30BABIIMCH MPOrPAMMOI
bmpPacker.
CPC 1o teme 4
[ToaroroBka K JEKLIHUSM.
W3ydenue qOMOIHUTEIHLHOIO TEOPETHUECKOT0 MaTepraia.
[ToaroroBka TeopeTHUECKOro MaTepuasa U JaHHBIX JIJIs BHIOJIHEHUS J1a00paTOPHBIX padoT.
[lonrotoBka ®  NPOXOXKIEHHE  TECTUPOBaHHUA (C  HCIOJNB30BAaHUEM  MPOTPAMMBI
UHGOPMALMOHHOM cucTeMbl «KTecmy).
IIpuMepsl BOIIPOCOB TECTA:
1. Kpunrorpadpudeckuii arropuTM — 3TO...
= (hopmyna, ncnoabp3zyemas s IUpPOBaHHUS U paciin(YpOBKH COOOLICHUN
= dopmya, KCIoIb3yeMast 1Jis UGPOBAHUS COOOIICHUS
= (popmyna, ucronb3yemas i paciupOBKU COOOIIECHUS
= [porpamMma Jyis rnepeaayu 3aiu@poBaHHOTO COOOIICHHUS
= [10CJIeI0BATEIbHOCTh NCIOIB30BAHUS KITFOUSH I Jetn(pOBKU
2.  Kpunrocucrema — 370...
= COBOKYIHOCTbH JITOPUTMA PACIIA(POBKH U MU (POBAHUS, OTKPHITHIX TEKCTOB, CITIOCOOOB,
METOJIOB INU(POBKHU.
= COBOKYMHOCTb KJIHOYeH i UG POBKHU U AU (PPOBKU
* COBOKYMHOCTBH OTKPBITBIX TEKCTOB U MIU(PTEKCTOB
= MeXaHU3M PaCIO3HABAHUS OTKPBITOIO TEKCTa
3. IIudposanue — 310...
= npeoOpa3oBaHne WHGOPMAIMA B LENAX COKPHITUS OT HEABTOPH30BAHHBIX JIHI[ C
MPEIOCTaBIEHUEM aBTOPU30BAHHBIM I0JIb30BATENSIM JIOCTYIIA
= npeoOpa3zoBaHne WHPOPMALMKM B [EJISAX OTPAHUYCHHOTO  KCIIOJIB30BAHHS B
TOCCTPYKTYpax
= npeoOpa3oBaHie HH(POPMALIUY B LEISIX COKPBITHS OT OKPY>KAIOIIUX JIFO1eH
= npeoOpa3oBaHue HH(POPMALIUU B LEISIX KOHOUICHIIMATHLHOCTH Ha MPEATNPUATUU

Tema 5. Metos! u cpenicTBa obecnedeHust MHGOpMaAIMOHHON 06e301acHOCTH

Jlexuus 5.1. CucteMbl HIeHTU(GUKALMN U ayTEeHTU(PUKALUU TI0JIb30BaTeNIen

Paccmampusaemvie sonpocoi:

Wnentudukanus nonp3oBaTeslied W yCTAHOBJIEHHE WX NOJUIMHHOCTH MpU JOCTyNE K
KOMIIBIOTEPHBIM pecypcaM. OCHOBHBIE JTambl JONYCKAa K pecypcaMm BBIUYMCIHUTEIBHONW CUCTEMBI.
Hcnons3oBanue mpoctoro napoJis. Mcenonb3oBaHne JUHAMUYECKH U3MEHSIOIIErocs maposist. Bzanmuas
IIPOBEpPKa TOUIMHHOCTH W Jpyrue ciaydau ono3HaHus. IlaponbHoe pasrpaHuueHue pocryna u
KOMOMHHMpPOBaHHbIE METOJbl. 3alUTa MPOTPaAaMMHBIX CpPEACTB OT HECAHKIHMOHHPOBAHHOIO
KOMMPOBAHUs, MCCIeoBaHus W Moaudukanuu. IIpuBszka nporpamm Kk cpene (yHKIMOHHUPOBAHUS.
3aiuTa nporpamMm OT HECAHKIIMOHUPOBAHHOT'O 3aITyCKa.

Jlexuus 5.2. MeToipl pa3rpaHu4yeHyst 1OCTyna )

Paccmampusaemvie sonpocoi:

CriocoObl pa3rpaHUYeHus JOCTyINa K KOMIBIOTEPHBIM pecypcaM. Pasrpannuenue npoctyna mo
crickam. Mcnonp3oBanue MaTpHIbl YCTaHOBJIEHUS MTOJHOMOYMH. [Ipon3BOIBHOE M IPUHYIUTEIBHOE
yOpaBlI€HUE JOCTynoM. PasrpaHuueHue 1ocTyna IO YPOBHSIM CEKPETHOCTH U KaTETOPHUSIM.
Oco0OeHHOCTH MTPOrPaMMHOM peanu3aiy KOHTPOIsl YCTaHOBJIEHHBIX MOJTHOMOYHUH.

Jlexuus 5.3. Peructpanus u ayaur

Paccmampusaemvie sonpocoi:

Omnpenenenue U cofiepkKaHue PEerucTpalu U ayauTa MHOOPMAIIMOHHBIX cucTeM. dukcanus
coOpITHH O6e30macHOCTH. AyauT U 3PGEeKTHBHOCTh CUCTEMBI 0€30MacHOCTU. Peanun3anusi MexaHu3MOB
perucTpauMu W ayjadra. 3ajadd  ayadrta. [IpakThueckue cpeAcTBa PETUCTpallud M - ayJuTa.
Perucrpanuonnsiil xypHan. Ilogo3purenbHas akTUBHOCTb. JTallbl pEerucTpalii U METOJbl ayauTa
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coObITuii MHPOpMAMOHHOW cucTeMbl. CTaTHCTUYECKWE W HSBPUCTUYECKHME METOJbl aHalln3a
WH(OPMAIINH C IETBIO BHISBICHHUS HECAHKIIMOHUPOBAHHBIX JICHCTBHIA.

Jlexuwst 5.4. Ouenka 3arpat Ha HHGOPMAITMOHHYIO 0€30MacHOCTh

Paccmampueaemvie sonpocwi:

MeToaMKY OICHKH 3aTpart: MPHUKIaIHOro uHdopMamnnonnoro anamusa (Applied Information
Economics), morpebutenbckoro wuuaekca (Customer Index, CI), moOaBieHHOW SKOHOMHYECKOM
croumoct (Economic Value Added), mcxomnoii skoHomuueckorr croumocTu (Economic Value
Sourced), ynpaenenust moprdenem aktuBoB (Portfolio Management), onenku Bo3moxHocteil (Real
Option Valuation), )xu3znennoro nukia C (System Life Cycle Analysis), cucteMbl cOaTaHCHPOBaHHBIX
nokazareneir (Balanced Scorecard(BSC)), TCO (Total Cost of Ownership), ¢yHKIHOHATBHO-
croumocTHOro ananuza (Activity Based Costing)

JlaboparopHuas pabota Ne 13. Boccranosienue naposeii k qokymenram MS Office

3ananue: Ha ocHoBe yyeOHOTo MaTtepuana rno Kpunrorpapuueckum MeToaaM mudpoBaHus
JIOKYMEHTOB TIOTOTOBUTH (paiinel B hopmare MS Word, MS Excel, MS Access, 3alIUTUTH KX,
1oI00paHHBIM I STOU OMepaIiy, MapojeM U MPOBEPUTH Ha YTECHHUE, PeIaKTUPOBaHHE. 3aTeM
Bocnosb30oBaThes porpammoit Accent OFFICE Recovery 1 BoccTaHOBUTH 1Tapojiu K JOKyMeHTaM MS
Office.

JlabopaTtopHas padota Ne 14. BekpbiTre napodieit (hailsioBbIX apXHUBOB
3ananue: Ha ocHoBe y4eOHOTo MaTepuaa mo KpunrorpapuaeckiuM MeToaaM mudpoBaHus
JOKYMEHTOB TIOATOTOBUTH (haii)l M IIPOBECTH apXUBAIUIO €T0 Pa3HBIMHU (popMaTamu. 3aTeM
BOCTOJIb30BaThCs mporpammoit Visual Zip Password Recovery Processor (VZPRP) u BoccTaHOBUTH
napoyu K apxuBam. [IpoBepuTh BO3MOKHOCTH MPOUYTEHUS ApXUBUPOBAHHBIX (haiiIoB.

JlaboparopHas padota Ne 15. Dxonomudeckuit pacuer koddpdunreHToB 3hPeKTHBHOCTH

MH(POPMAIMOHHOMN 0€30MaCHOCTH MPEIPUATHS

3ananue: M3y4unuth TeopeTHUECKHEe aclieKThl 5KOHOMHUYECKOTO
pacuera ko3ppuiueHToB 3(H(HEKTHBHOCTH HHPOPMAITUOHHON 0€30MTaCHOCTH TIPS IITPHUSITHS.
Paccunrars mokazatens 3(h(HEeKTUBHOCTH MHBECTHUIIMM Ha HHGOPMAIMOHHYIO O€30MacHOCTh
npennpusitust (Meto ROI ns oieHku Bo3BpaTa MHBECTHIMI). PaccunTaTh U MpoaHaIn3upoBaTh
PHUCKOB B HH(POPMAIIMOHHOM Oe3omacHocTH npeanpudatus. OGopMUTh pacyeTsl B BUJE OTUYETA
s exTuBHOCTH MHDOPMAITMOHHOM 0€30MaCHOCTH TIPEATPUITHS.

CPC no Teme 5

[ToaroToBka K JEKIUSM.

N3ydenune 1OMOIHUTEIBLHOIO TEOPETHUECKOr0 MaTepHraia.

[ToBTOpEHME MPONHAEHHOrO MaTeprala BCEX pPa3aeiioB.

[loarotoBka K  KOHTPOJBHOMY TECTHPOBAaHUIO (C  HCIOJIB30BAHHEM  IPOTPAMMBI
uH(pOpMAIIMOHHON cucTeMbl «KTecm»).

[ToaroroBka K 9K3aMeHy.
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5. YYEBEHO-METOJHYECKOE OFECIIEYEHHE JI/I CAMOCTOSTEJIBHOH PABFOTBI
OBYYAIOLIUXCA

B nenom BHeayauTopHas caMocTosATeNbHas paboTa oOydarolerocs IpU HM3YyYEHHH Kypca
BKJTIOYAET B ce0sl CIeyroIne BUIbI padoT:

— popaboTKa (M3y4eHne) MaTepHaioB JICKIIHIA;

— YTEHHUE U MPOPabOTKa PEKOMEHJOBAHHOW OCHOBHOM M JIONIOJHUTEIBHOM JTUTEPATypHI;

— MOJTrOTOBKA K Ja00paTopHbIM paboTam;

— MIOUCK U MpopaboTKa MaTepuasioB U3 MIHTEpHET-pECypCcoB, IEPUOANIECKON TTeYaTH;

— BBIIIOJIHEHUE JOMAIHUX 3aJaHuil B QopMe TBOpUYECKUX (MPOOJIEMHO-IIOUCKOBBIX,
IPYIIOBBIX) 3aJlaHUM, Keic-cTaau, JOKIA10B;

— [IOATOTOBKA MPE3EHTALMM ISl WJUTFOCTPALIMU 10KJIa/10B;

— BBIIIOJIHEHUE TECTOBBIX 3a/1aHUN;

— [IOATOTOBKA K TECTUPOBAHUIO;

— [IOATOTOBKA K TEKYILIEMY U UTOTOBOMY (IIPOMEXYTOUHAsl aTTECTALIMSI) KOHTPOJIIO 3HAHUM 110
JUCLIUILINHE.

OcHOBHasl J10Ji1 CaMOCTOSITEJIbHOM paboThl OOy4arolmMXcs MPUXOAUTCA Ha MOATOTOBKY K
n1abopaTOpHbIM padoTa U TECTUPOBAHMIO, TEMAaTHKAa KOTOPBIX IOJHOCTHIO OXBAThIBAE€T COJEp)KaHHUE
kypca. CamocrosTelnbHas paboTa IO IMOATOTOBKE K TECTHPOBAHUIO M JIAOOPATOPHBIM padoTam
npezrnonaraeT yMeHue padboTars ¢ nepBUYHON HHpOpMaLuei.

Jlist mpoBelleHUsI MPAKTHYECKUX 3aHATHM, UJII CaMOCTOATENbHOW pabOThl HCIOJIb3YETCs
y4e0HO-METOINYECKUE TOCOOUS:

IIpoyenxo HM.I'. 3ammra uH@OpManuu: KOHCHEKT Jiekuuidl. — [lerponaBioBck-Kamuarckuii:
Kamuatl' TV, 2019. — 64 c.

Ilpoyenxo H.I. 3amurta uHQOpManMM: JaOOpaTOpHbIM NpakTukyM. — [leTpomaBioBck-
Kamuarckuii: Kamuatl' TV, 2019. — 50 c.

6. ®OHJ OLIEHOYHBIX CPEJCTB JUIsSI IPOBEJEHUS IPOMEKYTOUYHOM
ATTECTALIMM OBYYAIOLIUXCS MO JUCHUIIUHE

@DOHJ OLEHOYHBIX CPEACTB JUIsl MPOBEIECHUS POMEKYTOUHON aTTeCTallui 00ydaroluxcs Mo
TUCITUILINHE «3aniuTa HHPOpMAIUN MPeCTaBIIeH B IPUIOKEHUH K paboueil mporpaMme TUCITUTLIAHBI
U BKJIIOYAeT B ceOsl:

— [epeueHb KOMIIETEHIMH C yKa3aHHEM 3TarnoB UX (POPMHpPOBAHHUS B MPOLIECCE OCBOCHMS
00pa3oBaTeNbHONW MPOTrpaMMBl;

— OIKMCaHUE MOKAa3aTeNe U KPUTEPUEB OLICHUBAHUS KOMIIETEHIIMI HA Pa3IUYHbIX 3Tanax ux
dbopMUpOBaHUS, OTMCAHNE IIKAJl OIICHUBAHHUS;

— TUTIOBBIE KOHTPOJNBHBIC 3aJaHUsI WIM MaTepUalibl, HEOOXOTUMBIC IJIs OICHKU 3HAHWIA,
YMEHHM, HaBBIKOB U (WJIM) OMNbITA JAEATEIbHOCTH, XapaKTEPHU3YIOIIMX J3Tanbl (OPMUPOBAHUA
KOMIIETEHIIU;

— METOJIMYECKUE MaTepHalIbl, ONPEAEIAIONINE MPOLEAYPhl OLIEHWBAaHUS 3HAHWH, YMEHUH,
HAaBBIKOB U (MJIM) OMbITA JEATEIBHOCTH, XapaKTEPU3YIOLIUX ATANbl (POPMUPOBAHNS KOMITETEHIIH.

Bomnpocs! 115t mpoBeAeHNs IPOMEXYTOYHON aTTeCTalluu 10 AUCHUIUINHE (3K3aMeH)
OCHOBHBIE TIOHATHS U OTIpeeIeHHsS] HHPOPMAITMOHHONW O€30MaCHOCTH.
3ammra uHpopmanuy. IIpeaMer u 0ObEKT 3alUTHI.

VYrpoza 6e30macHOCTH. Y I3BUMOCTh CHCTEMBI. ATaka.

HecankumonupoBaHHbIii 1OCTYIIL.

OcoOenHoCTH 3a1UTHl UHOPMAIIUU B SKOHOMUYECKHX UH(POPMAIIMOHHBIX CUCTEMAX.
OcHOBHBIE METOJIbI U CPEACTBA 3aIIUTHI HHpOpMauu, npuMmensemsie B DVC.

V13BUMOCTH KOMITbIOTEPA U ceTU. Bujipl yrpos.

VYrpo3a oTka3 B 00CITyKUBAHHH.

CoumanbHas nnxenepus u 1b.

WooNOOOR~WNE
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
3L

[TpaBoBbIe Mepbl 0OecrieueHnst nHGpopMaoHHo# 6e3onacHoct B DUC.
3akoHOaTeNbHbIE 1 HOpMaTUBHbBIE akThl Poccuiickoit @enepaunu B Ub.
KomribrorepHbie BUPYChI U YEPBH.

MaxkpoBupychbI.

[TonmumopdHbie BUPYCHI.

TpostHCKHE KOHM (3aKITAJIKHU).

[IporpamMmel criexxeHus 3a paboTo MoIb30BaTeNsI (KJIaBUATypPHBIE IIIITHOHBI).
I'eneparopel BUPYCOB.

MeTo/1b1 321U ThI OT BPEAOHOCHBIX MPOTPAMM.

Cucrembl 0OHapyKEHUS YSI3BUMOCTEN (CETEBBIE CKaHEPBDI).

AHTUBUPYCHI U "aHTUTPOSHIIBI .

AHTHBUpPYCHBIE ITpOrpaMmel B IHTepHETE.

[TonuTrka Ge3onacHOCTH. Bari mpoeKT NOMUTUKY [1s1 KOMITBIOTEPHOM J1TabopaTopuu.
Hasznavenre u pyHKIIMU MEKCETEBBIX KPaHOB. OMBIT pabOThI ¢ MEKCETEBBIM SKPAHOM.
BupryanbHble 4acTHBIE CETH.

Orpaxenue npodnem 1b B MnTepHere.

[TaponbHas 3ammra.

OOHapy»XeHHE aTak.

3ammra nHpopManuK B 6a3ax JTaHHbIX.

AHaM3aTOpPhI POTOKOJIOB (CHU(EPHI).

ManaaTHbIi 1 TUCKPEIMOHHBIN JOCTYIL.

Kpunrorpadguueckne MeTonsl  3amuThl  wHPOpMANMH.  MaremaTHdecKoe

AJITOPUTMHYCCKOC obecneueHne KpI/IHTOFpa(bI/I‘IeCKI/IX MCTOA0B 3alllMTHI I/IH(I)OpMaI_II/II/I.

32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.

43.
44,

45.

46.
47.

Iudposanne. Meros IOICTaHOBKY.

Marpuiisl Buxxunepa.

YacToTHBIN aHAIIN3 TEKCTOB.

[[ndpoBaHrEe METOZIOM MEPECTAHOBKH.

Kpunrocucrema ¢ OTKpBITBIM KITFOUOM.

CuMMETpHUYHBIE U ACUMMETPUYHBIC KPUIITOCHCTEMBI.

DnexkTpoHHas [UdpoBast MOIHCh.

Hcnonb30BaHuEe 2JIEKTPOHHBIX KiItouen s opranusanuu Ub.
Opranu3aliuoHHO-aIMUHUCTPATUBHBIE METOIBI 3aIIUTHI, TpuMeHsieMbie B DVIC.
dopmupoBaHUe MOTUTHKU 0€30MIaCHOCTH MPEANPUITHS (OpTaHU3AIIHH ).

n

Nnentuduxanus moib3oBarenei, ayTeHTHU(UKALUs TO0Jb30BaTeNledl W aBTOpU3ALMS
noJjb30Baresiel (Ha3HauYeHHe U CII0COObl peau3aIiim).
3amuTa MHPOpPMAIMKU B KOMITBIOTEPHBIX ceTsX. OOBEKThI 3alIUThl UH(POPMALIUK B CETH.
[TorennuanbHble yrpo3el Oe3omacHocTH B ceT MHTepHeT. MeToapl  3alUThI
uH(popmanuu B cetu HTEpHeT.
KonnyecTBeHHbIH m01X01 K MH(pOpMamoHHON Ge3omacHocTH. OlLeHKa 3alMIeHHOCTH
MEXaHHU3MOB 3aIlIUTHI.

Aynut nH(OpMaIMOHHON 0€30acHOCTH.
VYnpasnenne nHGOPMAITMOHHBIMU PUCKAMHU.
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7. PEKOMEHIAYEMAS JIMTEPATYPA

1. Ocnoenasn numepamypa

1. MenwsnukoB B.I1. UadopmarmonHas 6e30nacHOCTD | 3aiuTa nHGopManuu: y4ed.mocodue
/ B.I1. Menbaukos, 2007r.

2. llernoB A.}O. MaTemaTtrueckue MOJEIHU U METO 1bI (POPMATILHOTO MTPOEKTUPOBAHUSI CUCTEM
3anuThl HHGOopMaimonHsix cucteM 2015 1./ A YO. Hlersnos, K. A. llernos — koswtekiust "MHpopmaTrka
— HHWY HUTMO (Cankr-lIleTepOyprckuii  HallMOHAIBHBIM ~ MCCIICOBATEILCKUM ~ YHUBEPCUTET
UH(POPMALMOHHBIX TEXHOIOTUN, MexaHukH 1 onTHKU)" ObC JIAHD.

2. Jlonoanumenshan numepamypa

1. OcHoBbl wH(poOpManmoHHOW Oe3omacHocTn / [amarenko B. A. — M.: HauuonanbHbII
Otkpeiteiii YHuBepeutetr « MHTYUTy», 2011. — Cepus («be3omacHocTs ») [DNeKTpOHHBIN pecypc] -
OnektpoH.maH. — Pexum gocryma: https://www.intuit.ru/studies/courses/10/10/info. — 3arm. ¢
skpana.ISBN 978-5-9556-0053-6.

2. 3amMTa WHTEIUIEKTyalbHOW coOcTtBeHHOCTH, 2018 1. — KOUtekuus "DKOHOMHUKA U
MmeHekMeHT — M3parenscrBo Jamkos u K" O5C JIAHDb

3. KympusinoB A.W. OcHoBbl 3anutel HHGopManuu: yued. nocooue / A.W. Kynpustos, 2008r.

3. Memoouueckue ykazanus

1.  Bamwmra wuHpopmaimu. Koucmekr nexuwii. / [lpoyenxo H.I. — TleTpomaBioBCK-
Kamuarckuii: Kamuatl TV, 2019. — 66 c.

2. 3amwra unpopmaiuu. JlabopatopHsiii mpakTukyMm. / Ilpoyenxo U.I". — IleTponaBioBck-
Kamuarckuii: Kamuatl TV, 2019. — 50 c.

8. ITEPEYEHB PECYPCOB HH®OPMAITHOHHO-TEJTEKOMMYHHKAITHOHHOH
CETH «<HHTEPHET»

1. Beegenne B kpunrorpaduro / Ilox. obm. pen. SAmenko B. B. — HM3manue BTOpOE,
ucnpasieHHoe. — M.: MIIHMO, 1999. — 272 c. [OnektponHslii pecypc] — Pexum npocrtyna:
https://www.twirpx.com/file/4220/

2. Kacnepckuit E.B. KoMmnbroTepHbie BUPYCHI: YTO 3TO TaKO€ M KaK ¢ HUMHU OOpoThecs. — M.:
CK [Tpecc, 1998.- 288 C. [DneKTpOHHBIN pecypc] —  Pexum JOCTYTIA:
https://www.twirpx.com/file/73531/

3. Psabxo B.4.,®uono A.H. Kpunrorpaduueckrie MeTopI 3amuTsl HHPOpMauu: YdeOHOoe
nocoOue i By30B. — 2-¢ u3AaHue, crepeotun. — M.:['opsiuas nuaus — Tenexkowm, 20113, — 229 c.
[OnexTponnslii pecypc] — Pexxum noctyna: https://docplayer.ru/27703084-Kriptograficheskie-metody-
zashchity-informacii.html

4. DnexktpoHHas Oubnuoreka nucceprauuii PI'b [DnexktponHbt pecypce]. -
Pesxxum noctyna: http://www.diss.rsl.ru
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9. METOJAMYECKHUE YKA3AHUA JJI51 OBYYAIOIIUXCS IO OCBOEHUIO
JNCHUIIVIMHBI

MeTtoauka npenojaBaHus JaHHOM IUCHUIUIMHBI IpeanojaraeT YTeHue JeKIUi, NpoBeieHne
1ab0paTOPHBIX PaboOT, MPOXOXKICHUS TECTOB IO KAKIOW W3 TEM, TPYIMIIOBBIX M WHAWBHIYATbHBIX
KOHCYJIbTAllMil MO OTAENIbHBIM (HauOosiee CIOKHBIM) CHEHU(PUUYECKHM MpobiieMaM JAUCHUILIHHBL.
[IpenycmoTpeHa camocTosTelnbHass paboTa CTYAEHTOB, a TaKKe MPOXOXKIECHHE AaTTEeCTallMOHHBIX
UCIBITAHUHN MPOMEXKYTOYHOM aTTecTaluu (3K3aMeH ).

Jlekyuu TIOCBSIIAIOTCS PACCMOTPEHHIO HauOojiee BAKHBIX KOHIENTYaJbHBIX BOIPOCOB:
OCHOBHBIM TOHATHSAM; TEOPETUYECKUM OCHOBaM HH(OpPMAIMOHHOM Oe3omacHocTu, B xoxe nekuwmii
o0yyarmuMcsl ciaeayeT MOATOTOBUTh KOHCIEKTHI JIEKLUI: KpaTKO, CXEMaTU4HO, IOCJIEI0BATEIbHO
¢buKkcUpoBaTh OCHOBHBIC IOJIOKEHUS, BBIBOJABI, (OPMYJIHUPOBKH, OOOOILIECHHS; MOMEYaTh Ba)KHbIC
MBICJIM, BBIICIATh KIIOUEBBIE CJIOBA, TEPMHUHBI; MPOBEPSITh TEPMHHBI, MOHATHUS C MOMOIIBIO
SHIUKJIONENH, CIIOBapel, CIPaBOYHMKOB C BHIMUCHIBAHUEM TOJIKOBAHUW B TETPajab, 00O3HAUUTH
BOIIPOCHI, TEPMUHBI, MaTepUall, KOTOPbIH BBI3BIBACT TPYAHOCTH, IOMETUTH U TOMBITATHCS HAUTH OTBET
B peKkoMeHayeMoil nureparype. Ecimum camocToATenbHO He ynaercss pa3oOpaTbCcsi B Marepuale,
HEOO0X0IMMO C(OPMYIMPOBAaTH BONPOC W 3aJaTh MPEMONABATENI0 HAa KOHCYJIbTAllMM WM Ha
MPAKTUYECKOM 3aHATHUH.

Ha gnexumsax mnpenojaBaTenb 3HAKOMUT CIylIaTelled C OCHOBHBIMM MOHATUSIMH U
MOJIOKEHUSAMU MO TeKylled Teme. Ha nekuusax chuymaTenb MOJy4aeT TOJIBKO OCHOBHOM 00BEM
uH(popMaluu 1Mo teMe. ToJbKO MOCEIIEHUE JIEKIUH SBISETCS HEAOCTAaTOYHBIM JUISl MOATOTOBKH K
71a00paTOPHBIM 3aHATHSAM U dK3aMeHy. Tpelyercs TakKe caMocCTosATeldbHas paboTa MO H3yYEHUIO
OCHOBHOH U JIOTIOJIHUTEIBHOMN JINTEPATYPhl U 3aKPEIJICHUE MOJIYYEHHBIX Ha JJAOOPATOPHBIX 3aHITHUSIX
HABBIKOB.

[Ipu uzyyeHun AMCHUILUIMHBI UCTIONIB3YIOTCS HMHTEPAKTUBHBIC METObI O0YUEHUS

— poOJeMHast JIEKIUs, TPEAIoiaraomas u3J0KEeHHe MaTepuaa 4epe3 HEOAHO3HAYHOCTh
TPaKTOBKM MaTEpHalioB K BOMpoOcaM, 3ajadyaM WU cuTyauusm. [Ipu sToM mporecc mNO3HaHHS
IPOMCXOJUT B HAYYHOM IOUCKE, AUAJIOTE U COTPYAHUUYECTBE C MPEINO0IaBaTeIeM B IIPOLIECCE aHaAlIn3a U
CpPaBHEHHMSI TOUEK 3PECHUS;

— JIeKUUsA-BU3yaNIH3alysl - Mojadya MaTepuaia OCYIIECTBISIETCS CPEICTBAMU TEXHHUYECKUX
CpencTB OOydeHHs] ¢ KpaTKUM KOMMEHTHUPOBAaHHUEM JIEMOHCTPUPYEMBIX BU3YaJIbHBIX MaTE€pUaioB
(mpe3eHTanuil).

KonkpeTHble METOAMKH, MOJEIIH, METOAbl U MHCTPYMEHTHI 3aIUThI TAHHBIX U 00CCIICUCHHS
UH(GOPMAIIMOHHONW  0€30MacHOCTH  PAacCMAaTPUBAIOTCA TMPEUMYIIECTBEHHO TIPU TMOJATOTOBKE U
BBITIOJIHEHUH JTA0OPATOPHBIX padoT.

Llenbio BBIONHEHUS 1a00PAMOPHBIX padom SBISETCS 3aKpEIUIeHne 3HaHUN 00ydaroumxcs,
MOJIYYEHHBIX UMHU B XOJI€ M3YYCHHS IUCUUIUIMHBI Ha JIEKIUSAX U CaMOCTOATENnbHO. [IpakThuueckue
3a/laHusl 10 TeMaM BBIMOJHSIOTCS Ha JIa0OpAaTOPHBIX 3aHATHSIX B KOMIIBIOTEpHOM Kiacce. Ecmu
nabopaTOpHbIE 3aHATHUS TPOMYIIEHBI (MO YBAKHUTEIBHOW WM HEYBAXHUTEIBHOW NPUUYUHE), TO
COOTBETCTBYIOIIIME 33JaHUsI HEOOXOJUMO BBIOJHUTH CAMOCTOSATEIHHO M TPEICTaBUTH PE3yJbTaThl
IpenojaBaTesto Ha ouepeHoM 3aHATuu. CaMocTosTenbHass paboTa CTYyJJ€HTOB — CIIOCOO aKTUBHOTO,
I[EJICHAIIPABICHHOTO MPHOOPETEHUs CTYACHTOM HOBBIX JUIsi HETO 3HAHWUN, YMEHHUI U HaBHIKOB 0e€3
HEINOCPEJICTBEHHOIO Y4YacTHsl B 3TOM Ipoliecce Ipenoaasaress. KadecTBo mojydyaeMbIX CTYIAEHTOM
3HAHMUI HAMPSAMYIO 3aBUCHT OT Ka4€CTBA M KOJIMYECTBA HEOOXOIUMOT0 JOCTYITHOTO MaTepHraa, a Takke
OT >keJaHus (MOTHUBALIMK) CTYJIEHTa UX NONy4uTh. [Ipr 00yueHnuu ocyuiecTBisercs eaeHanpaBIeHHbINA
MPOIIECC B3aMMO/ICHCTBUS CTY IEHTA U MPENoIaBaTes A JOPMUPOBAHUS 3HAHHM, YMEHU U HABBIKOB.

J5ig cTy1eHTOB 3a04HON (hOpMBI 00YUEHUS B Ay JUTOPHHU:

- ynuraTes jgekiuu Nel.1-2, Ne3.1, u Ned.1, ocTtanmbHble JEKIUH H3Y4arOTCs B TpOIECcCe
camocTosTenbHoi paboTsl ctynenta (CPC);

- M0 PYKOBOJCTBOM IIPENOAaBaTeNsl BBIMONHSIOTCS JTaboparopHbie paboTel Nel,6,10,11, a
ocTajbHbIe J1a0opaTopHble paboThl BhINOIHSOTCS B porecce CPC.
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10. KYPCOBOM ITPOEKT (PABOTA)

B cooTBercTBHH C y4eOHBIM TJIAHOM KYPCOBOE IMPOCKTHPOBAHUE MO IUCIHILIMHE «3aiuTa
uH(pOpMaIIUN» HE TIPEITyCMOTPEHO.

11. MIEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOT M, UCTTOJIb3YEMBIX ITPH
OCYHECTBJIEHUU OBPA30OBATEJIBHOI'O IPOIECCA 11O JUCIHUIIVIMHE,
BKJUIIOYASA HIEPEYEHDB ITPOI'PAMMHOI'O OBECIIEYEHUA U
NHOOPMALNMOHHO-CITPABOYHBIX CUCTEM

1. [lepevennb ungopmayuonnvix mexnonozuil, UCnOabL3YeMbIX NPU OCYU{ECI 6TIEHUN
obpazoeamenvHozo npoyecca

[Tpu ocBOCHHMH TUCIUTUIMHBI HCTIOIB3YIOTCS CIEAYIONNEe HHPOPMAIIMOHHBIC TEXHOIOTHH

— UCIIOJIb30BaHUE CIIANI-IIPE3EHTALIHIM;

— M3Y4YCHHEC HOPMATHBHBIX JIOKYMEHTOB Ha OQUIIMAIBHOM caiiTe QeaepalibHOTO opraHa
HCIIOJTHUTENIbHOM BJIaCTH, MPOPAOOTKa JOKYMEHTOB;

— UHTEpaKTHUBHOE OOIIeHHe ¢ OO0y4yalouMMHCs W KOHCYJBTUPOBAHHE TOCPEICTBOM
3JIEKTPOHHOU MOYTHI.

2. Ilepeyenn nporpaMMHOro odecrne4eHus, HCIOJIb3yeMOro NPH OCyLeCTBIEHUN
00pa30BaTe/IbLHOIO NpoLecca

IIpu ocBOEHMM AMCUUILUIMHBI UCTIONB3YETCs TULIEH3MOHHOE IIPOrpaMMHOE 0OecieueHue:!

— TEKCTOBBIN pegakTop Microsoft Word;

— naket Microsoft Office;

— 3JIeKTpoHHBIC TabauIel Microsoft Excel;

— Ipe3eHTaIlMOHHBIN pepakTop Microsoft Power Point.

Kpome 3Toro ucnosnssyercs nporpamMmmaoe odecreueHre nHdopmamonHoi cucreMsl «KTect»
U TPOTpaMMHBIE CPEICTBA, HEOOXOAWMBIC IS BBIMOJIHEHUS J1a0OpPaTOPHBIX padOT, YKa3aHHBIX B
aHHOTauMu K paboram (cMm. [lpoyenxo M.I. 3amurta mHpopmauuu. JlaGopaTOpHBIM NpakTUKyM. —
[MTerponaenosck-Kamuarckuit: Kamuarl TV, 2019. — 50 c)

3. Ilepeyenb HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM

HpI/I OCBOCHHWM JHUCHUINIIMHBI HCIIOJB3YIOTCA CICAYIOUINEC I/IHq)OpMaHI/IOHHO-CHpaBO‘-IHI)IG
CUCTEMBI.

— clpaBOYHO-TpaBoBasg cucteMa KoHcynbTaHT-TUIIOC [DIEKTpOHHBIM pecypc] — Pexum
nocryma: http://www.consultant.ru/online
— CIIpaBOYHO-TIpaBOBass cucrteMa [apaHT [OnekTpoHHBIM pecypc] — Pexum npocryna:

http://www.garant.ru/online

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCIUIIJINHbI

JIeKUMOHHBI MaTepuan H3y4yaeTcsl B CHENMAIW3UPOBAHHOM ayIUTOPUH, OCHAIICHHON
MIPOEKTOPOM C BHJIEOTEpPMHUHANA [TEPCOHATBHOIO KOMIIBIOTEPA HA HACTEHHBIN 3KpaH.

JIaGopatopHble pabOThl BBIMOJHSIOTCS B CHELUAIU3UPOBAHHON J1ab0opaTopuu, OCHALICHHOM
COBPEMEHHBIMH MEPCOHATIBLHBIMUA KOMITBIOTEPAMH M MPOTPaMMHBIM 00€CIEYeHHEM B COOTBETCTBUHU C
TEMaTUKOH «3anura HHPOpMaLun».

Yucno pabounx MeCT B Kj1accax JODKHO OOECIEeUUTh MHIUBUAYAIbHYIO paOdOTy CTyJIEHTa Ha
OTJIEJIbHOM IIEPCOHAIIBHOM KOMIIBIOTEPE.

B kauecTBe MaTepuanbHO-TEXHUYECKOTO 00eCTIeueHUs AUCIUIIIIMHBI UCTIOIb3YIOTCS:

— JUIsl TPOBEJACHUS 3aHATUN JIEKIMOHHOTO THWIA, TPYNIOBBIX W HWHIUBUIYAJIbHBIX
KOHCYJIBTAIMH, TEKYIIET0 KOHTPOJISI U MPOMEXKYTOUHOM arrectanuu ydeOHas ayauropus Ne 7-520 ¢
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KOMILIEKTOM y4eOHOW MeOenn Ha 25 mocai0uHbIX MECT;

— st 1abopaTopHbIX pabot - jabopatopnas aynutopuss Ne 7-401, obGopymoBannas 10
paboYuMH CTaHIUSAMHU C JOCTYNIOM K ceth «MHTepHeT» W B DIIEKTPOHHYIO HH(DOPMAIMOHHO-
00pa30BaTeNbHYIO Cpey OpraHU3aIlui U KOMILJICKTOM y4eOHOI MeOenu Ha 15 mocagouHbIX MECT;

— JI0CKa ayAUTOpHAs;

— MyJbTHMENIHOE 000pyioBaHNe (HOYTOYK, IPOEKTOD);

— npe3enTarmu B Power Point mo Temam kypca «3amura nHpOopMaIuny,;

— uHpopmanronHas cucrema «K7Tecmy, yCTAaHOBJICHHAs HA BCEX Pa0OYMX CTAHLIUAX.
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